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1. Documentation of the base package

1.1. Introduction

flidl is a Linux-based router, capable of handling ISDN, DSL, UMTS, and ethernet connections,
with little hardware requirements: an USB stick used for booting, an Intel Pentium MMX
processor, 64 MiB RAM as well as (at least) one ethernet network adapter are completely
sufficient. The necessary boot medium can be created under Linux, Mac OS X or MS Windows.
You don’t need any specific Linux knowledge, but it is definitely helpful. However, you should
possess basic knowledge about networking, TCP/IP, DNS, and routing. For developing your
own extensions exceeding the basic configuration, you will need a working Linux system as
well as Linux skills.

fli4l supports various boot media, among them USB sticks, hard disks, CDs, and last but
not least booting over the network. An USB stick is in many respects ideal: Today, almost
every PC can boot from it, it is relatively cheap, it is big enough, and installing fli4l onto it
is relatively easy under both MS Windows and Linux. In contrast to a CD it is writable and
thus additionally able to hold non-volatile configuration data (as e.g. DHCP leases).

e General features

— Creation of boot media under Linux (Page 254), Mac OS X (Page 254), and MS Win-
dows (Page 257)

— Configuration through flat ASCIT/UTF-8 files

— Support for IP masquerading and port forwarding

— Least Cost Routing (LCR): automatic provider selection based on daytime
— Displaying/Computing/Logging of connection times and costs

— MS Windows/Linux client imonc talking to imond and telmond

— Upload of updated configuration files via MS Windows client imonc or via SCP
under Linux

— Boot media use the VFAT file system as permanent storage

— Packet filter: External access to blocked ports is logged

— Uniform mapping of WAN interfaces to so-called circuits

— Running ISDN and DSL/UMTS circuits in parallel is possible

¢ Router basics

— Linux kernel 3.18 or 3.19
— Packet filter and TP masquerading

— Local DNS server in order to reduce the number of DNS queries to external DNS
servers

10
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Remotely accessible imond server daemon for monitoring and controlling Least Cost
Routing

Remotely accessible telmond server daemon logging incoming phone calls

Ethernet support

Up-to-date network device drivers: Support for more than 140 adapter types

DSL support

Roaring Penguin PPPoE driver supporting Dial-on-Demand (can be switched off)
PPTP for DSL providers in Austria and the Netherlands

ISDN support

Support for some 60 adapter types
Multiple possibilities for ISDN connectons: incoming/outgoing/callback, raw /point-
to-point (ppp)

Channel bundling: automatic band width adaptation or manual activation of the
second channel using MS Windows/Linux client software

Optional software packages

DNS server

DHCP server

SSH server

Simple online/offline display using a LED
Serial console

Minimalistic Web server for ISDN and DSL monitoring as well as for reconfiguring
and/or updating the router

Ability to let external hosts access LAN hosts in a controlled manner
Support for PCMCIA cards (called PC cards nowadays)

Logging of system messages

Configuration of ISAPnP cards by the use of isapnp tools

Additional tools for debugging

Configuration of the serial port

Rescue system for remote administration over ISDN

Software for displaying configurable information on an LCD, e.g. transmission rates,
CPU load etc.

PPP server/router over the serial port
ISDN modem emulator over the serial port
Print server

Time synchronization with external time servers
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1. Documentation of the base package

— Execution of user-defined commands on incoming phone calls (e.g. to perform In-
ternet dial-up)

— Support for IP aliasing (multiple IP addresses per network interface)
— VPN support

— IPv6 support

— WLAN support: fli4l can be an access point as well as a client

— RRD tool for monitoring the fli4l

— and much more. ..
e Hardware requirements

— Intel Pentium processor with MMX support
— 64 MiB RAM, better 128 MiB
— Ethernet network adapter
— ISDN: supported ISDN adapter
— an USB stick, an ATA hard disk or a CF card (which is accessed the same way as
an ATA hard disk); alternatively, booting from a CD is also possible
o Software requirements

The following tools are required on Linux systems:
— GCC and GNU make
— syslinux
— mtools (mcopy)

No additional tools are required on MS Windows systems, all necessary tools are provided

by fli4l.

Last but not least, the client utility imonc exists for controlling the router and for displaying
the router’s state. This tool is available for MS Windows (windows/imonc.exe) and also for
Linux (unix/gtk-imonc).

And now ...

Have fun with fli4l!

Frank Meyer and the fli4]l team
email: team@f1i4l.de
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2. Setup and Configuration

2.1. Unpacking the archives
Under Linux:
tar xvfz f1i41-4.0.0-stable-x86-r60798.tar.gz
If this does not work, try the following;:
gzip -d < £1i41-4.0.0-stable-x86-r60798.tar.gz | tar xvf -

If you unpack the current version into a directory which already contains fli4l files from a
previous installation, you should execute mkf1i41.sh -c:

cd £1i41-4.0.0-stable-x86-r60798
sh mkfli4l.sh -c

However, we recommend to use a fresh directory for a new version as you can easily take
over the configuration with a file comparing tool.

If you use a MS Windows system, you can extract the compressed tar archive e.g. with
WinZip. You have to check, however, that all files are extracted together with their corre-
sponding directories (there is a WinZip setting to achieve this). Also, you have to disable the
so-called “Smart TAR CR conversion” under Settings = Configuration, as some important files
are corrupted during extraction otherwise.

Alternatively, we recommend using the OpenSource application 7-Zip (http://www.7-zip.
org/) which is as powerful as WinZip.

The following files are installed in the subdirectory £1i41-4.0.0-stable-x86-r60798/:

Documentation:

— doc/deutsch/* German documentation
— doc/english/* English documentation

— doc/french/* French documentation

Configuration:

— config/*.txt Configuration files, these ones have to be edited to suit your needs

Scripts/Procedures:
— mkflidl.sh Creates boot media or files: Linux/Unix version

— mkflidl.bat Creates boot media: Windows version

Kernel/Boot files:
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2. Setup and Configuration

— img/kernel Linux kernel

— img/boot*.msg bootscreen texts

o Additional packages:
— opt/*.txt These ones describe which files will be included in the opt.img archive.

— opt/... Optional kernel modules, files, and programs

e Source code:
— src¢/* Source code/tools for Linux, see src/ README

e Programs:
— unix/mkfli4l* Creates boot medium: Linux/Unix version
— windows/* Creates boot medium: Windows version
— unix/imonc* imond client for Unix/Linux

— windows/imonc/* imond client for Windows

2.2. Configuration

2.2.1. Editing the configuration files

To configurate fli4l, you only have to adapt the files config/*.txt. We recommend to make
a copy of the “config” directory and perform the adaption within this copy. So you will be
able to compare your own configuration with the distributed one later and you are also able
to manage multiple configurations. Comparing two configurations is relatively simple by using
an adequate tool (i.e. “diff” under *nix). Let’s assume that your own config files reside in a
directory named my__config under the flidl directory. In this case you could execute:

~/src/f1i41> diff -u {config,my_config}/build/rc.cfg | grep '~ [+-]'
--- config/build/rc.cfg 2014-02-18 15:34:39.085103706 +0100

+++ my_config/build/rc.cfg 2014-02-18 15:34:31.094317441 +0100
-PASSWORD='/P6h4i0IN5Bbc'

+PASSWORD="3P8F3KbjYgzUc'

-NET_DRV_1="'ne2k-pci'

+NET_DRV_1='pcnet32'

—START_IMOND='no'

+START_IMOND='yes'

-0OPT_PPPOE="no'

+0PT_PPPOE="'yes'

-PPPOE_USER="'anonymous'

-PPPOE_PASS="'surfer'

+PPPOE_USER="me'

+PPPOE_PASS="'my-passwd'

-0OPT_SSHD='no'

+0PT_SSHD="yes'

You can also see by this example that a simple DSL router can be configured without much
effort, even if you feel at first overwhelmed by the sheer amount of possible settings.
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2.2.2. Configuration via a special configuration file

Due to the module concept of fli4l, the configuration is distributed across different files. As
editing these separate files may become tedious, it is possible to store the configuration into
a single file called <config directory>/_flijl.txt. This file is read in addition to the other
configuration files and its contents override any settings found in the other configuration files.
Recall the example above: In order to configure a simple DSL router, we could simply write
the following lines into this file:

PASSWORD="'3P8F3KbjYgzUc'
NET_DRV_N="'1"
NET_DRV_1='pcnet32'
START_IMOND='yes'
OPT_PPPOE="'yes'
PPPOE_USER='me'
PPPOE_PASS='my-passwd'
OPT_SSHD="'yes'

You should avoid to mix both flavours of configuration.

2.2.3. Variables

You will notice that teh lines of some variables are prefixed with a '#’. and thus are commented.
If this is the case a reasonable default setting is already in effect. Those defaults are documented
for each variable. If you wish to set another value delete the '#’ at the beginning of the line
and put your value between the apostrophs.

2.3. Setup flavours

Previous versions of flidl only supported booting from a floppy disk which is not possible
anymore due to causes already described. There are many alternative possible nowadays,
amongst them using an USB stick.

Many other boot media (CD, HD, network, Compact-Flash, DoC, ...) exist and flidl may
also be installed permanently on some of them (obviously only the read-write ones). flidl may
be booted in three different ways:

Single Image The boot loader loads the linux kernel and then fli4l in a single image. After
that, flidl is able to continue the boot process without the need to access other boot
media. Examples are the boot types integrated, attached, netboot, and cd.

Split Image The boot loader loads the linux kernel and then a rudimental fli4l image which
mounts the boot medium in a first step, then loads the configuration and the remaining
files from an archive residing on that mounted medium. Examples for this are the boot
types hd (Type A), ls120, attached, and cd-emul.

Installation on a Medium The boot loader loads the linux kernel and then a rudimental fli4l
image which mounts an existing fli4l installation without the need to extract any further
archives. An example for this is a type B hard disk installation.
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Before you try the more advanced installation procedures you should make yourself comfort-
able with flidl by setting up a minimal version. If you want to use your fli4l as an answering
machine or a HTTP-proxy later on, you already feel confident and have the experience of
setting up a basic running system.

That said, four variants of installations are possible:

USB-Stick Router on an USB stick

CD-router Router on a CD

Netzwerk Network boot

HD-Installation Typ A Router on a hard disk, CF, DoC — only one FAT-Partition

HD-Installation Typ B Router on a hard disk, CF, DoC — one FAT- and one ext3-Partition

2.3.1. Router on a USB-Stick

USB-Sticks are addressed as harddisks by Linux hence the same explanations as for the hard-
disk installation are valid here. Please note that the according drivers for the USB port have
to be loaded via 0OPT_USB in order to access the stick with OPT_HDINSTALL.

2.3.2. Router on a CD, or network boot

All necessary files are on the boot medium and are extracted to a dynamically sized RAM disk
while booting. Using a minimalistic configuration, it is possible to run the router with only 64
MiB of RAM. The maximum setup is only limited by the capacity of the boot medium and
available RAM.

2.3.3. Type A: Router on hard disk—only one FAT partition

This corresponds to the CD version, with the only difference of the files residing on a hard
disk instead, the term “hard disk” also enclosing Compact Flash from 8 MiB upwards and
other devices which are accessed like hard disks under Linux. As of fli4l 2.1.4, you can also
use DiskOnChip Flash memory from M-Sys or SCSI hard disks.

The limit for the archive opt.img is removed by disk capacity, but all these files have to be
installed into a RAM disk of suitable size during the boot process. This increases the necessary
amount of RAM if you use many software packages.

In order to update software packages (i.e. the archive opt.img and the configuration rc.cfg
over the network), the FAT partition has to provide enough space for the kernel, the RootFS
and TWICE the size of the opt.img archive! If you also want to enable the recovery option,
the required space is increased one more time by the size of the opt.img archive.

2.3.4. Type B: Router on hard disk—one FAT and one ext3 partition

In contrast to type A, most of the files are not put into the RAM disk. Instead, they are
copied from the opt.img archive to the ext3 partition on the hard disk at the very first start
after the initial installation or an update. On successive reboots they are loaded from the ext3
partition. Using this type of installation, the amount of RAM needed for running the router
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2. Setup and Configuration

is the smallest, such that running the router with very low memory is possible in the majority
of cases.

You can find further information on the hard disk installation in the documentation of the
HD package (a separate download) starting at the description of the configuration variable
OPT_HDINSTALL.
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3. Base configuration

Since fli4l 2.0 the distribution is designed to be modular and consists of multiple packages which
have to be downloaded separately. The package £1i41-4.0.0-stable-x86-r60798.tar.gz
contains only the base software for a pure ethernet router. For DSL, ISDN, and other
software you will have to download further packages and extract them into the directory
£1i41-4.0.0-stable-x86-r60798/. In order to allow free choice of the flidl’s linux system
kernel, the kernel has been removed from the base package and was put into an own package.
This implies that at least both the base and kernel packages are required. Table 3.1 gives an
overview of additional software packages.

The files necessary for configuring the flidl router are placed in the directory config/. They
are described later in this chapter.

These files can be edited with a simple text editor, or alternatively with an editor specially
designed for fli4l. Miscellaneous editors can be found under

http://www.f1i4l.de/en/download/additional-packages/addons/.

If you need to adapt/extend the fli4l system in addition to the possible settings described
below, you will need a working Linux system in order to adjust the RootF'S. The file src/README
will provide you with more information.
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Table 3.1.: Overview of additional packages
Archive to download Package

£1i41-4.0.0-stable-x86-r60798 BASE, required!

kernel_4_19 Linux kernel, required!
£1i41-4.0.0-stable-x86-r60798-doc Complete documentation
advanced_networking Extended network configuration

cert Certificate management

chrony Time server/client

dhcp_client Miscellaneous DHCP clients
dns_dhcp DNS und DHCP servers

dsl DSL router (PPPoE, PPTP)
dyndns Support for DYNDNS services
easycron Time planning service

hd Needed for hard disk installation
httpd Minimalistic Web server

hwsupp Hardware support

imonc_windows
imonc_unix

Windows imonc client
GTK/Unix imonc client

ipv6 Internet Protocol Version 6

isdn ISDN router

openvpn VPN support

pcmcia Support for PCMCIA (PC cards)
PPP PPP connection over serial port
Proxy Proxy server

qos Quality of Service

sshd SSH server

tools Miscellaneous Linux tools

umts Connection to the Internet via UMTS
usb USB support

wlan Support for WLAN cards

3.1. Example file

The content of the example file base.txt in directory config/ is as follows:

#H----—-————— - ———
## f1i41 __FLIALVER__ - configuration for package "base"

##

## PLEASE READ THE DOCUMENTATION!

##

## BITTE UNBEDINGT DIE DOKUMENTATION LESEN!
##

#----—-——

## Creation:
## Last Update:

#i#t

26.06.2001
$Id: base.txt 60789 2022-10-19 10:06:15Z lanspezi $



3. Base configuration

## Copyright (c) 2001-2016 - Frank Meyer, fli4l-Team <team@fli4l.de>

## This program is free software; you can redistribute it and/or modify
## it under the terms of the GNU General Public License as published by
## the Free Software Foundation; either version 2 of the License, or

## (at your option) any later version.

HOSTNAME="'£1i41"'
PASSWORD="'£1i41"'

name of f1li4l router

password for root login (console, sshd,
imond)

boot device: hd, cd, 1s120, integrated,
attached, netboot, pxeboot

Use DMA on ATA Drives ('enabled') or not
('disabled'). The default 'disabled' allows
ancient IDE CF cards to be booted from.

Use 'enabled' if you boot from a VirtualBox's
virtual device.

mount boot device: ro, rw, no

waiting time of bootmenu in seconds

before activating normal boot

.0/3"

#

#

#
BOOT_TYPE='hd' #
#
#
#
#
#
#
#
#
#
5
# description of local time zone,
#
#
#
#
#
#
#
#
#
#
#
#
#

LIBATA_DMA='disabled'

MOUNT_BOOT="'rw'
BOOTMENU_TIME='5"

TIME_INFO='MEZ-1MESZ,M3.5.0,M10.

don't touch without reading documentation
how to synchronize the hardware clock?
kernel version

append option to kernel command line
compression algorithm if compression is
enabled for OPT archive;

NOTE that some boot types may disallow

some compression algorithms

override maximum limit of connection
tracking entries

select pm interface: none, acpi, apm, apm_rm
apm_rm switches to real mode before invoking
apm power off

RTC_SYNC='hwclock'
KERNEL_VERSION='5.4.213"'
KERNEL_BOOT_OPTION="'
COMP_TYPE_QPT='xz'

IP_CONNTRACK_MAX=""

POWERMANAGEMENT="acpi'

# ______________________________________________________________________________
# Localisation
# ______________________________________________________________________________
LOCALE="de' # defines the default language for several

# components, such as httpd
# ______________________________________________________________________________
# Console settings (serial console, blank time, beep):
# ______________________________________________________________________________
CONSOLE_BLANK_TIME="" # time in minutes (1-60) to blank

# console; 'O' = never, '' = system default
BEEP="'yes' # enable beep after boot and shutdown
SER_CONSOLE='no' # use serial interface instead of or as
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# additional output device and main input

# device
SER_CONSOLE_IF='0"' # serial interface to use, O for ttySO (COM1)
SER_CONSOLE_RATE='9600" # baudrate for serial console
# ______________________________________________________________________________
# Debug Settings:
# ______________________________________________________________________________
DEBUG_STARTUP="no' # write an execution trace of the boot
# ______________________________________________________________________________
# Keyboard layout
# ______________________________________________________________________________

KEYBOARD_LOCALE='auto' # auto: use most common keyboard layout for
# the language specified in 'LOCALE'

#0PT_MAKEKBL="'no' # set to 'yes' to make a new local keyboard

#

layout map on the fli4l-router

# ______________________________________________________________________________
# Ethernet card drivers

# ______________________________________________________________________________
#

# please see file base_nic.list in your config-dir or read the documentation
#

#

# If you need a dummy device, use 'dummy' as your NET_DRV

# and IP_NET_Y%_DEV='dummy<number>' as your device

#

# ______________________________________________________________________________
#NET_DRV []='ne2k-pci' # 1st driver: name (e.g. NE2000 PCI clone)

#{

# OPTION="' # 1st driver: additional option

#}

#NET_DRV[]="'ne' # 2nd driver: name (e.g. NE2000 ISA clone)

#{

# OPTION='i0=0x320"' # 2nd driver: additional option

#}

# ______________________________________________________________________________
# Network prefixes

# ______________________________________________________________________________
#OPT_NET_PREFIX='no' # enable use of network prefixes: yes or no
#NET_PREFIX # network prefixes not bound to an interface

#{

# [] # network prefix assignment

# 1

# NAME="site" # name of network prefix

# TYPE="static" # type of network prefix

# STATIC_IPV4="192.168.10.0/24" # static IPv4 prefix

# STATIC_IPV6="fd6e:d748:fdfd::/48" # static IPv6 prefix

# 7

#}
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# ______________________________________________________________________________
# ULA prefixes
# ______________________________________________________________________________
#0OPT_NET_PREFIX_ULA='no' # enable generation of ULAs: yes or no
#NET_PREFIX
#{
# []
# 1
# NAME="LAN" # name of network prefix
# TYPE="generated-ula" # type of network prefix
# ULA_DEV="'ethO' # Ethernet interface of which the MAC is taken
# 3
#}
# ______________________________________________________________________________
# Networks
# ______________________________________________________________________________
OPT_IPV4='yes' # enable IPv4 networking

# WARNING: Don't set this to 'mo', this is

# currently not supported!
#IP_NET[1]='192.168.6.1/24' # IP address of your n'th ethernet card and

# netmask in CIDR (no. of set bits)
#{
# DEV='ethO' # required: device name like ethX
#}

**

#0PT_IPV6='no' set to 'yes' to activate IPv6 support

#IPV6_NET[1]='{internet-v6}+::1:0:0:0:1/64"'

The router address and net mask of

this subnet. If this subnet is associated
with a circuit (i.e. the address is
prefixed by {<circuit>}), use an address
WITHOUT the subnet prefix; when the
associated circuit comes up, its prefix
will be combined with the address
specified here to yield a complete
address.

NOTE that the net mask must be equal to
64 if you want to use stateless IPv6
autoconfiguration!

In this example, a /48 subnet prefix is
assumed which is extended by the subnet
'1'" and the host part '0:0:0:1'. So with
e.g. '2001:db8:13bc/48' as subnet prefix
provided by circuit 'internet-v6', the
complete address and mask becomes
'2001:db8:13bc:1::1/64".

H OH H HHHEHHEHHEHHHEHHEHHEHEHHEHHEHO

If no circuit prefix is used, no circuit
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# is associated, so the address
specification is taken "as is" and is not
completed by any prefix

H

#{

# DEV='IP_NET_1_DEV' # interface this subnet is bound to
# ADVERTISE='yes' # should the subnet prefix be advertised
# automatically via RA in order to enable
# stateless autoconfiguration?
# ADVERTISE_DNS='no' # should the DNS service be advertised
# within this subnet via RA?
#}
# ______________________________________________________________________________
# Additional routes, optional
# ______________________________________________________________________________

#IP_ROUTE([]='192.168.7.0/24 192.168.6.99'

# network/netmaskbits gateway
#IP_ROUTE[]='0.0.0.0/0 192.168.6.99'

# example for default-route

#IPV6_ROUTE[]='2001:db8:13bc:2::/64 2001:db8:900:530::1"'
# example route

PF_INPUT_POLICY='REJECT' # be nice and use reject as policy
PF_INPUT_ACCEPT_DEF='yes' # use default rule set
PF_INPUT_LOG='no' # don't log at all
PF_INPUT_LOG_LIMIT='3/minute:5' # log 3 events per minute; allow a burst of 5
# events
# reject 1 connection per second; allow a burst
# of 5 events; otherwise drop packet
PF_INPUT_UDP_REJ_LIMIT='1/second:5'
# reject 1 udp packet per second; allow a burst
# of 5 events; otherwise drop packet
#PF_INPUT[]='IP_NET_1 ACCEPT' # allow all hosts in the local network to
# access the router
#PF_INPUT[]="'tmpl:samba DROP NOLOG'
# drop (or reject) samba access

PF_INPUT_REJ_LIMIT='1/second:5'

#{

# COMMENT='no samba traffic allowed'
# without logging, otherwise the log file will
# be filled with useless entries

#}

PF6_INPUT_POLICY='REJECT' # be nice and use reject as policy
PF6_INPUT_ACCEPT_DEF='yes' # use default rule set
PF6_INPUT_LOG='no' # don't log anything

PF6_INPUT_LOG_LIMIT='3/minute:5'
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# log 3 events per minute; allow a burst of 5
# events
PF6_INPUT_REJ_LIMIT='1/second:5'
# reject 1 connection per second; allow a burst
# of 5 events; otherwise drop packet
PF6_INPUT_UDP_REJ_LIMIT='1/second:5'
# reject 1 udp packet per second; allow a burst
# of 5 events; otherwise drop packet

#PF6_INPUT[]='[fe80::0/10] ACCEPT'
# allow all hosts in the local network to
# access the router
#PF6_INPUT[]='IPV6_NET_1 ACCEPT'
# allow all hosts in the first subnet to access
# the router
#PF6_INPUT[]='tmpl:samba DROP NOLOG'
# drop (or reject) samba access
#{
# COMMENT='no samba traffic allowed'
# without logging, otherwise the log file will
# be filled with useless entries

PF_FORWARD_POLICY='REJECT' # be nice and use reject as policy
PF_FORWARD_ACCEPT_DEF='yes' # use default rule set
PF_FORWARD_LOG="'no' # don't log at all
PF_FORWARD_LOG_LIMIT='3/minute:5'
# log 3 events per minute; allow a burst of 5
# events
PF_FORWARD_REJ_LIMIT='1/second:5'
# reject 1 connection per second; allow a burst
# of 5 events; otherwise drop packet
PF_FORWARD_UDP_REJ_LIMIT='1/second:5'
# reject 1 udp packet per second; allow a burst
# of 5 events; otherwise drop packet
# drop samba traffic if it tries to leave the
# subnet
# accept everything else

#PF_FORWARD[]="'tmpl:samba DROP'

#PF_FORWARD[]='IP_NET_1 ACCEPT'

PF6_FORWARD_POLICY='REJECT' # be nice and use reject as policy
PF6_FORWARD_ACCEPT_DEF='yes' # use default rule set
PF6_FORWARD_LOG='no' # don't log anything

PF6_FORWARD_LOG_LIMIT='3/minute:5'
# log 3 events per minute; allow a burst of 5
# events
PF6_FORWARD_REJ_LIMIT='1/second:5'
# reject 1 connection per second; allow a burst
# of 5 events; otherwise drop packet
PF6_FORWARD_UDP_REJ_LIMIT='1/second:5'
# reject 1 udp packet per second; allow a burst
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# of 5 events; otherwise drop packet

#PF6_FORWARD [1="'tmpl:samba DROP'
# drop samba traffic if it tries to leave the
# subnet

#PF6_FORWARD []1='IPV6_NET_1 ACCEPT'
# accept everything else

# ______________________________________________________________________________
# OUTPUT chain

# ______________________________________________________________________________
PF_OUTPUT_POLICY='ACCEPT' # default policy for outgoing packets
PF_OUTPUT_ACCEPT_DEF='yes' # use default rule set

PF_OUTPUT_LOG='no' # don't log at all

PF_OUTPUT_LOG_LIMIT='3/minute:5'
# log 3 events per minute; allow a burst of 5
# events
PF_OUTPUT_REJ_LIMIT='1/second:5'
# reject 1 connection per second; allow a burst
# of 5 events; otherwise drop packet
PF_OUTPUT_UDP_REJ_LIMIT='1/second:5'
# reject 1 udp packet per second; allow a burst
# of 5 events; otherwise drop packet
#PF_OUTPUT[]='any 217.197.80.132 REJECT'
# don't allow the fli4l to reach fli4l.de

PF6_OUTPUT_POLICY='ACCEPT' # default policy for outgoing packets
PF6_OUTPUT_ACCEPT_DEF='yes' # use default rule set
PF6_0UTPUT_LOG='no' # don't log anything

PF6_OUTPUT_LOG_LIMIT='3/minute:5'
# log 3 events per minute; allow a burst of 5
# events
PF6_OUTPUT_REJ_LIMIT='1/second:5'
# reject 1 connection per second; allow a burst
# of 5 events; otherwise drop packet
PF6_OUTPUT_UDP_REJ_LIMIT='1/second:5'
# reject 1 udp packet per second; allow a burst
# of 5 events; otherwise drop packet
#PF6_0UTPUT []='any 2001:bf0:c000:a::2:132 REJECT'
# don't allow the f1i4l to reach fli4l.de

#PF_POSTROUTING[]='IP_NET_1 MASQUERADE'
# masquerade traffic leaving the subnet

#PF6_POSTROUTING [1='IPV6_NET_1 MASQUERADE'
# masquerade traffic leaving the subnet
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#PF_PREROUTING([]='1.2.3.4 dynamic:22 DNAT:@client2'
# forward ssh connections coming from 1.2.3.4
# to client2

#PF6_PREROUTING[]='tmpl:ssh [2001:db8::1] DNAT:Qclient2'
# forward ssh connections coming from
# [2001:db8::1] to client2

PF_PREROUTING_CT_ACCEPT_DEF='yes'

# use default rule set
#PF_PREROUTING_CT[]='tmpl:ftp IP_NET_1 HELPER:ftp'
associate FTP conntrack helper for active FTP
forwarded from within the LAN to some FTP
server outside
dynamic HELPER:ftp'
associate FTP conntrack helper for passive
FTP forwarded to the router's external IP
(some PREROUTING rule needs to forward the
packets to some FTP server within the LAN)

#PF_PREROUTING_CT[]="'tmpl:ftp an

H H H HE< H H H

#PF6_PREROUTING_CT[]='tmpl:ftp IPV6_NET_1 HELPER:ftp'
# associate FTP conntrack helper for active FTP
# forwarded from within the LAN to some FTP
# server outside
#PF6_PREROUTING_CT[]='tmpl:ftp any IPV6_NET_1 HELPER:ftp'
# associate FTP conntrack helper for passive
# FTP forwarded to some FTP server within the
# LAN

PF_OUTPUT_CT_ACCEPT_DEF='yes' # use default rule set
#PF_OUTPUT_CT[]='tmpl:ftp HELPER:ftp'

associate FTP conntrack helper for outgoing
active FTP on the router (this rule is added
automatically by the tools package if
OPT_FTP='yes' and FTP_PF_ENABLE_ACTIVE='yes')

H H H

#PF6_OUTPUT_CT[]='tmpl:ftp HELPER:ftp'
# associate FTP conntrack helper for outgoing

# active FTP on the router (this rule is added
# automatically by the tools package if
# OPT_FTP='yes' and FTP_PF_ENABLE_ACTIVE='yes')
# ______________________________________________________________________________
# USER chain
# ______________________________________________________________________________
#PF_USR_CHAIN[]='..."' # some user-defined rule
#PF6_USR_CHAIN[]='..."' # some user—-defined rule
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# Domain configuration:
# settings for DNS, DHCP server and HOSTS -> see package DNS_DHCP

DOMAIN_NAME='lan.f1i41l' # your domain name
DNS_FORWARDERS='194.8.57.8" # DNS servers of your provider,
# e.g. ns.n-ix.net

# optional configuration for the host-entry of the router in /etc/hosts
#HOSTNAME_IP='IP_NET_1_IPADDR' # IP to bind to HOSTNAME
#HOSTNAME_IP6='IPV6_NET_1_IPADDR'

# optional, can be used to explicitly set

# the router's IPv6 address; if left empty,

# this setting is taken from the first

# configured /64 IPv6 subnet (see below)
#HOSTNAME_ALIAS[]='router.lan.f1i4l'

# first ALIAS name
#HOSTNAME_ALIAS[]='gateway.my.lan'

# secound ALIAS name

# ______________________________________________________________________________
# optional package: syslogd

# ______________________________________________________________________________
#0PT_SYSLOGD='no' # start syslogd: yes or no
#SYSLOGD_RECEIVER="'yes' # receive messages from network

#SYSLOGD_DEST[]="'*.* /dev/console'

# n'th prio & destination of syslog msgs
#SYSLOGD_DEST[]="'*.* ©192.168.6.2'

# example: loghost 192.168.6.2
#SYSLOGD_DEST[]='kern.info /var/log/dial.log'

# example: log infos to file

SYSLOGD_ROTATE="'no' # rotate syslog-files once every day
SYSLOGD_ROTATE_DIR='/data/syslog'

# move rotated files to
SYSLOGD_ROTATE_MAX='5" # max number of rotated syslog-files

#0PT_LOGIP="'no' # logip: yes or no
LOGIP_LOGDIR='auto' # log-directory, e.g. /boot or auto-detected

#0PT_Y2K="'no' # y2k correction: yes or no
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Y2K_DAYS='0' # correct hardware y2k-bug: add x days

# ______________________________________________________________________________
# Optional package: PNP

# ______________________________________________________________________________
#0PT_PNP="'no' # install isapnp tools: yes or no

# ______________________________________________________________________________
# Optional: PCI hotplugging

# ______________________________________________________________________________

#0PT_HOTPLUG_PCI='no' # if yes, various PCI hotplugging drivers are

# loaded at boot time; note that ACPI hot-

# plugging (as used by e.g. KVM) is built into
# the kernel and does _not_ require this OPT to
#

be enabled (but it doesn't hurt neither)

# Optional package: lua
# (Note: This package will eventually be integrated into the base package as
# it is planned to implement core f1i4l services in Lua!)

# ______________________________________________________________________________
#0PT_LUA="no' # enable Lua

# ______________________________________________________________________________
# Optional package: luatests

# ______________________________________________________________________________
#0PT_LUATESTS='no' # enable Lua test suite

#LUATESTS_RUNATBOOTTIME='yes' # set to 'yes' if test suite should run when
# the f1li4l boots

Please note that this file is stored with DOS line endings, i.e. each line contains an additional
carriage return (CR) at the end. Since most Unix editors can handle such files it was decided
to use this style, as Windows editors typically do have problems if no CR/LF line endings are
used!

If your favourite Unix/Linux editor does not like editing some configuration file due to the
DOS line endings, you can convert the DOS line endings to Unix ones with the following
command before you start editing the file:

sh unix/dtou config/base.txt

For the creation of the boot media it is irrelevant whether the file contains DOS oder Unix
line endings. They are always converted to Unix style when being written to the boot media.
But let’s proceed to the contents ...

3.2. General settings

HOSTNAME Default Setting: HOSTNAME=>£1141’

At the very beginning you should choose a name for your fli4l router.

PASSWORD Default Setting: PASSWORD="£11i41"’
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This password is needed for logging on to the router—regardless whether you use a
keyboard attached to the router or a remote SSH console (for the latter you will need
the sshd package). The minimum password length is 1, the maximum 126 characters.

BOOT_TYPE Default setting: BOOT_TYPE=’hd’

BOOT_TYPE determines the boot medium in the broadest sense and affects the drivers
(kernel modules) and start scripts being included in the RootFS. A short description of
the boot process for better understanding;:

e The BIOS of the computer loads and starts the boot loader on the boot medium.
o The boot loader (typically syslinux) extracts, loads, and starts the kernel.

o The kernel extracts the RootF'S (= the basic file system containing tools and scripts
needed for booting), mounts the RootFS and begins to execute the start scripts.

e Depending on BOOT_TYPE, the start scripts loads the kernel modules for the boot
medium, mounts the boot partition, and extracts the OPT archive (opt.img) con-
taining additional programs.

e Subsequently, flidl starts to configure the individual services.
The following values are valid for BOOT_TYPE at the moment:

I1s120 Choose this to boot from LS120/240 and ZIP disks.

hd Choose this to boot from a hard disk. You will find more information in the Docu-
mentation (Page 123) of the HD package.

cd Choose this to boot from CD-ROM. With this setting, the ISO image fli4l.iso will be
created which you have to burn onto CD with your favourite CD burning application.
Please pay attention to choosing the right driver for your CD drive.

integrated Choose this if you do not plan to use a conventional boot medium but e.g.
want to boot over a network. This setting integrates the OPT archive into the
RootF'S so the kernel can extract everything at once and does not need not mount
a boot medium.

Note: You cannot perform a remote update of your flidl router in this case.

attached This setting is similar to integrated but it does not integrate the contents of
the OPT archive into the RootFS; rather, the OPT archive is put “as is” into the
/boot directory. From there it will be extracted during the boot process.
Apart from that, the caveats described for integrated apply to this boot type as
well.

netboot This setting corresponds to integrated. However, the script mknetboot.sh
is additionally run to create an image for booting over the local network. Please
read the wiki https://ssl.nettworks.org/wiki/display/f/f1i41+und+Netzboot for
further information.

pxeboot Two images are generated, kernel and rootfs.img. These are the two files to be
loaded by the PXE bootloader. During execution the local tftp directory may be
specified and in addition a subdirectory in the tftp directory (—pxesubdir). Refer
to the Wiki here as well: https://ssl.nettworks.org/wiki/display/f/f1i4l+und+
Netzboot.
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Note: How to configure flidl as a boot-server (pxe/tftp) you can find in the documenta-
tion of opt dns_ dhcp!

LIBATA_DMA Default Setting: LIBATA_DMA=’disabled’

This options selects if DMA is used for libata based Devices. It is needed for example
for incompletely wired IDE to CompactFlash Adapters. Select ’enabled’ to use DMA.

MOUNT_BOOT Default Setting: MOUNT_BOOT=’rw’

This variable specifies how to mount the boot medium. There are three possibilities:
rw — Read/Write — Writing and reading is possible
ro — Read-Only — Only reading is possible

no — None — Medium will be unmounted after booting and can then be removed if
desired

Some configurations require mounting the boot medium read/write, e.g. if you want to
run a DHCP server or if you want the imond log file to be stored on the boot medium.

BOOTMENU_TIME Default setting: BOOTMENU_TIME=’20’

This variable controls how LONG the syslinux boot loader should wait until the default
installation is booted automatically.

The OPT_RECOVER variable of the HD package allows you to activate a function which
enables you to create a recovery installation from a working installation. This recovery
installation can be activated in the boot menu by choosing the recovery version.

If this variable contains the value ’0’, the syslinux boot loader will wait indefinitely until
the user chooses either the default or the recovery installation!

TIME_INFO Default Setting: TIME_INFO=’MEZ-1MESZ,M3.5.0,M10.5.0/3’

Normally, Unix operating systems use the UTC (Coordinated Universal Time) for clocks
running under their control, and so does flidl. The UTC is consistent around the world
and has to be converted to local time before use. By using TIME_INFO, you provide the
necessary information for fli4l about your time zone, its difference to UTC, and about
daylight saving time. Your local hardware clock must be set to UTC (corresponds to
London Standard Time) in order to make these settinge effective. Alternatively, you may
use the chrony Package which allows fli4l to synchronize its clock with an external time
server (time servers always provide the current time in UTC).

The meaning of the possible settings TIME_INFO are as follows:

TIME_INFO='MEZ-1MESZ,M3.5.0,M10.5.0/3'

o MEZ-1: “MEZ” is the German abbreviation for “Central European Time” (you
could also use “CET” here). The “-1” means that MEZ-1=UTC, i.e. the MEZ is
one hour ahead of UTC.

o MESZ: “MESZ” is the abbreviation for “Central European Summer Time” and
means that fli4l has to handle daylight saving changes. Because no further informa-
tion (“4+x” or “-x”) is given, the clock is adjusted forward one hour when reaching
the daylight saving time.
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o M3.5.0,M10.5.0/3: This means that the change to the daylight saving time occurs
on the last Sunday in March at two o’clock and that the change to standard time
occurs on the last Sunday in October at three o’clock.

Normally you do not have to touch these settings, unless your flidl router resides in
another time zone. In this case you have to adjust these settings accordingly. In order
to do this properly, it is helpful to take a look at the specification of the TZ environment
variable which can be found at the following URL:

http://pubs.opengroup.org/onlinepubs/009695399/basedefs/xbd_chap08.html

RTC_SYNC Default Setting: RTC_SYNC=’hwclock’

Many computers have a battery-backed hardware clock, which is also supplied with power
while the system is powered off. This enables the system time to be running continuously
even then in order to have a valid system time at the next system startup. At this point
it is important to differentiate between the system time and the hardware time:

e Hardware time is the time stored in the hardware clock and kept up to date by the
device. It is usually read at system startup and becomes system time then.

o System time is the time used by the linux system, i.e. if executing the command date
-u. It is kept up to date by the Linux kernel, for example using hardware interrupts
on a regular basis (timer interrupts) and always indicates a time in coordinated
Universal Time (UTC). Hence it is not affected by any time zone settings.

e localized system time is only the conversion of system time to another time zone.
On the fli4l router it is configured by the environment variable TZ (see TIME_INFO
(Page 30)). This is not of any intertest for the further explanations below.

With the help of this variable you may configure how fli4l handles the adjustment between
hardware time and system time, meaning if and how often hardware time should be set
to the system time. Such an adjustment is necessary because even the best hardware
clock is not 100 percent accurate and tends to systematic drifting, in the long run it will
be a bit too slow or too fast.

There are basically two ways of synchronization:

o “kernel” mode: An NTP client is used to get the real time from outside (usually
via the Internet or an external (radio) clock) and keep the system time of the fli4l
router up to date. The Linux kernel takes care of updating the hardware time, so
no further synchronization is needed. The update by the Linux kernel is a little less
accurate than updating by hwclock (see “ hwclock ” mode below), however, the
quality of the update is less important because errors are compensated by the NTP
client.

This mode must also be used if no hardware clock at all exists. The Linux kernel
will not keep hardware time up-to-date in this case simply because there is none.
In order to have a realistic system time at all, the use of a NTP client should be
mandatory.

o Modus “hwclock”: At shutdown of the system (when running the stop-script
/etc/rc0.d/rc950.hwclock) and in regular intervals (every 24 hours) a synchro-
nization using the hwclock program will take place. Not only the hardware time is
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set, but hwclock also measures to what extent the system time differs from the hard-
ware time. When starting the system the system time is not taken directly from the
hardware time, the time drift is also taken into account in order to minimize drifting
of the system time. The drift is stored in the file /etc/adjtime. If a writable persis-
tent medium is available, the drift is stored in /var/1ib/persistent/base/adjtime,
in this case /etc/adjtime is a symbolic link pointing there.

This mode is incompatible with updating the system time by the help of an NTP
client. That’s because an NTP client automatically enables updating the hardware
clock by the Linux kernel. It is however, of little sense or problematic that both
hwclock and the Linux kernel at the same time try to keep the hardware time up
to date.

It should be noted that if a hardware clock is available, the time stored there is always
interpreted as coordinated world time (UTC). The time zone defined by the variable
TIME_INFO does not affect the time stored in the hardware clock. Saving a localized
non-UTC time in the hardware clock is not supported by fli4l.

Loading the system time from the hardware time is done only once at system startup.
The Linux kernel then reads the time stored in the hardware clock and sets system right
at the beginning f the boot process. In “hwclock” mode the time will be set again later
when running the boot script /etc/rc.d/rc100.huclock, this time taking into account
the system’s time drift.

KERNEL_VERSION Chooses the version of the kernel to be used. According to the contents
of this variable, the kernel and the kernel modules are selected from img/kernel-<kernel
version>.<compression extension> and opt/lib/modules/<kernel version>, respectively.

KERNEL_BOOT_OPTION Default Setting: KERNEL_BOOT_OPTION="

The contents of this variable is appended to the kernel’s command line defined in sys-
linux.cfg. Some systems require ‘reboot=bios’ for proper rebooting, i.e. WRAP systems.

COMP_TYPE_ROOTFS Default setting: COMP_TYPE_ROOTFS=’xz’
This variable selects the compression method to be used for the RootFS archive. Possible
values are 'xz’, 'lzma’, and ’bzip2’.

COMP_TYPE_OPT Default setting: COMP_TYPE_QPT=’xz’
This variable selects the compression method to be used for the OPT archive. Possible
values are 'xz’, ’lzma’, and 'bzip2’.

POWERMANAGEMENT Default Setting: POWERMANAGEMENT=’acpi’

The kernel supports different flavours of power management: the somewhat aged APM
and the newer ACPI. This variable lets you choose which flavour is to be used. Possible
values are 'none’ (no power management), ‘acpi’, and the two APM variants ’apm’ and
‘apm__rm’. The latter uses a special processor mode before switching the router off.

FLIAL_UUID Default Setting: FLIAL_UUID="

This variable contains an universally unique identifier (UUID) which is used to point to
a place where persistent data can be stored, e.g. on a USB stick. The UUID can be gener-
ated on any Linux system (e.g. on the flidl router) by executing 'cat,/proc/sys/kernel/random/uuid".
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Fach execution of this command above produces a new UUID which you can use in
FLI4L_UUID variable. If you create a directory on a persistent medium by the name of
this UUID, this directory will be used to store configuration changes as well as persistent
run-time data (e.g. DHCP leases). However, the corresponding packages has to support
this persistence mechanism (see the documentation to check this). Typically, use ’auto’
for the according storage location, instead of a hard-coded path.

If flid] already stored data using this mechanism before configuring an UUID and creating
the directory, this data can be found under /boot/persistent. In this case, you will have to
manually move the data to the new location. We advice that you generate and configure
the UUID at the very beginning, avoiding the migration later on.

Additionally, please note that MOUNT_BOOT='rw’ is needed if the storage directory is located
on the /boot partition.

We suggest using the /data partition (with the UUID-named directory being a top-level
directory there) or an USB stick for the storage location of persistent configuration and
run-time data. The file systems allowed are VFAT or, if you use OPT__HD all read-
writable filesystems supported there.

IP_CONNTRACK_MAX Default Setting: IP_CONNTRACK_MAX="

This variable enables you to change the maximum number of simultaneously existing
connections. Normally, a sensible value for this setting is computed automatically, based
on the amount of your router’s physical RAM. Table 3.2 shows the defaults used.

Table 3.2.: Automtically generated maximum number of simultaneous connections

RAM in MiB simultaneous connections
16 1024
24 1280
32 2048
64 4096
128 8192

If you use file sharing programs behind or on the router and your router has only little
RAM, you will hit the maximum number of simultaneous connections fastly. This will
prevent further connections to be established.

This causes error messages as

ip_conntrack: table full, dropping packet
or
ip_conntrack: Maximum limit of XXX entries exceeded

The variable IP_CONNTRACK_MAX changes the maximum number of simultaneously existing
connections to a fixed value. Each possible connection consumes 350 bytes of RAM,
which cannot be used for other things. If you e.g. choose the value ’10000’, you reserve
about 3,34 MB RAM that are lost for any other usage (kernel, RAM disks, programs).
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If your router has 32 MiB RAM, it should not be much of a problem to reserve 2 or 3
MiB for the ip_ conntrack table. If only 16 MiB RAM or less are available you should
be more conservative to prevent your router from running out of RAM.

The setting currently being used can be display on the console by executing
cat /proc/sys/net/ipv4/ip_conntrack_max

and can be set on-the-fly by executing
echo "XXX" > /proc/sys/mnet/ipv4/ip_conntrack_max

where XXX denotes the number of entries. The entries of the IP_CONNTRACK table can be
displayed on the console by executing

cat /proc/net/ip_conntrack

and can be counted by executing

cat /proc/net/ip_conntrack | grep -c use

LOCALE Default setting: LOCALE="de’

Meanwhile, some flidl components support multiple languages, for example the console
menu and the Web GUI. This variable lets you choose your preferred language. In
addition, some components support a private setting to override this global setting if
necessary. English is used as a fallback if the language chosen is not supported for some
component.

KEYBOARD_LOCALE=auto’ tries to find a keyboard layout that is compatible with the LOCALE
setting.

By now, the following values are possible: de, en, fr.

3.3. Console settings

flidl can be operated on different hardware platforms. On many of these platforms it is possible
to have a keyboard and a monitor connected to interact with fli4]; this inpu/output combination
is generally console.

flidl can also be used completely without keyboard and graphics card. In order to use
the router as well without network access to it and to see all kernel boot messages, it is
possible to use a console on a serial port catching inputs from the serial interface or sending
output there. This requires the variables SER_CONSOLE (Page 35), SER_CONSOLE_IF (Page 35)
und SER_CONSOLE_RATE (Page 35) to be set resp. adapted.

It is also possible to use a console on both keyboard and monitor as well as via the serial
port.

In general, fli4l provides the option to login and thus a Shell on any console giving you the
ability to login as the user “fli4l” with the password defined in PASSWORD (Page 28).
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CONSOLE_BLANK_TIME Defaut Setting: CONSOLE_BLANK_TIME="
Typically, the Linux kernel activates the console’s screen saver after some time without
console input activity. The variable CONSOLE_BLANK_TIME allows you to configure the
timeout to be used or to disable the screen saver completely (CONSOLE_BLANK_TIME='0’).
BEEP Defaut Setting: BEEP=’yes’
Causes a beep at the end of the boot or shutdown process.

If you enter ‘yes’ here, there will be a beep at the end of the boot or shutdown process.
If you suffer from an extreme shortage of space on your boot media or if you don’t like
your router to beep, use ‘no’ instead.

SER_CONSOLE Default Setting: SER_CONSOLE=’no’

This variable enables or disables a console on a serial port. The serial console can be
operated in three modes:

SER_CONSOLE | console input/outpute

no Input and output (only) via keyboard and monitor
(tty0)

yes Input and output (only) via serial interface (ttySO0)

primary Input and output via serial console as well as via key-
board and monitor, output of kernel messages tty0

secondary Input and output via serial console as well as via key-
board and monitor, output of kernel messages ttySO

Changing the value of SER_CONSOLE affects the router only if you also update your boot
media or if you perform a remote update of the syslinux.cfg file.

Important: When turning off the serial console, be sure to keep an alternate access to
the router (SSH or directly from the keyboard and monitor)!

You will find further information in the appendix under Serial console (Page 347).

SER_CONSOLE_IF Default Setting: SER_CONSOLE_IF=’0’
Number of the serial interface for the serial console.
Enter the number of the interface to which the serial console is connected. 0 corresponds
to ttySO under Linux or COM1 under Microsoft Windows.
SER_CONSOLE_RATE Default Setting: SER_CONSOLE_RATE=’9600’
Transmission rate of the serial port for console output.

This variable contains the Baud rate to use for transmitting data over the serial port.
Reasonable values are: 4800, 9600, 19200, 38400, 57600, 115200.

3.4. Hints To ldentify Problems And Errors

fli4l logs all output produced while booting into the file (/var/tmp/boot.log). After the boot

process has finished you can review this file at the console or using the web interface.
Sometimes it is useful to generate a more detailed trace of the start sequence, e.g. to

analyze the boot process in case of problems. The variable DEBUG_STARTUP exists for this very
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reason. Other settings help developers to find bugs in certain situations; these settings are also
documented in this section.

DEBUG_STARTUP Default Setting: DEBUG_STARTUP=’no’

If set to ‘yes’, each command to be executed is written to the console while booting. As a
change in syslinux.cfg is necessary for enabling this functionality, everything mentioned
for SER_CONSOLE also applies to this case. If you want to adapt syslinux.cfg by hand, you
need to insert fli4ldebug=yes to it. Nevertheless, DEBUG_STARTUP needs to be set to

‘yes’.

DEBUG_MODULES Default Setting: DEBUG_MODULES=’no’

Some modules are loaded automatically by the kernel without further notification. DEBUG_MODULES=’yes’
activates a mode showing the sequence of all modules being loaded, regardless whether
they are loaded explicitly by a script or automatically by the kernel.

DEBUG_ENABLE_CORE Default Setting: DEBUG_ENABLE_CORE=’no’

If this setting is activated, every program crash causes the creation of a so-called “core
dump”, a memory image of the process just before the crash. These files are saved
in the directory /var/log/dumps on the router and can be helpful in finding program
errors. More details details can be found in the section “Debugging programs on the
fli4l” (Page 248) in the documentation of the SRC package.

DEBUG_MDEV Default Setting: DEBUG_MDEV="no’
With DEBUG_MDEV=’yes’ all actions related to the mdev daemon will be logged, in detail
all additions or removals of device nodes in /dev or the loading of firmware. Output is
directed to the file /dev/mdev.log.

DEBUG_IPTABLES Default Setting: DEBUG_IPTABLES=’no’
With DEBUG_IPTABLES=’yes’ all iptables invocations are logged to /var/log/iptables.log,
including the return values.

DEBUG_IP Default Setting: DEBUG_IP=’no’

With DEBUG_IP=’yes’ all invocations of the program /sbin/ip are logged to the file
/var/log/wrapper.log.

3.5. Usage of a customized /etc/inittab

It is possible to let the “init” process start additional programs on additional consoles or to
change the default commands. An inittab entry is structured as follows:

device:runlevel:action:command

The device denotes the terminal used for program input/output. Possible devices are termi-
nals ttyl-tty4 or serial terminals ttySO-ttySn with n < the number of available serial ports.

The possible actions are typically askfirst or respawn. Using askfirst lets “init” wait for
a keypress before running that command. The respawn action causes the command to be
automatically restarted whenever it terminates.
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command specifies the program to execute. You have to use a fully qualified path.

The documentation of the Busybox toolkit at http://www.busybox.net contains a detailed
description of the inittab format.

The normal inittab file is as follows:

::sysinit:/etc/rc

::respawn:cttyhack /usr/local/bin/mini-login
::ctrlaltdel:/sbin/reboot

: :shutdown:/etc/rcO

::restart:/sbin/init

You could e.g. extend it by the entry

tty2::askfirst:cttyhack /usr/local/bin/mini-login

in order to get a second login process on the second terminal. To achieve this, simply copy
the file opt/etc/inittab to <config directory> /etc/inittab and edit the copy accordingly.

3.6. Localized keyboard layouts

KEYBOARD_LOCALE Default Setting: KEYBOARD_LOCALE=’auto’

If you sometimes work directly at the router’s console you will appreciate a localized
keyboard layout. With KEYBOARD_LOCALE=’auto’, fli4l tries to find a keyboard layout that
is compatible with the LOCALE setting. With KEYBOARD_LOCALE=", no keyboard layout will
be installed on the fli4l router, causing the kernel’s default layout to be used. Alterna-
tively, you may set the variable to the name of a local keyboard layout map. If you e.g.
use KEYBOARD_LOCALE=’de-latini’, the build process checks whether there is a file named
de-latinl.map in the directory opt/etc. If this is the case, this file will be used when
configuring the keyboard layout.
OPT_MAKEKBL Default Setting: 0PT_MAKEKBL=’no’

If you want to create a map file for your keyboard, you have to proceed as follows:

e Set OPT_MAKEKBL to ‘yes’

e Invoke 'makekbl.sh’ on the router. Preferably, you use a SSH connection as the
keyboard layout changes and this can be quite annoying.

o Follow the instructions.
e You will find your new <locale>.map file in /tmp.
The tasks to be done directly on the router are now completed.

e Copy the keyboard layout map you have just created to your fli4l directory under
opt/etc/<locale>.map. If you now set KEYBOARD_LOCALE=’<locale>’, your freshly
created keyboard layout will be used when building the fli4l images the next time.

e Don’t forget to set OPT_MAKEKBL to ‘no’ again.
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3.7. Ethernet network adapter drivers

NET_DRV_N Number of needed network adapter drivers.

If you use the router with ISDN, you typically have one network adapter only, hence the
default value is 1. However, if you use DSL, you will have two network adapters in the
majority of cases.

You have to separate two cases:

1. Both adapters are of the same type. Then you will have to specify only one driver
communicating with both adapters, hence NET_DRV_N="1".

2. The types of the adapters used differ. Then you have to set the variable to ‘2" and

to configure the drivers separately for both adapters.

NET_DRV_x NET_DRV_x_OPTION This variable contains the name of the driver to be
used for the network adapter. The default for NET_DRV_1 is to load the driver for a NE2000
compatible network adapter. More available drivers for a large amount of families of
network adapters are included in the tables 7?7 and 77.

The 3COM EtherLinkIII network adapter (3¢509) has to be configured by the DOS tool
3c509cfg.exe, available under:

ftp://ftp.ihg.uni-duisburg.de/Hardware/3com/3C5x9n/3C5X9CFG.EXE

It should be used for setting the IRQ and I/O port and, if necessary, the type of connec-
tion (BNC/TP). The entry NET_DRV_x_OPTION=" can normally be left empty.

Some ISA adapters require the driver to have additional information in order to find the
adapter, e.g. the I/O address. This is the case e.g. for NE2000 compatible ISA adapters
and the EtherExpress16.

In such a case, you can set
NET_DRV_x_OPTION='i0=0%x340"

(or the corresponding numerical value).
If no options are required, you can leave this variable empty.

If you need to specify more than one option, you have to separate them by blanks, e.g.
NET_DRV_x_OPTION='irqg=9 io=0x340'

If you use two identical network adapters, e.g. NE2000 ISA adapters, you have to separate
the different I/O ports by commas:

NET_DRV_x_OPTION='i0=0%x240,0x300"

No space is allowed before or after the comma)

This does not work with all network adapter drivers. Some of them need to be loaded
twice, i.e. you have to use NET_DRV_N='2’. In this case you will have to assign different
names to the adapters by using the “-0” option, e.g.
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NET_DRV_N='2'

NET_DRV_1='3c503'

NET_DRV_1_OPTION='-o 3c503-0 i0=0x280'
NET_DRV_2='3c503"

NET_DRV_2_O0PTION='-o 3c503-1 i0=0x300'

We recommend to try the “comma” method first before falling back to loading the driver
multiple times.

Some more examples:

o 1 x NE2000 ISA
NET_DRV_1='ne'
NET_DRV_1_OPTION='1i0=0x340"
e 1 x 3COM EtherLinkIIT (3¢509)

NET_DRV_1='3c509"
NET_DRV_1_OPTION="''

For this adapter, see also:

http://extern.f1i4l.de/f1i4l_faqengine/faq.php?display=faq&faqnr=132&catnr=
T&prog=1
http://extern.f1i4l.de/f1i4l_faqgengine/faq.php?display=faq&faqnr=133&catnr=
T&prog=1
http://extern.fli4l.de/fli4l_faqengine/faq.php?display=faq&fagnr=135&catnr=
T&prog=1
e 2 x NE2000 ISA
NET_DRV_1='ne'
NET_DRV_1_OPTION='io=0x320,0%x340"

Here, you will often need to specify the IRQ values:
NET_DRV_1_OPTION='4i0=0x320,0x340 irq=3,5'

You should first try the configuration without specifying any IRQs and enter IRQs
only if the network adapters are not found otherwise.

e 2 x NE2000 PCI

NET_DRV_1='ne2k-pci'
NET_DRV_1_OPTION=""

e 1 x NE2000 ISA, 1 x NE2000 PCI
NET_DRV_1='ne'
NET_DRV_1_OPTION='io=0x340'
NET_DRV_2='ne2k-pci'
NET_DRV_2_OPTION="'"

e 1 x SMC WD8013, 1 x NE2000 ISA
NET_DRV_1='wd'
NET_DRV_1_OPTION='io=0x270"'
NET_DRV_2='ne2k'
NET_DRV_2_OPTION='io=0x240'
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You can find the complete list of available drivers in the documentation of the respective
kernel package.

If you need a dummy device, use ’dummy’ as your NET_DRV_z and
IP_NET z_DEV (Page 40)="dummy<number>" as your device.

3.8. Networks

IP_NET_N Default Setting: IP_NET_N="1°

Number of networks to bound to the IP procotol, normally one (‘1’). If you set IP_NET_N
to zero because you don’t have any IP networks or because you configure them in a
different way, mkflidl will emit a warning when building the archives. You can disable
this warning by using IGNOREIPNETWARNING="yes’.

IP_NET_x Default Setting: IP_NET_1=’192.168.6.1/24’

The IP address and the net mask of the router’s n-th device using the CIDR! notation. If

you want the router to receive its IP address dynamically via a DHCP-client it is possible
to set this variable to ’dhcp’.

The following table shows how the CIDR notation and the dot notation for net masks
are connected.

CIDR Net mask Number of IP addresses

/8 255.0.0.0 16777216
/16 255.255.0.0 65536
/23 255.255.254.0 512
/24 255.255.255.0 256
/25  255.255.255.128 128
/26 255.255.255.192 64
/27 255.255.255.224 32
/28  255.255.255.240 16
/29 255.255.255.248 8
/30  255.255.255.252 4
/31 255.255.255.254 2
/32 255.255.255.255 1

Note: As one address is reserved for the network and one for broadcasting, the max-
imum number of hosts in the network is computed by: Number_Hosts = Number_IPs
- 2. Consequently, the smallest possible net mask is /30 which corresponds to four IP
addresses and hence to two possible hosts.

IP_NET_x_DEV Default Setting: IP_NET_1_DEV="eth(’
Required: device name of the network adapter.

Starting with version 2.1.8, the name of the device used has to be supplied! Names
of network devices typically start with ’eth’ followed by a number. The first network
adapter recognized by the system receives the name ’eth0’, the second one ’ethl’ and

I Classless Inter-Domain Routing

40



3. Base configuration
SO On.

Example:

IP_NET_1_DEV='ethO'

The flidl router is also able to do IP aliasing, i.e. to assign multiple IP addresses to a
single network adapter. Additional IP addresses are simply specified by linking another
network to the same device. When mkfli4l checks the configuration you are informed
that you define such an alias—you can ignore the warning in this case.

Example:

IP_NET_1='192.168.6.1/24"
IP_NET_1_DEV='ethO'
IP_NET_2='192.168.7.1/24"
IP_NET_2_DEV='eth0'

IP_NET_x_MAC Default Setting: IP_NET_1_MAC="
Optional: MAC address of the network adapter.

With this variable you are able to change the hardware address (MAC) of your network
adapter. This is useful if you want to use a DHCP provider expecting a certain MAC
address. If you leave IP_NET_x_MAC empty or remove the variable definition completely,
the original MAC address of your network adapter will be used. Most users will never
need to use this variable.

Example:

IP_NET_1 _MAC='01:81:42:C2:C3:10"

IP_NET_x_NAME Default Setting: IP_NET_x_NAME="
Optional: Assigning a name to the IP address of a network adapter.

If you perform reverse DNS lookup of the network adapter’s IP address, the result is
typically a name like 'fli4l-ethx.<domain>’. You can use the variable IP_NET_x_NAME in
order to change that name which will be returned when performing reverse DNS lookup.
If the IP address is globally accessible, you can use this setting to enforce that reverse
DNS lookups always return a globally accessible name.

Example:

IP_NET_2='80.126.238.229/32"
IP_NET_2_NAME='ajv.xs4all.nl'
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IP_NET_x_TYPE

IP_NET_x_COMMENT Default Setting: IP_NET_x_COMMENT="

Optional: You can use this setting to assign a ‘meaningful’ name to a network device.
This name can then be used in packages like rrdtool for identifying the network.

3.9. Network prefix configuration

OPT_NET_PREFIX Enables support for custom network prefixes.

A network prefix is technically nothing else than the address of a network, but it usually
stands for a network that shall be divided further. This is especially useful if a fli4l
router should not manage the whole network, but leave subnets for other routers. By
the definition (and thus naming) of the whole network it is possible to use the network
address in several places without always having to write the prefix again.

Concrete examples of how to define a network prefix can be found below for the different
types of network prefixes.

Defaul Setting: OPT_NET_PREFIX='yes'

NET_PREFIX_x This array defines the various network prefixes. The individual components
are explained below.

NET_PREFIX_x_NAME Name of the network prefix.

This variable contains the name of the prefix. This name can then be used in address
informations in order to use the prefix. The name has to be set like circuit names, i.e. it
must be specified in curly brackets.

NET_PREFIX_x_TYPE Type of the network prefix.
This variable contains the type of the prefix. The supported types are explained in

Tab. 3.3.
Typw Explanation
static The network prefix is specified directly as a fixed address.

generated-ula | The network prefix is generated by flidl as an ULA? according
to RFC 4193.3 If the fli4l has access to persistent storage, then
the prefix is only generated once, so it also remains intact during
reboots of the router.

Table 3.3.: Types of network prefixes

2«Unique Local Address”
Shttps://tools.ietf.org/html/rfc4193
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3.9.1. Network prefixes of type “stable”

For network prefixes of type “stable” the following settings apply:

NET_PREFIX_x_STATIC_IPV4 NET_PREFIX_x_STATIC_IPV6 Adresse(s) of the net-
work prefix.

This setting can be used to specify the IPv4 and/or IPv6 address of the network prefix.

Example:

NET {
PREFIX {
o<

NAME='site'

TYPE='static'

STATIC {
IPV4='10.1.0.0/16"
IPV6="'fdce:1c35:301f::/48"

}

}
}
}

3.9.2. Network prefixes of type*“generated-ula”
For Network prefixes of type “generated-ula” the following settings apply:

NET_PREFIX_x_ULA_DEV Ethernet-Interface.

This setting specifies the Ethernet interface whose MAC address is used to generate the
ULA.

Example:

NET {
PREFIX {

00
NAME='site'
TYPE='generated-ula'
ULA {

DEV="ethO'
X
}
X
}

3.10. Additional routes (optional)

IP_ROUTE_N Number of additional network routes. Additional network routes are manda-
tory if e.g. other routers in the LAN exist which have to be used to access other networks.
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Normally, you do not need to specify any other network routes.

Default setting: IP_ROUTE_N='0’

IP_ROUTE_x The additional routes IP_ROUTE_1, IP_ROUTE_2, ...are structured as follows:
network/netmaskbits gateway

In this case, network is the network address, /netmaskbits the net mask using the
CIDR (Page 40) notation and gateway the address of the router needed for accessing
the other network. Obviously, the gateway and the fli4l router are required to be in the
same network! For example, if the network 192.168.7.0 with net mask 55.255.255.0 can
be accessed through the gateway 192.168.6.99 you have to add the following entry:

IP_ROUTE N='1"
IP_ROUTE_1='192.168.7.0/24 192.168.6.99"

If you use the flidl router as a pure Ethernet router and not for routing Internet traffic,
you can use some I[P ROUTE_ x variable for specifying a default route. In order to
achieve this, you have to specify ‘0.0.0.0/0’ for ‘network /netmaskbits’, as can be seen in
the following example.

IP_ROUTE_N='3"
IP_ROUTE_1='192.168.1.0/24 192.168.6.1"
IP_ROUTE_2='10.73.0.0/16 192.168.6.1"
IP_ROUTE_3='0.0.0.0/0 192.168.6.99"

3.11. The Packet Filter

The Linux kernel used by fli4l provides a packet filter which controls who is allowed to com-
municate with or through the Router. Furthermore, things like port forwarding (a packet
addressed to the router is forwarded to another internal computer) and masquerading (packets
sent from a computer behind the router are changed to look as if they came from the router
itself) can be realized.

The structure of the packet filter is shown in Figure 3.1.

Packets arrive over a network interface and pass through the PREROUTING-chain. Here the
packets addressed to the router are passed to another computer by changing destination address
and destination port. If the packet is addressed to the router it is sent to the INPUT-chain, if
not, to the FORWARD-chain. Both chains will check if the packet is permitted. If the packet is
accepted, it is delivered to the local destination process or passed via the POSTROUTING-chain
(in which packet masquerading is done) to the network interface by which it can reach its
target. Locally generated packets are filtered in the OUTPUT-chain and finally (if successfully)
also pass through the POSTROUTING-chain to the correct network interface.

With the packet filter configuration, the individual chains of the packet filter can be modi-
fied directly. An individual array exists for each chain, one for the INPUT-chain (PF_INPUT_%),
one for the FORWARD-chain (PF_FORWARD_%), one for the OUTPUT-chain (PF_OUTPUT_%), one for the
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Figure 3.1.: Packet Filter Structure
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PREROUTING-chain (managing port forwarding) (PF_PREROUTING_Y%), and one for the POSTROUTING-
chain, managing packet masquerading (PF_POSTROUTING_%).

An entry in one of these arrays consists mainly of an action (see below) which can be
restricted by additional conditions. These conditions relate to properties of the considered
packet. A packet contains information about its origin (source PC that has sent the packet),
its target (to which PC and which application should the packet be delivered) and much more.
Conditions can refer to the following properties of a packet:

o source (source address, source port or both)

o destination (destination address, destination port or both)
e protocol

 interface on which the packet comes in or goes out

e MAC-address of the originating PC

« state of the packet or the connection the packet comes from

If a packet comes in, the entries resp. the resulting rules generated are processed from top
to bottom and the first action to which all conditions apply is performed. If none of the rules
matches, the default action is executed, which may be specified for (almost) any table.

An entry has the following format, bearing in mind that all restrictions are optional:

restriction{0,} [[source] [destination]] action [BIDIRECTIONAL|LOG|NOLOG]

At all points where networks, IP addresses or hosts need to be specified, you can also refer to
IP_NET_Y%, IP_NET_Y%_IPADDR or via @hostname to a host from HOST_%. If OPT_DNS is enabled, then
outside of actions via @fqdn also hosts which are nicht mentioned in HOST_Y% can be referenced
by their names. This is particularly useful if dealing with external hosts which also possess
many (and changing) IP addresses.

3.11.1. Packet Filter Actions
The following actions appy:

Action chain(s) Meaning
ACCEPT all Accept the packet.
DROP INPUT Drop the packet (the sender recognizes that just
FORWARD because no answer and no error message comes
OUTPUT back).
REJECT INPUT Reject the packet (the sender gets a correspond-
FORWARD ing error message).
OUTPUT
LOG all Log the packet and proceed to the next rule.
To distinguish log entries a prefix may be
used, specified by LOG:log-prefix. The maximum
length of this prefix is 28 characters and it may
contain letters, numbers, hyphens (-), and un-
derscores (_).
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Action chain(s) Meaning

MASQUERADE | POSTROUTING | Mask the packet: Replace the source address of
the packet by the own one and make sure that
replies for this connection are redirected to the
correct computer.

SNAT POSTROUTING | Replace source address and source port of the
packet by the address specified as a parameter
for SNAT (for all packets belonging to the con-
nection in consideration).

DNAT PREROUTING | Replace destination address and destination
port of the packet by the address specified as a
parameter for SNAT (for all packets belonging
to the connection in consideration).

REDIRECT PREROUTING | Replace destination port of the packet by the
OUTPUT address specified as a parameter for SNAT (for
all packets belonging to the connection in con-
sideration).
NETMAP PREROUTING | Copy destination resp. source address of the

POSTROUTING | packet to the range specified as a parameter
for NETMAP; the ports stay unchanged (for all
packets belonging to the connection in consid-
eration; while changing the destination address
in the PREROUTING-chain and the source address
of the POSTROUTING-chain).

Table 3.4.: Packet Filter Actions

Some of these actions may be modified in behaviour by using the options BIDIRECTIONAL,
LOG or NOLOG. BIDIRECTIONAL generates the same rule a second time with source and destina-
tion adresse exchanged (and source and destination port exchanged and/or in- and outbound
network interface exchanged if specified). LOG/NOLOG activates resp. deactivates logging for
this rule.

3.11.2. Restrictions For Rules

Restrictions may be defined by constraints explained in the following sections. You may use any
at any place where you don’t want restrictions but want /have to specify something. Constraints
can be specified in any order if they have a preceding prefix. This applies to all restrictions,
except for specifying a source or destination address which must always be placed directly in
front of the action, other constraints must be specified before. Restrictions can also be negated,
simply prefix them by a !.
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Constraints For Source And Target

Each packet contains source and target informations in a tuple of an IP address and ports.*
This source resp. target can serve as a constraint and may be addressed like this:

Expression Meaning

ip a simple IP address

network a network declaration in the form of
<ip>/<netmask>

port [-port] a port resp. a port range

IP _NET x_IPADDR the IP address of the x router’s interface

IP_NET_x the x router’s subnet

IP_ROUTE_x the subnet x specified in the route (default

routes can’t be used, they would match any and
are excluded precautiously)

@name one of the names or aliases set via HOST % _ *;
the associated IP address will be filled in here
<ip oder netzwerk>:port[-port] | Host- resp. network address in one of the vari-
ants above, combined with a port resp. port
range

Table 3.5.: Constraints For Source And Target In Paket Filter Rules

Example: '192.168.6.2 any DROP'

If two of these lines shine up the first will be considered as source and the second as target.
Hence, in this example we drop the packets originating from the computer with the IP address
192.168.6.2, regardless of where they are targeted.

If only one line exists the decision if target or source is meant will be made depending on
the value, which is quite easy:

o If it contains a port value, target is meant,
e in all other cases the source is.

If you would like to shorten the example above you could write '192.168.6.2 DROP'. No
port is mentioned, hence the constraint is valid for the source (the machine the packet originated
from).

If we were to allow communication with the ssh-deamon, we could write 'any any:22 ACCEPT'
(packets from any machine to ssh-port 22 of any machine will be accepted) or even shorter
'22 ACCEPT'. Only a port is mentioned, hence we address the target and thus all packets
targeted to port 22.

For simplification you may append BIDIRECTIONAL to the action to express that the rule
is valid for both communication directions. Then rules will be generated with source and
target addresses and if applicable ports and network interfaces exchanged while leaving the
rest untouched.

4A port only exists for TCP- and UDP-packets.
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Examples:
127.0.0.1 ACCEPT local communication (source 127.0.0.1) is allowed
any 192.168.12.1 DROP packets to address 192.168.12.1 will be dropped
any 192.168.12.1 DROP LOG packets to address 192.168.12.1 will be dropped and logged additionally
any 192.168.12.1 DROP NOLOG packets to address 192.168.12.1 will be dropped but not logged
22 ACCEPT packets to port 22 (ssh) will be accepted
IP_NET_1_NET ACCEPT packets from the subnet connected to the first interface will be accepted
IP_NET_1_NET IP_NET_2_NET communication between the subnets connected to the first and second
ACCEPT BIDIRECTIONAL interface are allowed

Interface Constraints

A rule can be restricted concerning the Interface on which a packet was received resp. will be
transmitted. The format is as follows: if:in: out

In the INPUT-chain the interface for outbound packets is not restrictable (the packet does not
leave anyway), in the POSTROUTING-chain the interface for received packets is not restrictable,
because the informations about it do not exist anymore. Only in the FORWARD-chain constraints
for both can be defined.

Possible values for in resp. out:

e lo (Loopback-interface, local communication on the router)
« IP_NET x_DEV
o pppoe (the PPPoE-interface; only with package dsl or pppoe_server activated).

e any

Protocol Constraints

A rule can be restricted concerning the protocol a packet belongs to. The format is as follows:
prot: protocol resp. prot:icmp:icmp-type. protocol can be set to one of the following values:

o tcp
e udp
o gre (Generic Routing Encapsulation)

o icmp (additionally you can specify a name for the ICMP-type to be filterd (echo-reply
or echo-request), i.e. prot:icmp:echo-request)

« numeric value of the protocol-ID (i.e. 41 for IPv6)
o any

If such a constraint does not exists, but port numbers should be used in a rule, then the rule
is generated twice, once for the tcp and once for the udp protocol.

MAC-Address Constraints

Via mac: mac-address constraints based on the MAC address may be specified.
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Packet State Constraints

flidl’s packet filter gathers informations on the state of connections. This informations can be
used to filter packets, i.e let only packets pass that belong to connections already existing. The
state of a connection can take this values:®

State Meaning

INVALID The packet does not belong to a know connection.

ESTABLISHED | The packet belongs to a connection, where packets have already
been transmitted in both directions.

NEW The packet has established a new connection or belongs to a con-
nection that did not have packets transmitted in both directions.
RELATED The packet establishes a new connection, but has a relation to

an already existing connection (i.e. ftp establishes a separate
connection for data transfer).

Table 3.6.: Packet State Constraints in Packet Filter Rules

States are defined as follows: state:state(s). If you want to specify more than one state
they have to be separated by commas. I.e. to let packets pass that belong directly or indirectly
to established connections write state:ESTABLISHED,RELATED (this makes sense in INPUT- or
FORWARD-chain).

Constraints Based On The Frequency Of Actions

Under certain circumstances you may wish to restrict the frequency of actions, i.e. allow only
one ICMP-Echo request per second. This may be reached with 1imit-constraints, which look
like this: limit: Frequency:Burst. The frequency is specified as n/time units (second, minute,
hour, day), however, events may also occur in rapid succession (Burst). limit:3/minute:5
for example means that a maximum of three events per minute is allowed, but also five events
in rapid succession will be accepted.

3.11.3. Using Templates With The Packet Filter

To simplify dealing with the packet filter you may summarize rules frequently occuring in
templates. Thus, it is possible to provide a wide range of packet filtering rules and combine
them in a collection with a symbolic name. Instead of directly using protocols and port
numbers, you may then use entries such as tmpl:ssh if you want to use the ssh protocol in a
rule. How to deal with templates is shown here using the example of ssh.

If you want to reach your flidl from the Internet via ssh, write into an entry in the array
variable PF_input_% the corresponding service name (here ssh) preceded by tmpl and the action
to apply for this service. Example:

PF_INPUT_2='tmpl:ssh ACCEPT'

®see http://www.sns.ias.edu/~jns/files/iptables_talk/x38.htm for a detailed description
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tmpl: means that the rule should be based on a template. Specify the name of the service
after the ‘’, adapted to our example hence ssh. At last you have to set an action to be bound
to the service. Since we want to acces the flidl over the internet, we allow the connection
with ACCEPT. Restrictions for IP-addresses or nets are not provided so the ssh-service will
be accessible on all interfaces from all networks. If you want to invoke further restrictions for
accessing the ssh-service you may use the packet filter notation already explained above.

For which services rules are predefined (e.g. templates exist) can be seen in the template
file at opt/etc/fwrules.tmpl/templates. A list in a table follows (see table 3.7).

Template  Protocol Port(s) |

ad tcp 389

ad udp 389

ad tcp 636

ad tcp 3268

ad tcp 3269

ad udp 88

ad tcp 88

ad udp 53

ad tcp 53

ad udp 445

ad tcp 445

ad tcp 135

ad tcp 5722

ad udp 123

ad udp 464

ad tcp 464

ad udp 138

ad tcp 9389

ad udp 67

ad udp 2535

ad udp 137

ad udp 139

checkmk tcp 6556

checkmk tcp 161

checkmk udp 161

checkmk tcp 162

checkmk udp 162

dhcp udp 67-68

dns tep/udp 53

elster tcp 159.154.8.2:21
elster tcp 159.154.8.35:21
elster tcp 193.109.238.26:8000
elster tcp 193.109.238.27:8000
elster tcp 193.109.238.58:80
elster tcp 193.109.238.59:80
elster tcp 62.157.211.58:8000
elster tcp 62.157.211.59:8000
elster tcp 62.157.211.60:8000
elster tcp 80.146.179.2:80
elster tcp 80.146.179.3:80

ftp tep 21

http tcp 80

https tcp 443

hylafax tcp 4559
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| Template  Protocol Port(s)
imap tcp 143
imaps tep 993
imond tcp 5000
ipmi tep 22
ipmi tcp 2937
ipmi tcp 443
ipmi tcp 5120
ipmi tep 5123
ipmi tep 5900
ipmi tcp 5901
ipmi tcp 80
ipmi tep 8889
ipmi udp 623
irc tcp 6667
ldap tep/udp 389
mail tcp 110
mail tcp 143
mail tcp 25
mail tcp 465
mail tcp 587
mail tep 993
mail tcp 995
mysql tcp 3306
nfs tep/udp 111
nfs tep/udp 2049
nntp tep 119
ntp udp 123
oracle tcp 1521
pcanywhere tcp 5631-5632
ping icmp:0
ping icmp:8
pop3 tep 110
pop3s tcp 995
privoxy tep 8118
proxmox tcp 8006
proxmox tcp 5900
Pproxmox tcp 3128
rdp tcp 3389
rsync tep 873
samba tcp 139
samba tcp 445
samba udp 137-138
sip tep/udp 5060-5061
smtp tcp 25
snmp tep/udp 161
socks tcp 1080
squid tcp 3128
ssh tcp 22
ssmtp tcp 465
submission tcp 587
svn tep 3690
syslog udp 514
teamspeak tcp 14534
teamspeak tcp 51234
teamspeak udp 8767
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Template  Protocol Port(s)

telmond tcp 5001
telnet tcp 23
teredo udp 3544
tftp udp 69
time tep/udp 37
traceroute udp 33404-33464
vdr tcp 6419
vnc tep 5900
whois tcp 43
xbl tep/udp 3074
xbl udp 88
xmppclient  tcp 5222
xmppserver  tcp 5269

Table 3.7.: Templates Included With flidl

The Syntax for this kind of packet filter rules is

tmpl:<Name of the service> <Constraint> <Action>

<Constraint> allows everything mentioned at 3.11.2. Possible values for <Action> are listed
and described in 3.11.1.
Some more examples should clarify the process. At first let’s have a look at PF_PREROUTING:

PF_PREROUTING_N='2"'
PF_PREROUTING_1='tmpl:xbl dynamic DNAT:@xbox'
PF_PREROUTING_2='tmpl:https dynamic DNAT:192.168.193.250'

The rule PF_PREROUTING_1 supplies the Xbox with everything necessary for Xbox Live. By
the use of tmpl:xbl all ports and protocols used for Xbox Live will be forwarded to the xbox.
Instead of using an IP address we use an entry from the HOST_Y%_NAME-array. dynamic tells the
flidl to forward all ports from the internet interface.

The second rule forwards the https-protocol to a webserver in a DMZ (Demilitarized Zone).

No let’s have a look at PF_INPUT:

PF_INPUT_N='3'

PF_INPUT_1='if:IP_NET_1_DEV:any ACCEPT'
PF_INPUT_2='if:pppoe:any prot:tcp 113 ACCEPT'
PF_INPUT_3='if:brO:any tmpl:dns @xbox IP_NET_1_IPADDR ACCEPT'

The first rule allows access to the router for everyone from the net defined in IP_NET_1. The
second rule opens the ident-port needed for package oident. The third rule allows the xbox
to access fli4l’s DNS server. Notice the use of a host alias here.

PF_FORWARD and PF_POSTROUTING do not provide tmpl-specific content.

It is also possible to create templates yourself or for other packages to provide their own
ones. To create a template you only need to create a text file with the rules in it and name it
like the template. For a private template file use the directory etc/fwrules.tmpl (create it if
necessary) under your config directory as shown in picture 3.2. Package developers or users
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Figure 3.2.: Directory Structure fli4l

needing templates for more than one configuration may place their template files directly in
opt/etc/furules.tmpl. The templates in the user’s config directory override other settings,
though. The templates included in fli4]l will be interpreted as the last ones. This enables you
to ,override“ flidl’s templates when providing templates by the same name in your config-
directory.

If, for example you like to create the template vpn_friends, create a file by the name
vpn_friends. The template should contain the services ssh, smtp, dns and samba. Hence you
write the following to vpn_friends:

prot:tcp 22
prot:tcp 25

53

prot:udp 137-138
prot:tcp 139
prot:tcp 445

Every time you use the template vpn_friends rules will be created for all contained protocols
and ports. PF_FORWARD_x='tmpl:vpn_friends ACCEPT' will create theses FORWARD-rules:

prot:tcp 22 ACCEPT
prot:tcp 25 ACCEPT

53 ACCEPT

prot:udp 137-138 ACCEPT
prot:tcp 139 ACCEPT
prot:tcp 445 ACCEPT
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3.11.4. Configuration Of The Packet Filter

The packet filter is mainly configured by four array-variables:

e PF_INPUT_Y configures the INPUT-chain,

e PF_FORWARD_% configures the FORWARD-chain,

e PF_QUTPUT_Y configures the OUTPUT-chain,

e PF_PREROUTING_% configures the PREROUTING-chain and

e PF_POSTROUTING_Y configures the POSTROUTING-chain.

For all chains following applies the setting of the protocol level in PF_L0OG_LEVEL, which may
be set to one of these values: debug, info, notice, warning, err, crit, alert, emerg.

Then INPUT-Chain

The INPUT-chain defines who is allowed to access the router. If no rule of the INPUT-chain
matches, the default action handles the packet and the protocol variable decides wheter a
rejection will be written to the system-protocol or not.

The following restrictions apply to the parameters:

e Only ACCEPT, DROP and REJECT can be specified as actions.

o If using interface constraints only the receiving interface can be restricted.

PF_INPUT_POLICY This variable describes the default action to be taken if no other rule
applies. Possible values:

o ACCEPT (not recommended)
e REJECT
e DROP (not recommended)

PF_INPUT_ACCEPT_DEF If this variable is set to ‘yes’ default rules will be generated
needed for the correct function of the router. Use ‘yes’ as a default here.

If you want to configure the router’s behaviour completely yourself you may enter ‘no’
here but you will have to define all rules on your own then. An equivalent to the default
behaviour would look like this (the explanation of user defined chains can be found here
(Page 59)):

PF_INPUT_ACCEPT_DEF='no'

#

# limit ICMP echo requests - use a separate chain

#

PF_USR_CHAIN_N='1"

PF_USR_CHAIN_1_NAME='usr-in-icmp'

PF_USR_CHAIN_1_RULE_N='2'

PF_USR_CHAIN_1_RULE_1='prot:icmp:echo-request length:0-150 limit:1/second:5 ACCEPT'
PF_USR_CHAIN_1_RULE_2='state:RELATED ACCEPT'
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PF_INPUT_N='4'

PF_INPUT_1='prot:icmp usr-in-icmp'
PF_INPUT_2='state:ESTABLISHED,RELATED ACCEPT'
PF_INPUT_3='if:lo:any ACCEPT'

PF_INPUT_4='state:NEW 127.0.0.1 DROP BIDIRECTIONAL'

The first rule branches to the rate limited “usr-in-icmp”-chain. The second only ac-
cepts packets belonging to established connections (packets that have either the state
ESTABLISHED or RELATED), and the third one allows local communication (if :lo:any ACCEPT).
The fourth filters packets that pretend to be local communication but are not accepted

by the rules defined before.

If you work with OpenVPN;, the rules have to be enhanced to enable packets used by the
chains there.

PF_INPUT N='5'

PF_INPUT_5='ovpn-chain'

PF_INPUT_LOG Defines if rejected packets should be logged by the kernel. Log output can
be directed to the syslog deamon by activating 0OPT_KLOGD.

PF_INPUT_LOG_LIMIT Defines how often log entries will be generated. The frequency is
described as n/time units with bursts in analog to the limit constraints, e.g. 3/minute:5.
If this entry is empty a default of 1/second:5 is used, if set to none, the limit constraints
are disabled.

PF_INPUT_REJ_LIMIT PF_INPUT_UDP_REJ_LIMIT Specifies how often a REJECT-
packet is generated when rejecting incoming packets. The frequency is described as
n/time units with bursts in analog to the limit constraints, e.g. 3/minute:5. If this

entry is empty a default of 1/second:5 is used, if set to none, the limit constraints are
disabled.

PF_INPUT_ICMP_ECHO_REQ_LIMIT Defines how often fli4l should react to a ICMP-
Echo-request.The frequency is described as n/time units with bursts in analog to the limit
constraints, e.g. 3/minute:5. If the limit is reached packets will be ignored (DROP). If

this entry is empty a default of 1/second:5 is used, if set to none, the limit constraints
are disabled.

PF_INPUT_ICMP_ECHO_REQ_SIZE Defines the allowed size of an ICMP-Echo-request
(in bytes). The packet header has to be included in this setting besides the pure data.
The default is 150 bytes.

PF_INPUT_N PF_INPUT_x PF_INPUT_x_COMMENT A list of rules that describe which
packets the router should accept resp. reject.
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The FORWARD-Chain

By using the FORWARD-chain will be configured which packets are forwarded by the router. If
no rule of the FORWARD-chain matches, the default action handles the packet and the protocol
variable decides wheter a rejection will be written to the system-protocol or not.

With the used parameters the restriction applies that only the actions ACCEPT, DROP and
REJECT are allowed.

PF_FORWARD_POLICY This variable describes the default action to be taken if no other
rule applies. Possible values:

o ACCEPT
e REJECT
« DROP

PF_FORWARD_ACCEPT_DEF Determines if the router accepts packets belonging to es-
tablished connections. If this variable is set to ‘yes’, flidl generates a rule for accepting
packets of the according state automatically:

'state:ESTABLISHED,RELATED ACCEPT',

aswell as a rule to drop packets of unknown state:
'state:INVALID DROP'.

and at last a rule to drop packets with faked IP addresses:
'state:NEW 127.0.0.1 DROP BIDIRECTIONAL'.

In addition the other subsystems will generate some default rules — a configuration with-
out default rules with port forwarding and OpenVPN would contain at least the following
rules:

PF_FORWARD_ACCEPT_DEF='no'

PF_FORWARD_N='5"
PF_FORWARD_1='state:ESTABLISHED,RELATED ACCEPT'
PF_FORWARD_2='state:INVALID DROP'
PF_FORWARD_3='state:NEW 127.0.0.1 DROP BIDIRECTIONAL'
PF_FORWARD_4='pfwaccess-chain'
PF_FORWARD_5='ovpn-chain'

PF_FORWARD_LOG Defines if rejected packets should be logged by the kernel. Log output
can be directed to the syslog deamon by activating OPT_KLOGD.

PF_FORWARD_LOG_LIMIT Defines how often log entries will be generated. The fre-
quency is described as n/time units with bursts in analog to the limit constraints, e.g.
3/minute:5. If this entry is empty a default of 1/second:5 is used, if set to none, the
limit constraints are disabled.

PF_FORWARD_REJ_LIMIT PF_FORWARD_UDP_REJ_LIMIT Specifies how often a RE-
JECT-packet is generated when rejecting incoming packets. The frequency is described
as n/time units with bursts in analog to the limit constraints, e.g. 3/minute:5. If this

entry is empty a default of 1/second:5 is used, if set to none, the limit constraints are
disabled.
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PF_FORWARD_N PF_FORWARD_x PF_FORWARD_x_COMMENT A list of rules that
describe which packets the router should forward resp. reject.

The OQUTPUT-Chain

The OUTPUT-chain configures what the router is allowed to access. If no rule of the OUTPUT-
chain matches, the default action handles the packet and the protocol variable decides wheter
a rejection will be written to the system-protocol or not.

With the used parameters the following restrictions apply:

e Only ACCEPT, DROP and REJECT can be specified as actions.

o For interface constraints only the output interface can be restricted.

PF_OUTPUT_POLICY This variable describes the default action to be taken if no other
rule applies. Possible values:
o ACCEPT
e REJECT
e« DROP

PF_OUTPUT_ACCEPT_DEF If this variable is set to ‘yes’ default rules necessary for cor-
rect function of the router will be generated. Use ‘yes’ as a default here.

If you want to configure the router’s behaviour completely yourself you may enter ‘no’
here but you will have to define all rules on your own then. An equivalent to the default
behaviour would look like this:

PF_OUTPUT_ACCEPT_DEF='no'

PF_OUTPUT_N='1'
PF_OUTPUT_1='state:ESTABLISHED,RELATED ACCEPT'

This single rule accepts only packets belonging to established connections (e.g. packets
of the state ESTABLISHED or RELATED).

PF_OUTPUT_LOG Defines if rejected packets should be logged by the kernel. Log output
can be directed to the syslog deamon by activating OPT_KLOGD.

PF_OUTPUT_LOG_LIMIT Defines how often log entries will be generated. The frequency is
described as n/time units with bursts in analog to the limit constraints, e.g. 3/minute:5.

If this entry is empty a default of 1/second:5 is used, if set to none, the limit constraints
are disabled.

PF_OUTPUT_REJ_LIMIT PF_OUTPUT_UDP_REJ_LIMIT Specifies how often a RE-
JECT-packet is generated when rejecting incoming packets. The frequency is described
as n/time units with bursts in analog to the limit constraints, e.g. 3/minute:5. If the
limit is exceeded packets will be ignored (DROP). If this entry is empty a default of
1/second:5 is used, if set to none, the limit constraints are disabled.

PF_OUTPUT_N PF_OUTPUT_x PF_OUTPUT_x_COMMENT A list of rules that de-
scribe which packets the router should transmit resp. drop.
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User Defined Lists

In several cases you may want to establish own chains to filter packets in detail there. These
chains can be defined and filled with rules via PF_USR_CHAIN %. The names of the chains have to
start with usr- and after their definition can be used everywhere in the INPUT- or FORWARD-chain
as actions. The ICMP-filter chain used before will serve as an example here:

PF_USR_CHAIN_N='1'

#

# create usr-in-icmp

#

PF_USR_CHAIN_1_NAME='usr-in-icmp'

#

# add rule to usr-in-icmp

#

PF_USR_CHAIN_1_RULE_N='2'
PF_USR_CHAIN_1_RULE_1='prot:icmp:echo-request length:0-150 limit:1/second:5 ACCEPT'
PF_USR_CHAIN_1_RULE_2='state:RELATED ACCEPT'
#

# use chain in PF_INPUT

#

PF_INPUT_2='prot:icmp usr-in-icmp'

PF_USR_CHAIN_N Defines the number of user defined chains.

PF_USR_CHAIN_x_NAME Defines the name of an user defined chain. The name has to
be prefixed by usr-.

PF_USR_CHAIN_x_RULE_N
PF_USR_CHAIN_x_RULE_x

PF_USR_CHAIN_x_RULE_x_COMMENT These variables define the rules to be inserted
in the user defined chain. All rules may be used that are also valid for the FORWARD-chain.
If no rule of the user defined chains matches, the router will return to the parent chain
and check the next rule after the branching to the user defined rules.

The NAT-Chains (Network Address Translation)

Packets still can be changed after the routing decision. For example they may get a new target
address to be forwarded to another computer (port forwarding) or a new source address may
be inserted to mask the network behind the router. Masquerading is used i.e. to provide
internet access for a private net over one public IP or a in DMZ-setup to hide the structure of
the local net from computers in the DMZ.

Configuration is done with two chains, PREROUTING- and POSTROUTING-chain.

By the POSTROUTING-chain the packets are defined that have to be masked by the router. If
no rule of the POSTROUTING-chain matches, the packets will be forwarded unmasked.

Two variants exist for masquerading: one for network interfaces that do get an IP ad-
dress allocated on dialin (MASQUERADE) and one for network interfaces with static IP address
(SNAT). SNAT in addition expects the source IP address to be inserted into the packet. It may
be specified as an:
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o IP address (Example: SNAT:1.2.3.4),
o IP range (Example: SNAT:1.2.3.4-1.2.3.10)

o or as symbolic reference (Example: SNAT:IP_NET_1_IPADDR)

For both SNAT and MASQUERADE a port or port range may be set to which the source
port may be redirected. Usually this notation is necessary because the kernel can choose
the ports on its own. But there exist applications that desire the source port unchanged
(and thus require 1:1-NAT) or which forbid PAT (Port Address Translation) or NAPT (Net-
work Address and Port Translation). The port range is simply added to the end, like this:
SNAT:IP_NET_1_IPADDR:4000-8000.

With the POSTROUTING-chain only ACCEPT, SNAT, NETMAP and MASQUERADE may be used
as actions.

PF_POSTROUTING_N PF_POSTROUTING_x PF_POSTROUTING_x_COMMENT
A list of rules that describe which packets the router should mask resp. forward un-
masked. If packets should be excluded from masking an ACCEPT-rule for these packets
may be put in front of the MASQUERADE rule.

The PREROUTING-chain configures which packets should be transferred to another computer.
If no rule of the PREROUTING-chain matches the packets will be processed further without
changes. The action DNAT expects the IP address to be inserted as the target address. It may
be specified as an:

o IP address (Example: DNAT:1.2.3.4),
o IP range (Example: DNAT:1.2.3.4-1.2.3.10)

o or as a hostname (Example: DNAT:@clientl)

At last a port or port range may be set to which the target port may be redirected. This is
only necessary if the target port should be changed. The port (range) is simply added to the
end, like this: DNAT:@server:21.

REDIRECT behaves like DNAT, except for that the Destination IP address is always set to the
(primary) IP address of the interface on which the packet came in so the packet is delivered
locally. This is needed i.e. for transparent proxies, see OPT_TRANSPROXY (Page 77).

If you want a port forwarded to an interface with a dynamic address you do not know to
which IP the packet should be sent (at the time of configuration). Thus you can use dynamic
in the PREROUTING-chain as a wildcard for the IP address assigned later on, like this:

'dynamic:80 DNAT:1.2.3.4' # forward http-packets to
# IP address 1.2.3.4

'prot:gre any dynamic DNAT:1.2.3.4' # forward gre-packets (part of the PPTP-
# protocol) to IP address 1.2.3.4

Only ACCEPT, DNAT, NETMAP and REDIRECT may be used as actions with the PREROUTING-
chain.
For further examples on port forwarding see the next paragraph.

PF_PREROUTING_N PF_PREROUTING_x PF_PREROUTING_x_COMMENT
A list of rules that describe which packets should be forwarded to another target by the
router.
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3.11.5. Example

Below see some examples of the packet filter configuration.

The

flidl Default Configuration

flidl’s default configuration for the INPUT-chain looks like this:

PF_INPUT_POLICY='REJECT'
PF_INPUT_ACCEPT_DEF='yes'
PF_INPUT_LOG='no'

PF_INPUT N='1'
PF_INPUT_1='IP_NET_1 ACCEPT'

By this we accomplish that

computers in the local net are allowed to access the router
(PF_INPUT_1='IP_NET_1 ACCEPT'),

local communication on the router itself is allowed (PF_INPUT_ACCEPT_DEF='yes'),

packets belonging to connections established by the router are accepted
(PF_INPUT_ACCEPT_DEF='yes'),

everything else is rejected (PF_INPUT_POLICY='REJECT'),

but nothing is logged to the syslog (PF_INPUT_LOG='no").

The FORWARD-chain looks alike: Only packets of our local net and packets belonging to
connections that were established by machines in our local net should be forwarded. In addition
NetBIOS- and CIFS-packets will be dropped.

PF_FORWARD_POLICY='REJECT'
PF_FORWARD_ACCEPT_DEF='yes'
PF_FORWARD_LOG='no'
PF_FORWARD_N="'2"
PF_FORWARD_1='tmpl:samba DROP'
PF_FORWARD_2='IP_NET_1 ACCEPT'

Note the dependance on the order of rules: At first the NetBIOS-packets are dropped and
afterwards the packets of the local net are accepted.

The local net may communicate with the router, its packets get forwarded, only the masking
which is necessary for the internet access of a local network is still missing;:

PF_POSTROUTING N='1'
PF_POSTROUTING_1='IP_NET 1 MASQUERADE'
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Trusted Nets

If we do want to have several local subnets which should communicate with each other free and
unmasked we have to ensure that packets between those nets don’t get dropped or masked. In
order to achieve this we add a rule or edit the existing one.

Let’s assume we have a DSL connection over PPPoE and the two subnets are IP_NET_1
(192.168.6.0/24) and IP_NET_2 (192.168.7.0/24). In this case the configuration would be as
follows:

PF_FORWARD_POLICY='REJECT'
PF_FORWARD_ACCEPT_DEF='yes'

PF_FORWARD_LOG='no'

PF_FORWARD N='4"

PF_FORWARD_1='IP_NET_1 IP_NET 2 ACCEPT BIDIRECTIONAL'
PF_FORWARD_2='tmpl:samba DROP'

PF_FORWARD_3='IP_NET_1 ACCEPT'

PF_FORWARD_4='IP_NET_2 ACCEPT'

PF_POSTROUTING_N='3'

PF_POSTROUTING_1='IP_NET_1 IP_NET_2 ACCEPT BIDIRECTIONAL'
PF_POSTROUTING_2='IP_NET_1 MASQUERADE'
PF_POSTROUTING_3='IP_NET_2 MASQUERADE'

The first rule ensures forwarding of packets between both subnets without further processing.
The third and fourth rule ensure that both subnets also have Internet access. The first rule of
the POSTROUTING-chain provides unmasked communication between both subnets.

In other words we could say that only packets transferred over the pppoe-interface have to
be masked:

PF_POSTROUTING_N='1"
PF_POSTROUTING_1='if:any:pppoe MASQUERADE'

We could as well have restricted the port filtering to the pppoe-interface and combined both
subnets to one, as seen here:

PF_FORWARD_POLICY='REJECT'
PF_FORWARD_ACCEPT_DEF='yes'
PF_FORWARD_LOG='no'

PF_FORWARD_N='2"

PF_FORWARD_1='if:any:pppoe tmpl:samba DROP'
PF_FORWARD_2='192.168.6.0/23 ACCEPT'

PF_POSTROUTING N='1'
PF_POSTROUTING_1='if:any:pppoe MASQUERADE'

Packets going out over the pppoe-interface and those addressed to udp-ports 137-138 or to

tcp-ports 139 and 445 will be dropped (rule 1), all other packets from subnet 192.168.6.0/23
will be forwarded (rule 2).
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Route Network

Let’s add a net 10.0.0.0/24 (i.e. a dial-in network) which we want to communicate with
unmasked, but packets to udp-ports 137-138 and to tcp-Ports 139 and 445 should be dropped:

PF_FORWARD_POLICY='REJECT'
PF_FORWARD_ACCEPT_DEF='yes'

PF_FORWARD_LOG='no'

PF_FORWARD_N='4"

PF_FORWARD_1='IP_NET_1 IP_NET_2 ACCEPT BIDIRECTIONAL'
PF_FORWARD_2="'tmpl:samba DROP'
PF_FORWARD_3='192.168.6.0/23 ACCEPT'
PF_FORWARD_4='10.0.0.0/24 ACCEPT'

PF_POSTROUTING_N='2"'
PF_POSTROUTING_1='10.0.0.0/24 ACCEPT BIDIRECTIONAL'
PF_POSTROUTING_2='192.168.6.0/23 MASQUERADE'

e rule 1 allows unrestricted communication between the subnets IP_NET_1 and IP_NET_2.
e rule 2 drops packets to the samba ports.

o rule 3 and 4 allow forwarding of packets orginating from the subnets 192.168.6.0/24,
192.168.7.0/24 and 10.0.0.0/24; the reverse direction is included by writing
PF_FORWARD_ACCEPT _DEF='yes'.

o rule 1 of the POSTROUTING-chain ensures that packets to resp. from the subnet 10.0.0.0/24-
Subnetz are not masked.

An alternative:

PF_POSTROUTING_N='1"
PF_POSTROUTING_1='if:any:pppoe MASQUERADE'

This rule enables masking only for packets going out over the pppoe-interface.

Blacklists, Whitelists

Blacklists (a machine in this list is forbidden to do something) and Whitelists (a machine in
this list is allowed to do something) are defined in a very similarl way. Rules are written that
are very special at the beginning and to the end are becoming more universal. With a blacklist
rules are defined that at the beginning forbid something and at the end allow something to all
not previously mentioned. With a Whitelist it is exactly the other way round.

Ezample 1: All machines in subnet 192.168.6.0/24 except number 12 are allowed to access the
Internet as long as they don’t use CIF'S Ports 137-138 (udp), 139 and 445 (tcp) to communicate:

PF_FORWARD_POLICY='REJECT'
PF_FORWARD_ACCEPT_DEF='yes'
PF_FORWARD_LOG='no'
PF_FORWARD_N='3'
PF_FORWARD_1='192.168.6.12 DROP'
PF_FORWARD_2='tmpl:samba DROP'
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PF_FORWARD_3='192.168.6.0/23 ACCEPT'

PF_POSTROUTING_N='1'
PF_POSTROUTING_2='192.168.6.0/24 MASQUERADE'

Ezample 2: Only machine 12 has Internet access (with exception of the ports mentioned
above. .. ), all others are only allowed to communicate with another local subnet:

PF_FORWARD_POLICY='REJECT'

PF_FORWARD_ACCEPT_DEF='yes'

PF_FORWARD_LOG='no'

PF_FORWARD_N='3'

PF_FORWARD_1='192.168.6.0/24 192.168.7.0/24 ACCEPT BIDIRECTIONAL'
PF_FORWARD_2='tmpl:samba DROP'

PF_FORWARD_3='192.168.6.12 ACCEPT'

PF_POSTROUTING_N='1"
PF_POSTROUTING_1='if:any:pppoe MASQUERADE'

3.11.6. Default Configurations

Simple Router Masking A Net Behind Itself

#

# Access to the router

#

PF_INPUT_POLICY='REJECT'

PF_INPUT_ACCEPT_DEF='yes'

PF_INPUT_LOG='no'

PF_INPUT_N='1'

PF_INPUT_1='IP_NET_1 ACCEPT' # all hosts of the local net are allowed
# to access the router

#

# Internet access

#
PF_FORWARD_POLICY='REJECT'
PF_FORWARD_ACCEPT_DEF='yes'
PF_FORWARD_LOG='no'

PF_FORWARD_N='2"
PF_FORWARD_1='tmpl:samba DROP' # Samba-packets, that want to leave the
# net are dropped
PF_FORWARD_2='IP_NET_1 ACCEPT' # all other packets are allowed
# to leave the local net

#

# Maskieren des lokalen Netzes

#

PF_POSTROUTING_N='1"'

PF_POSTROUTING_1='IP_NET_1 MASQUERADE' # mask packets leaving the
# subnet
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Simple Router Masking Two Nets Behind Itself

#

# Access to the router

#

PF_INPUT_POLICY='REJECT'

PF_INPUT_ACCEPT_DEF='yes'

PF_INPUT_LOG='no'

PF_INPUT_N='2'

PF_INPUT_1='IP_NET_1 ACCEPT' # all hosts of the local net are allowed
# to access the router

PF_INPUT_2='IP_NET_2 ACCEPT' # all hosts of the local net are allowed
# to access the router

#

# Internet access

#
PF_FORWARD_POLICY='REJECT'
PF_FORWARD_ACCEPT_DEF='yes'
PF_FORWARD_LOG='no'

#

# Free communication between the nets

#

PF_FORWARD_N='4"

PF_FORWARD_1='IP_NET_1 IP_NET_2 ACCEPT BIDIRECTIONAL'

PF_FORWARD_2='tmpl:samba DROP' # Samba-packets, that want to leave the
# net are dropped

PF_FORWARD_3='IP_NET_1 ACCEPT' # all other packets are allowed
# to leave the local net

PF_FORWARD_4='IP_NET_2 ACCEPT' # all other packets are allowed
# to leave the local net

#

# Masking of local nets, unmasked communication between those nets

#

PF_POSTROUTING_N='3'

PF_POSTROUTING_1'IP_NET_1 IP_NET_2 ACCEPT BIDIRECTIONAL'

PF_POSTROUTING_2='IP_NET_1 MASQUERADE' # mask packets leaving the
# subnet

PF_POSTROUTING_3='IP_NET_2 MASQUERADE' # mask packets leaving the
# subnet

Masking DSL-Router With Two Nets Behind It And SSH/HTTP-Access From the
Internet

#

# Access to the router

#
PF_INPUT_POLICY='REJECT'
PF_INPUT_ACCEPT_DEF='yes'
PF_INPUT_L0OG='no'
PF_INPUT_N='4'
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PF_INPUT_1='IP_NET_1 ACCEPT' # all hosts of the local net are allowed
# to access the router
PF_INPUT_2='IP_NET_2 ACCEPT' # all hosts of the local net are allowed
# to access the router
# allow access to the SSH service
# from everywhere
PF_INPUT_4='tmpl:http 1.2.3.4/24 ACCEPT' # allow machines from
# a defined subnet access to the

# HTTP service

PF_INPUT_3='tmpl:ssh ACCEPT'

#

# Internet access

#
PF_FORWARD_POLICY='REJECT'
PF_FORWARD_ACCEPT_DEF='yes'
PF_FORWARD_LOG='no'

#

# No communication between the nets, both nets have

# Internet access, Samba-packets are dropped

#

PF_FORWARD_N='2'

PF_FORWARD_1='tmpl:samba if:any:pppoe DROP' # Samba-packets, that want to leave the
# net are dropped

PF_FORWARD_2='if:any:pppoe ACCEPT' # all other packets are allowed
# to leave the local net

#

# Masking of local nets, unmasked communication between those nets

#

PF_POSTROUTING_N='1"

PF_POSTROUTING_1='if:any:pppoe MASQUERADE' # mask packets leaving the
# subnet

Port Forwarding

Port forwarding can be accomplished with the PREROUTING-rules like this (TARGET refers to the
original target address (optional) and the original target port, NEW_TARGET refers to the new
target address and new target port (optional), PROTOCOL refers to the protocol in use):

TARGET="'<port>'

NEW_TARGET='<ip>'

PROTOCOL="<proto>'

PF_PREROUTING_x='prot:<proto> dynamic:<port> DNAT:<ip>'

TARGET="'<port1>-<port2>'

NEW_TARGET="'<ip>'

PROTOCOL="<proto>"

PF_PREROUTING_x='prot:<proto> dynamic:<portl>-<port2> DNAT:<ip>'

TARGET="'<ip>:<port-a>'
NEW_TARGET="'<ip>:<port-b>'
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PROTOCOL="<proto>'
PF_PREROUTING_x='prot:<proto> any <ip>:<port-a> DNAT:<ip>:<port-b>'

Transparent Proxy

If access to the Internet should only be allowed over a local proxy you may force this behaviour
by the help of the PREROUTING- and POSTROUTING-chains without the client noticing it. In
priciple you need to do this in three steps:

1. Redirect all HTTP-port-request to the Proxy except for its own ones (PREROUTING).

2. Change the redirected packets in a way that fools the proxy to think they all come from
the router so it will return its answers there (POSTROUTING).

3. Allow the packets to pass the FORWARD-chain, as far as an entry like

PF_FORWARD_x='IP_NET_1 ACCEPT'

does not exist (FORWARD).

FEzxample 1: Let’s assume we only have one net IP_NET_1, a squid proxy is running there on a
host by the name of proxy and the whole http-traffic should be processed by it. Squid listens
on port 3128. For simplicity we refer via @proxy to the host entered in HOST_1_NAME='proxy'
(see Domain Configuration (Page 71)).

Here are the resulting rules:

PF_PREROUTING_x='@proxy ACCEPT'
# packets from the proxy should not be redirected

PF_PREROUTING_x='prot:tcp IP_NET_1 80 DNAT:@proxy:3128'
# HTTP-packets from IP_NET_1 will be redirected to Q@proxy, Port 3128
# independet of the target

PF_POSTROUTING_x='any @proxy:3128 SNAT:IP_NET_1_IPADDR'
# change all packets to port 3128 in a way as if they came from
# f£1i41 (IP_NET_1_IPADDR)

PF_FORWARD_x='prot:tcp @proxy 80 ACCEPT'
# let HTTP-packets from the proxy pass the FORWARD-chain (if necessary)

If more nets or conflicting port forwardings (which are also DNAT-rules) exist, the rules may
have to be more differentiated.

Ezample 2: Our proxy by the name of proxy resides in IP_NET_1, listens to port 3128 and
should only serve clients from IP_NET_1. IP_NET_1 is reachabel over IP_NET_1_DEV. Packets from
other nets should not be considered.

PF_PREROUTING_x='if:IP_NET_1_DEV:any !@proxy 80 DNAT:@proxy:3128'
# Redirect queries to the HTTP-port that do not emerge from the proxy but
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# come in on an internal interface (IP_NET_1_DEV) to the proxy's port.

# At this point it is important to check with if:IP_NET_1_DEV:any that the
# packets are coming from inside because otherwise packets from outside

# would also be redirected (security breakage)

PF_POSTROUTING_x='prot:tcp IP_NET_1 @proxy:3128 SNAT:IP_NET_1_IPADDR'
# Change HTTP-packets originating from IP_NET_1 and destinated to proxy-port 3128
# in a way as if they came from f1i4l (IP_NET_1_IPADDR)

PF_FORWARD_x='prot:tcp @proxy 80 ACCEPT'
# let HTTP-packets from the proxy pass the FORWARD-chain (if necessary)

Ezample 3: To ease our live and shorten the rules we may use templates (see Using Templates
With The Packet Filter (Page 50)). At this point tmpl:http, translated in prot:tcp any
any:80 is of advantage. tmpl:http IP_NET_1 DNAT:@proxy:3128 then changes to prot:tcp
IP_NET_1 80 DNAT:G@proxy:3128.

Both IP_NET_1 and IP_NET_2 should be redirected transparently over the proxy. Simplified
you could write:

PF_PREROUTING_x='tmpl:http @proxy  ACCEPT'
# HTTP-packets from the proxy should not be redirected

PF_PREROUTING_x='tmpl:http IP_NET_1 DNAT:@proxy:3128'
# HTTP-packets from IP_NET_1 should be redirected

PF_PREROUTING_x='tmpl:http IP_NET_2 DNAT:@proxy:3128'
# HTTP-packets from IP_NET_2 should be redirected

PF_POSTROUTING_x='IP_NET_1 @proxy:3128 SNAT:IP_NET_1_IPADDR'
PF_POSTROUTING_x='IP_NET_2 @proxy:3128 SNAT:IP_NET_2_IPADDR'

PF_FORWARD_x='tmpl:http @proxy ACCEPT'

You may continue here forever. ..

3.11.7. DMZ - Demiilitarized Zone

flidl may also serve to build a DMZ. As this is only another additional ruleset for the router
please refer to the wiki at https://ssl.nettworks.org/wiki for the time being.

3.11.8. Conntrack-Helpers

Using IP-Masquerading has the advantage that a bunch of machines in the LAN can be routed
over only one official [P-address. However, there are also disadvantages that you have to take
into account.

A big problem for example is that no machine from outside can contact the machines in the
LAN. This may be desired for security reasons but certain protocols will not work anymore
because they require a connection from outside.
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A classic example is FTP. Beside a communication channel to exchange commands and
answers another channel is needed (an IP-port) to transfer the actual data. fli4l uses certain
conntrack-helpers for this in order to open such ports instantaneously and redirect them to
the machine in question when needed. The conntrack-helper “listens” to the data stream to
recognize when such an additional port is needed.

Typical applications for conntrack-helpers are i.e. chat-protocols and Internet games.

Conntrack-helper are activated over rules in two special arrays. The array PF_PREROUTING_CT_%
contains helper-assignments to packets coming from outside, the array PF_QUTPUT_CT_% contains
helper-assignments to packets generated on the router. Some practical examples help to illus-
trate this.

Ezxample 1: If active FTP from the LAN should be allowed this is, from the router’s view,
a connection from outside the router, thus an entry in PF_PREROUTING_CT_% has to be created:

PF_PREROUTING_CT_N='1'
PF_PREROUTING_CT_1='tmpl:ftp IP_NET_1 HELPER:ftp'

The ftp-helper module will be loaded for all TCP connections from the local network
(IP_NET_1) to any other addresses’ port 21 (which is the ftp-Port). This module will allow the
FTP server to establish a data transfer connection back to the client during this connection
by opening a “hole” in the firewall temporarily.

Ezample 2: If you want to enable passive ftp for a FTP server on the LAN (the data
connection is established from the outside to the inside, so that a hole in the firewall must be
opened here as well), this is also seen as a connection from outside by the router. Here we see
the rule as for this:

PF_PREROUTING_CT_N='1'
PF_PREROUTING_CT_1='tmpl:ftp any dynamic HELPER:ftp'

By this rule it is expressed that all FTP connections to the dynamic address of the router
are associated to the FTP conntrack helper. Here dynamic was used because it is assumed
that the router is responsible for dialing in to the Internet and thus has an external IP address.
If the router performs dial-in via DSL, the rule can also be written as:

PF_PREROUTING_CT_N='1'
PF_PREROUTING_CT_1='tmpl:ftp if:pppoe:any HELPER:ftp'

By this rule it is expressed that all FTP connections coming from the DSL interface (pppoe)
are associated to the conntrack helper.

If the router is not dialing, but e.g. is behind another router (Fritz! box, cable modem,
a.s.0.) the following rules can be used:

PF_PREROUTING CT_N='1'
PF_PREROUTING_CT_1='tmpl:ftp if:IP_NET_2_DEV:any HELPER:ftp'

It is assumed in the Example, that the connection to the other router is performed over the
interface associated with the second subnet (IP_NET_2_DEV).

Remember that of course an additional configuration of the FORWARD-chain is needed to really
forward the FTP-packets. A typical rule would be

PF_PREROUTING_1='tmpl:ftp any dynamic DNAT:Q@ftpserver'
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assuming that the host running the FTP-server has the name ftpserver.

Ezample 3: If you like to use active FTP directly from flidl (perhaps with the help of the ftp
program from the Tools-package) the firewall has to be prepared, this time in the OUTPUT-chain
by using the array PF_output_CT_%:

PF_OUTPUT_CT_N="'1"
PF_QUTPUT_CT_1='tmpl:ftp HELPER:ftp'

This rule is not necessary if FTP_PF_ENABLE_ACTIVE='yes' is used — see the documentation
for the £tp-OPT in the tools-package.
Following is an overview over the existing conntrack-helpers:

Helper | Explanation

ftp File Transfer Protocol
h323 H.323 (Voice over IP)
irc Internet Relay Chat

pptp PPTP Masquerading (By the use of this mod-
ule it is possible to run more than one PPTP-
Client behind the fli4] router at the same time.)

sip Session Initiation Protocol

sane SANE Network Procotol

snmp Simple Network Management Protocol
tftp Trivial File Transfer Protocol

Table 3.8.: Available Conntrack Helpers In The Packet Filter

Here is an overview over the variables to configure:

PF_PREROUTING_CT_ACCEPT_DEF If this variable is set to ‘yes’, default rules are
generated that are necessary for proper functioning of the router. By default, you should
use ‘yes’ here.

PF_PREROUTING_CT_N PF_PREROUTING_CT_x PF_PREROUTING_CT_x_COMMENT
List of rules that describe which incoming packets are associated with conntrack helpers
by the router.

PF_OUTPUT_CT_ACCEPT_DEF If this variable is set to ‘yes’, default rules are generated
that are necessary for proper functioning of the router. By default, you should use ‘yes’
here.

PF_OUTPUT_CT_N PF_OUTPUT_CT_x PF_OUTPUT_CT_x_COMMENT
List of rules that describe which packets generated on the router are associated with
conntrack helpers by the router.
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3.12. Domain configuration

Windows PCs exhibit a somewhat annoying behaviour: If a DNS server is needed and config-
ured at the Windows system, the server is queried regularly (every five minutes) — even if you
don’t work at the PC!

If you configured an Internet DNS server at your Windows PC, your next bill might become
quite expensive :-(

If you don’t already run a DNS server in your LAN, this problem can be solved by enabling
the DNS server of your flidl router. The DNS server software used is DNSMASQ.

Before you start configuring your DNS, however, you should give careful consideration to
the domain name and the names of the PCs in your network. The domain name you use will
not be visible in the Internet. Therefore, you are free to choose any domain name you like.

Additionally, each of your PCs in the LAN has to have a name assigned. These names have
to be known by the fli4l router.

DOMAIN_NAME Default Setting: DOMAIN_NAME=’lan.f1i41’
You can freely choose any domain name as this local domain is not visible in the Inter-
net. However, you should avoid choosing a name that may exist in the Internet (e.g.
somewhat.com) because you won’t be able to access that Internet domain.
DNS_FORWARDERS Default Setting: DNS_FORWARDERS="

This variable contains the address of your Internet provider’s DNS server if you want
your flidl router to route Internet traffic. The flidl router will forward all DNS queries
which it is not able to answer on its own to the address in this variable.

You can specify more than one DNS forwarder by separating the addresses by blanks.

If more DNS server are specified, they will be queried in the order given by the config-
uration file, meaning the second will only be used in case that the first server does not
return a valid answer and so on.

It is also possible to specify a port number for each DNS forwarder address which is then
to be separated from the address by a colon. However, in this case it is required to set
OPT_DNS="yes’ (Page 104) (Package dns dhcp (Page 103)), and you are not allowed to
use any of the various *_USEPEERDNS options.

Beware: Even if
o PPPOE_USEPEERDNS (Page 196),
o ISDN_CIRC_x_USEPEERDNS (Page 157) or
o DHCPCLIENT_x_USEPEERDNS (Page 115)

are set to ‘yes’, you need to fill this variable with a valid DNS server address as otherwise
no DNS resolution will be possible directly after the router has booted.

Exception: If you use flidl as a local router without a connection to the Internet or other
(company) networks with DNS servers, you should set this variable to ‘127.0.0.1" in order
to disable DNS forwarding completely.

HOSTNAME_IP (optional)

This variable can optionally specify to which network 'IP_ NET x’ the hostname set by
HOSTNAME is bound.
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HOSTNAME_ALIAS_N (optional)

Number of additional alias host names for the router.

HOSTNAME_ALIAS_x (optional)

Additional alias host name for the router.

3.13. imond configuration

OPT_IMOND Default setting: OPT_IMOND=’no’

OPT_IMOND controls whether to start the imond server or not. The imond server is respon-
sible for monitoring/controlling the fli4l router and for the so-called least cost routing.
You can find a detailed description of the Client/Server interface imond (Page 268) in a
separate appendix.

Important: The least cost routing funtionality of flidl can only be used when imond is
running. Time-based switching of connections is impossible without imond!

Starting with version 1.5, imond is mandatory for ISDN and DSL routing. In this case
you have to set OPT_IMOND=’yes’ If you use flidl as a router between LANSs only, you
should set OPT_IMOND='no’.

IMOND_PORT The TCP/IP port where imond should wait for connections. You shouldn’t
change the default value ‘5000’ unless in very exceptional cases.
IMOND_PASS Default setting: IMOND_PASS="

This variable can be used to set a user password for imond. If a client connects to imond
at port 5000, imond expects the client to provide this password before processing any
requests, with the exception of the commands “quit”, “help”, and “pass”. If you leave
IMOND_PASS empty, no password is necessary.

The variables
o IMOND_ENABLE (Page 73),
o IMOND_ DIAL (Page 73),
o« IMOND_ROUTE (Page 73), and
o IMOND_REBOOT (Page 73)

control whether providing the user password is sufficient to execute the control commands
like Dial, Hangup, Reboot, or Changing the Default Route, or whether you need a special
admin password for these requests (see below).

IMOND_ADMIN_PASS Default setting: IMOND_ADMIN_PASS="

Using the Admin Passwords the client receives all the rights and can thus use all control
functions of the server imond — regardless of the content of the variables IMOND_ENABLE,
IMOND_DIAL etc. If you leave IMOND_ADMIN_PASS empty, the user password is sufficient to
gain all rights!

IMOND_LED The imond server is able to display the router’s online/offline state via a LED.
This LED is connected to a serial port as follows:

25 pin connector:

72



3. Base configuration

The LED is on if an ISDN or DSL connection is established, otherwise it is off. If you
want this the other way round you have to reverse the polarity of the LED. You can
reduce the dropper resistor down to 470 ohm if the LED is lit too dimly.

It is also possible to use two different coloured LEDs. In this case you have to connect
the second LED together with a dropper resistor between DTR and GND too, but with
reversed polarity. Then either the first or the second LED will be lit depending on the
router’s state. Another possibility is to use a DUO LED (two-coloured, three pins).

Currently, the serial port’s RTS pin behaves exactly as the DTR pin. You could even
attach a third LED for displaying the online/offline state. However, this behaviour may
change in the future.

The variable IMOND_LED has to be set to the name of the serial port to where the LED
is attached; possible values are ‘coml’, ‘com2’; ‘com3’, and ‘com4’. Leave the variable
empty if you don’t use an LED.

IMOND_BEEP If setting IMOND_BEEP=yes’, imond will emit a two-tone sound over the PC
speaker whenever the router’s state changes from offline to online and the other way
round. In the first case, the higher tone follows the lower one. In the second case, the
higher tone is emitted before the lower one.

IMOND_LOG Default setting: IMOND_LOG=’no’

You can set IMOND_LOG="yes’ in order to log connections in the file /var/log/imond.log.
This file can be copied i.e. by scp to another host e.g. for statistical purposes. However,
using scp requires you to install and configure the sshd package appropriately.

The structure of the log file entries is described in Table 3.9.

The costs are denoted in Euro. These values are only meaningful if you correctly define
the corresponding circuit variables ISDN_CIRC_x_TIMES (Page 163).

IMOND_LOGDIR If the imond log is activated, this variable can be used to choose an alter-
native log directory instead of the default /var/log, e.g. /boot. This is useful in order to
make the log persistent on the boot medium. However, this requires the boot medium
to be mounted read/write.

The default value is ’auto’ which lets the fli4l router to determine the storage location au-
tomatically. Depending on further configuration, the storage path is /boot /persistent /base
or some other path determined by the FLI4L,_ UUID variable. If neither FLI4L_UUID
is set nor /boot is mounted read/write, the log file can be found under /var/run.

IMOND_ENABLE IMOND_DIAL IMOND_ROUTE IMOND_REBOOT These variables make
certain imond commands available in user mode (enabling/disabling the ISDN interface,
dialing /hanging up, changing the default route, rebooting the router).

Default settings:
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Table 3.9.: Structure of Imond log files

Entry Meaning

Circuit the name of the circuit for which the entry has been created
Start time the date and time of dialing this circuit

Stop time the date and time of hanging up this circuit

Online time  the time this circuit was online

Billed time the time for which the provider will charge you (depends on the timing)

Costs the costs the provider will charge to your account

Bandwidth the bandwidth used, separated into “in” and “out” (“in” coming first), pre-
sented as two unsigned integer numbers for which the following applies: Band-

width =
4GiB % <first number> + <second number>

Device the device used for communication

Invoice pulse the invoice pulse used by the provider for charging (taken from the circuit
configuration)

Call charge the fee charged per invoice pulse (taken from the circuit configuration)

IMOND_ENABLE='yes'
IMOND_DIAL='yes'
IMOND_ROUTE="'yes'
IMOND_REBOQOT="'yes'

All other features of imond’s Client-Server interface are described in a separate chapter
(Page 268).

3.14. General circuit configuration

IP_DYN_ADDR If you use connections with dynamic IP address assignment, you need to set
IP_DYN_ADDR to ‘yes’, otherwise to ‘no’. Most Internet providers use dynamic IP address
assignment.

Default setting: IP_DYN_ADDR='yes’
DIALMODE f{li4l’s default dial mode is ‘auto’, i.e. flidl dials automatically if an IP packet has
to be routed to an IP address outside the LAN. However, you may also set the dial mode

to ‘manual’ or ‘oftf’. In these cases, dialing to establish a connection is only possible using
the imonc client or the Web-Interface.

Default setting: DIALMODE="auto’
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Besides the BASE installation there are also packages. Each package contains one or more
“OPTs” ! which can be installed in addition to the base installation. Some of the OPTs are part
of the BASE package, other have to be downloaded separately. The download site (http://
www.f1i41.de/en/download/stable-version/) gives an overview over the packages provided by
the fli4l team, the OPT database (http://extern.f1i41.de/f1i41_opt-db3/) contains packages
offered by other authors. In the following, we describe the packages supplied by the fli4l team.

4.1. Tools In The Package 'Base’

The following OPTs are contained in the BASE package:

Name Description

OPT_SYSLOGD Tool for logging system messages (Page 75)

OPT_KLOGD Tool for logging kernel messages (Page 77)

OPT_LOGIP Tool for logging WAN IP addresses (Page 77)

OPT_Y2K Date correction utility for systems that are not Y2K-safe (Page 77)
OPT_PNP Installation of ISAPnP tools (Page 78)

OPT_HOTPLUG_PCI  Aktivating PCI hotplugging (Page 79)

4.1.1. OPT_SYSLOGD - Logging system messages

Many programs use the Syslog interface to log messages. If you want to see these messages on
your fli4l console you have to start the syslogd daemon.

Setting OPT_SYSLOGD to ‘yes’ enables debugging messages, ‘no’ disables them.

See also ISDN_CIRC_x_DEBUG (Page 162) and PPPOE_DEBUG (Page 196).

Default Setting: OPT_SYSLOGD='no’

SYSLOGD_RECEIVER SYSLOGD_RECEIVER controls whether fli4l can receive Syslog messages
from other hosts in the network.

SYSLOGD_DEST_N SYSLOGD_DEST_x SYSLOGD_DEST_x describes where the system mes-
sages being received by syslogd should be displayed. Normally, this is fli4l’s console,
hence:

SYSLOGD_DEST_1='*.* /dev/console'’

If you want to log the messages into a file, you can e.g. use:

SYSLOGD_DEST_1='#*.* /var/log/messages'’

Labbreviation for “OPTional module”
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If you have a so-called “log host” in your network you can redirect the Syslog messages
to that host if you supply its IP address.

Beispiel:
SYSLOGD_DEST_1='*.* ©@192.168.4.1'

The “@” sign has to be prepended to the IP address.

If you want the Syslog messages to be delivered to multiple destinations it is necessary
to increase the variable SYSLOGD_DEST_N (number of destinations used) accordingly and
to fill the variables SYSLOG_DEST_1, SYSLOG_DEST_2 etc. with appropriate content.

The syntax “*.*’ directs syslogd to log all messages. However, you are also able to

constrain the messages to be logged for certain destinations by the use of so-called “pri-
orities”. In this case you need to replace the asterisk (*) after the dot (.) by one of the
following keywords:

e debug

 info

e notice

o warning (deprecated: warn)
o err (deprecated: error)

e crit

o alert

o emerg (deprecated: panic)

The items in the list are descending sorted according to severity. The keywords “error”,
“warn”, and “panic” are deprecated—you should not use them anymore.

You can replace the asterisk (*) in front of the dot by a so-called “facility”. However, a
detailed explanation is outside this scope. You can find an overview over the available
facilities at the man page of syslog.conf:

http://linux.die.net/man/5/syslog.conf

In most cases an asterisk is completely sufficient. Example:

SYSLOGD_DEST_1='*.warning @192.168.4.1"'

Windows hosts can serve as log hosts as well as Unix/Linux hosts. You can find links to
adequate software at http://www.£f1i41.de/en/other/links/. Using a log host is strongly
recommended if you want a detailed logging protocol. The protocol is also useful for
debugging purposes. The Windows client imonc also “understands” the Syslog protocol
and is able to display the messages in a window.

Unfortunately, messages generated during the boot process cannot be directed to syslogd.
However, you can configure flidl to use a serial port as a terminal. You can find more
information on this topic in the section Console settings (Page 34).

SYSLOGD_ROTATE You can use SYSLOGD_ROTATE in order to control whether Syslog message
files are rotated once a day, thereby archiving the messages of the last x days.
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SYSLOGD_ROTATE_DIR The optional variable SYSLOGD_ROTATE_DIR lets you specify the
directory where the archived Syslog files should be stored. Leave it empty to use the
default directory /var/log.

SYSLOGD_ROTATE_MAX The optional variable SYSLOGD_ROTATE_MAX lets you specify the
number of archived/rotated Syslog files.

SYSLOGD_ROTATE_AT_SHUTDOWN With the optional variable SYSLOGD_ROTATE_AT_SHUTDOWN
you can disable the rotate of syslog files at shutdown. Please only do this, if your sys-
logfiles are written directly to a destination on a permanent disk.

4.1.2. OPT_KLOGD - Logging kernel messages

Many errors, e.g. a dial-in that failed, are written directly to the console by the Linux kernel.

If you set OPT_KLOGD='yes’, these messages are redirected to the Syslog daemon which can log

them to a file or send them to a log host (see above). This keeps your fli4l console (almost)

clear.

Recommendation: If you use OPT_SYSLOGD="yes’ you should also set OPT_KLOGD to ‘yes’.
Default setting: OPT_KLOGD='no’

4.1.3. OPT_LOGIP - Logging WAN IP addresses

LOGIP logs your WAN IP address to a log file. You activate this logging by setting 0PT_LOGIP
to ‘yes’.
Default setting: 0PT_LOGIP="no’

LOGIP_LOGDIR - Configure directory of log file

The variable LOGIP_LOGDIR contains the directory where the log file should be created or
‘auto’ for autodetect.

Default setting: LOGIP_LOGDIR=’auto’

4.1.4. OPT_Y2K — Date correction for systems that are not Y2K-safe

flidl routers are often assembled from old hardware parts. Older mainboards may have a BIOS
that is not Y2K-safe. This can lead to the situation that setting the system date to the 27th
May 2000 causes the BIOS date to become the 27th May 2094 after a reboot. By the way,
Linux will then show the 27th May 1994 as system date.

Normally the system date reflected by fli4l is not important and should not matter at all.
If you use the LCR (Least Cost Routing) functionality of your flidl router this may very well
play a role.

The reason: The 27th May 1994 was a Friday, the 27th May 2000 in contrast was a Saturday.
And for the weekend there are lower-priced rates or providers, respectively ...

A first solution to that problem is as follows: The BIOS date is changed from the 27th May
2000 to the 28th May 1994 which was a Saturday, too. However, the problem is not solved
completely yet: Not only does flidl use the day of week and the current time for least-cost
routing but it also respects bank holidays.
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Y2K_DAYS - add N days to the system date
Because the BIOS date differs from the actual one by exactly 2191 days, the setting

Y2K_DAYS='2191"

causes the flidl router to add 2191 days to the BIOS date before using it as the Linux
system date The BIOS date is left untouched because otherwise the year would be wrong
(2094 or 1994, resp.) again after the next boot.

There is an additional alternative:

Using a time server, fli4l is able to fetch the current date and time from the Internet. The
package CHRONY (Page ?7) is designed for this purpose. Both settings can be combined. This
is useful as it allows to correct the date via Y2K_DAYS before setting the exact time using the
information from the time server.

If you do not have any problems with Y2K, set OPT_Y2K="no’ and forget it ...

4.1.5. OPT_PNP - Installation of ISAPnP tools

Some ISAPnP adapters have to be configured by the “isapnp” tool. This especially affects
ISDN adapters with a ISDN_TYPE of 7, 12, 19, 24, 27, 28, 30, and 106 — but only if the adapter
is really an ISAPnP adapter.

For proper configuration you have to create the file “etc/isapnp.conf”.

Brief instructions to create this file follow:

o In <config>/base.txt, set 0PT_PNP="yes’ and MOUNT_BOOT="rw’

e boot your flidl — the ISAPnP adapter will most likely not be detected

e Logon to the flidl’s console and type:

pnpdump -c >/boot/isapnp.conf
umount /boot

This saves the ISAPnP configuration to your boot medium.

Continue on your PC (Unix/Linux/Windows):

o Copy the file isapnp.conf from your boot medium to <config> /etc/isapnp.conf

o Edit isapnp.conf and save your changes
The default values can be left unchanged or be replaced by the values proposed. The
relevant lines are shown in the following example:

Start dependent functions: priority acceptable
Logical device decodes 16 bit IO address lines
Minimum I0 base address 0x0160
Maximum IO base address 0x0360
I0 base alignment 8 bytes
Number of IO addresses required: 8
1) (I0 0 (SIZE 8) (BASE 0x0160))
IRQ 3, 4, 5, 7, 10, 11, 12 or 15.
# High true, edge sensitive interrupt (by default)
2) (INT 0 (IRQ 10 (MODE +E

H OH H H HH

+*+
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1) — Here, you can choose the I/O ,BASE*“ address. This address must lie between the
minimum and maximum address and conform to the , base alignment*.
If your system uses more than one ISA adapter, you will have to ensure that there
are no overlaps between address ranges. The address range starts at ,,BASE“ and
ends at ,BASE + Number of IO addresses required*.

2) — Here you can pick an IRQ from the list shown. The IRQs 2(9), 3, 4, 5, and 7 should
be avoided as these IRQs may clash with your serial and parallel interfaces or the
interrupt cascading.

ISA adapters are not able to share IRQs, thus the IRQ you choose here may not be
used elsewhere.

« Put the chosen configuration (IRQ/IO) into <config>/isdn.txt

e In order to let the necessary files be copied to the boot medium, you must set OPT_PNP
to 'yes’ in <config>/base.txt. The variable MOUNT_BOOT can be chosen freely, however.

e Create new boot medium

The automatically generated file contains Unix line endings (LF without CR).
Thus, if you use Notepad under Windows, all content is shown in a single line. In
contrast, the DOS editor “edit” is able to cope with the Unix line endings. When
saved, however, they are changed to DOS line endings (CR+LF).

Workaround:
o start DOS box
o change to the directory <config>/etc
o type: edit isapnp.conf
e edit file and save your changes

After that you can also use Notepad to edit the file.
Under Windows you may also use the Wordpad editor.
The CRs generated by the “edit” tool are filtered when flidl boots and thus do not disturb.
Please try first to get along without using OPT_PNP. If the adapter is not recognized you may
follow the procedure described above.
If you update to a more recent fli4l version, you may reuse the previously created isapnp.conf.
Default setting: OPT_PNP='no’

4.1.6. OPT_HOTPLUG_PCI - Aktivating PCI hotplugging

Specifying 0PT_HOTPLUG_PCI=’yes’ copies some modules to fli4l activating PCI hotplugging and
loads them during the boot process. This enables adding and removing of PCI adapters during
runtime. A suitable PCI hotplug controller has to be used for this functionality.

This option does not have to be activated for adding and removing of virtual devices in
virtualization environments like KVM, those use ACPI mechanisms and ACPI drivers are
activated in the kernel anyway.
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4.2. Kernel 5.4

This chapter documents the available drivers of the Linux kernel in version 5.4, as provided by

the package kernel 5_ 4.

4. Packages

4.2.1. Network adapter drivers

This section lists all network card drivers supported by this kernel. We differentiate between
LAN drivers for wired networks and WLAN drivers for wireless networks. Wireless network

drivers also need the package “wlan” in addition to the base- and this kernel package.

Table 4.1.: Available LAN adapter drivers in Linux 5.4

Bus NET_DRV_x Adapter family
isa 3¢509 3Com Etherlink IIT (3¢509, 3¢509B, 3¢529, 3¢579)
ethernet
isa 3ch15 3Com 3cb515 Corkscrew
pcmcia 3ch74_cs 3Com 3c574 series PCMCIA ethernet
pcmcia 3ch89 cs 3Com 3c¢589 series PCMCIA ethernet
pci 3cH9x 3Com 3c5H9x/3c9Ixx ethernet
pci 8139cp RealTek RTL-8139C+ series 10/100 PCI Ethernet
pci 8139too RealTek RTL-8139 Fast Ethernet
pci acenic AceNIC/3C985/GA620 Gigabit Ethernet
pci alx Qualcomm Atheros(R) AR816x/AR817x PCI-E
Ethernet Network
pci amd-xghe AMD 10 Gigabit Ethernet
pci amd8111e AMDS8111 based 10/100 Ethernet Controller
usb aqelll Aquantia AQtion USB to 5/2.5GbE Controllers
usb asix ASIX AX8817X based USB 2.0 Ethernet Devices
pci atll Atheros L1 Gigabit Ethernet
pci atllc Qualcomm Atheros 100/1000M Ethernet Network
pci atlle Atheros 1000M Ethernet Network
pci atl2 Atheros Fast Ethernet Network
isa atp RealTek RTL8002/8012 parallel port Ethernet
usb atusb ATUSB IEEE 802.15.4
usb ax88179_178a | ASIX AX88179/178A based USB 3.0/2.0 Gigabit
FEthernet Devices
pcmcia axnet_ cs Asix AX88190 PCMCIA ethernet
pci b44 Broadcom 44xx/47xx 10/100 PCI ethernet
pci be2net Emulex OneConnect NIC Driver 12.0.0.0
pci bna QLogic BR-series 10G PCle Ethernet
pci bnx?2 QLogic BCM5706/5708/5709/5716
pci bnx2x Broadcom NetXtreme II BCM57710/ 57711/ 57711E/
57712/ 57712__MF/ 57800/ 57800__MF/ 57810/
57810_MF/ 57840/ 57840__MF

(continued on next page)
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Table 4.1.: Available LAN adapter drivers in Linux 5.4 (continued)

Bus NET_DRV_x Adapter family
pci bnxt_en Broadcom BCMb573xx network
pci cassini Sun Cassini(+) ethernet
usb catc CATC EL1210A NetMate USB Ethernet
usb cde eem USB CDC EEM
usb cdc__ether USB CDC Ethernet devices
usb cde mbim USB CDC MBIM host
usb cdc_nem USB CDC NCM host
usb cdc_ subset Simple ’"CDC Subset’ USB networking links
usb ch9200 QinHeng CH9200 USB Network device
usb cx82310 eth Conexant CX82310-based ADSL router USB ethernet
pci cxgb Chelsio 10Gb Ethernet
pci cxgb3 Chelsio T3 Network
pci cxgb4 Chelsio T4/T5/T6 Network
pci cxgb4vf Chelsio T4/T5/T6 Virtual Function (VF) Network
pci de2104x Intel/Digital 21040/1 series PCI Ethernet
isa dedx5 Digital DE425, DE434, DE435, DE450, DE500
pci defxx DEC FDDIcontroller TC/EISA /PCI
(DEFTA/DEFEA/DEFPA) driver v1.11 2014/07/01
pci dl2k D-Link DL2000-based Gigabit Ethernet Adapter
usb dm9601 Davicom DM96xx USB 10/100 ethernet devices
pci dmfe Davicom DM910X fast ethernet
virtual dummy Dummy Network Interface
pci dwc-xlgmac Synopsys DWC XLGMAC
pci e100 Intel(R) PRO/100 Network
pci €1000 Intel(R) PRO/1000 Network
pci €1000e Intel(R) PRO/1000 Network
pci ec_ bhf
pci ena Elastic Network Adapter (ENA)
pci enic Cisco VIC Ethernet NIC
pci epic100 SMC 83c170 EPIC series Ethernet
pci et131x 10/100/1000 Base-T Ethernet Driver for the ET1310 by
Agere Systems
pci fealnx Myson MTD-8xx 100/10M Ethernet PCI Adapter
pci fm10k Intel(R) Ethernet Switch Host Interface
pcmcia fmvjl8x_cs fmvj18x and compatible PCMCIA ethernet
pci forcedeth Reverse Engineered nForce ethernet
usb gl620a, GL620-USB-A Host-to-Host Link cables
pci gve gVNIC
pci hamachi Packet Engines '"Hamachi’ GNIC-II Gigabit Ethernet
eisa,pci hp100 HP CASCADE Architecture Driver for 100VG-AnyLan
Network Adapters
usb hso USB High Speed Option

(continued on next page)
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Table 4.1.: Available LAN adapter drivers in Linux 5.4 (continued)

Bus NET_DRV_x Adapter family
usb huawei_cdc_ncm | USB CDC NCM host driver with encapsulated protocol
support
pci i40e Intel(R) Ethernet Connection XL710 Network
pci iavf Intel(R) Ethernet Adaptive Virtual Function Network
pci ice Intel(R) Ethernet Connection E800 Series Linux
pci igh Intel(R) Gigabit Ethernet Network
pci ighvf Intel(R) Gigabit Virtual Function Network
pci ige Intel(R) 2.5G Ethernet Linux
usb inth1x1 Intellon usb powerline adapter
usb ipheth Apple iPhone USB Ethernet
pci ixgb Intel(R) PRO/10GbE Network
pci ixgbe Intel(R) 10 Gigabit PCI Express Network
pci ixgbevf Intel(R) 10 Gigabit Virtual Function Network
pci jme JMicron JMC2x0 PCI Express Ethernet
usb kalmia Samsung Kalmia USB network
usb kaweth KL5USB101 USB Ethernet
pci ksz884x KSZ8841/2 PCI network
usb lan78xx LAN78XX USB 3.0 Gigabit Ethernet Devices
isa lance AMD LANCE and PCnet (AT1500, NE2100)
usb lg-v1600 LG-VL600 modem’s ethernet link
usb mes7830 USB to network adapter MCS7830)
pci mlx4_ core Mellanox ConnectX HCA low-level
pci mlx4_en Mellanox ConnectX HCA Ethernet
pci mlx5_ core Mellanox 5th generation network adapters (ConnectX
series) core
pci mlxsw__spectrum | Mellanox Spectrum
pci mlxsw__switchib | Mellanox SwitchIB and SwitchIB-2
pci mlxsw__switchx2 | Mellanox SwitchX-2
pci myrilOge Myricom 10G driver (10GbE)
pci natsemi National Semiconductor DP8381x series PCI Ethernet
isa ne NE1000/NE2000 ISA/PnP Ethernet
pci ne2k-pci PCI NE2000 clone
usb net1080 NetChip 1080 based USB Host-to-Host Links
pci netxen nic QLogic/NetXen (1/10) GbE Intelligent Ethernet
isa ni65 AMD Lance Am7990
pci niu Sun Neptun Ethernet
pcmcia nmclan_ cs New Media PCMCIA ethernet
pci ns83820 National Semiconductor DP83820 10/100,/1000
pci pch__gbe EG20T PCH Gigabit ethernet
pci pcnet32 PCnet32 and PCnetPCI based ethercards
pcmcia pcnet_ cs NE2000 compatible PCMCIA ethernet
usb pegasus Pegasus/Pegasus II USB Ethernet

(continued on next page)
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Table 4.1.: Available LAN adapter drivers in Linux 5.4 (continued)

Bus NET_DRV_x Adapter family

usb plusb Prolific PL-2301/2302/25A1/27A1 USB Host to Host
Link

pci qede QLogic FastLinQ 4xxxx Ethernet

pci qladxxx QLogic ISP3XXX Network Driver v2.03.00-k5

pci qlenic QLogic 1/10 GbE Converged /Intelligent Ethernet

usb qmi_ wwan Qualcomm MSM Interface (QMI) WWAN

pci r6040 RDC R6040 NAPI PCI FastEthernet

usb r8152 Realtek RTL8152/RTL8153 Based USB Ethernet
Adapters

pci r8169 RealTek RTL-8169 Gigabit Ethernet

usb rndis  host USB Host side RNDIS

usb rt18150 rtl8150 based usb-ethernet

pci s2io Neterion 10GbE Server NIC

isa sb1000 General Instruments SB1000

pci sc92031 Silan SC92031 PCI Fast Ethernet Adapter

pci sfc Solarflare network

pci sfc-falcon Solarflare Falcon network

pci sis190 SiS sis190/191 Gigabit Ethernet

pci sis900 SiS 900 PCI Fast Ethernet

pci skfp SysKonnect FDDI PCI adapter

pci skge SysKonnect Gigabit Ethernet

pci sky?2 Marvell Yukon 2 Gigabit Ethernet

isa smec-ultra SMC Ultra/EtherEZ ISA/PnP Ethernet

isa smc9194 SMC’s 9000 series of Ethernet cards

pcmcia smc91c92_ cs SMC 91¢92 series PCMCIA ethernet

usb smsc75xx SMSC75XX USB 2.0 Gigabit Ethernet Devices

pci smsc9420 SMSC LAN9420

usb smsc9hxx SMSC95XX USB 2.0 Ethernet Devices

usb sr9700 SR9700 one chip USB 1.1 USB to Ethernet device from
http://www.corechip-sz.com/

usb sr9800 SR9800 USB 2.0 USB2NET Deyv :
http://www.corechip-sz.com

pci starfire Adaptec Starfire Ethernet

pci stmmac-pci STMMAC 10/100/1000 Ethernet PCI

pci sundance Sundance Alta Ethernet

pci sungem Sun GEM Gbit ethernet

pci sunhme Sun HappyMealEthernet(HME) 10/100baseT ethernet

pci tehuti Tehuti Networks(R) Network

pci tg3 Broadcom Tigon3 ethernet

pci tlan TI ThunderLAN based ethernet PCI adapters

pci tulip Digital 21*4* Tulip ethernet

pci typhoon 3Com Typhoon Family (3C990, 3CR990, and variants)

(continued on next page)
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Table 4.1.: Available LAN adapter drivers in Linux 5.4 (continued)

Bus NET_DRV_x Adapter family
pci uli526x ULi M5261/M5263 fast ethernet
pci via-rhine VIA Rhine PCI Fast Ethernet
pci via-velocity VIA Networking Velocity Family Gigabit Ethernet
Adapter
pci vxge Neterion’s X3100 Series 10GbE PCle I/OVirtualized
Server Adapter
isa wd Western Digital wd8003/wd8013 ; SMC Elite, Elitel6
ethernet
pci winbond-840 Winbond W89c¢840 Ethernet
pcmcia xirc2ps_ cs Xircom PCMCIA ethernet
pci xircom_ ch Xircom Cardbus ethernet
pci yellowfin Packet Engines Yellowfin G-NIC Gigabit Ethernet
usb Zaurus Sharp Zaurus PDA, and compatible products
Table 4.2.: Available WLAN adapter drivers in Linux 5.4
Bus NET_DRV_x Adapter family
pci adm8211 IEEE 802.11b wireless cards based on ADMtek
ADMS211
isa,pci airo Cisco/Aironet 802.11 wireless ethernet cards
pcmcia airo_cs Cisco/Aironet 802.11 wireless ethernet cards
usb arb523 Atheros AR5523 based USB dongles
usb at76cH0x-usb Atmel at76x USB Wireless LAN
pci ath10k_ pci Driver support for Qualcomm Atheros 802.11ac WLAN
PCle/AHB devices
pci athbk bxxx series of Atheros 802.11 wireless LAN cards
usb ath6kl_usb Driver support for Atheros AR600x USB devices
pci ath9k Atheros 802.11n wireless LAN cards
usb ath9k htc Atheros driver 802.11n HT'C based wireless devices
pcmcia atmel_cs Atmel at76c50x 802.11 wireless ethernet cards
pci atmel pci Atmel at76c50x 802.11 wireless ethernet cards
pci b43 Broadcom B43 wireless
pci b43legacy Broadcom B43legacy wireless
pci, usb bremfmac Broadcom 802.11 wireless LAN fullmac
pci brecmsmac Broadcom 802.11n wireless LAN
usb carl9170 Atheros AR9170 802.11n USB wireless
pcmcia hostap_ cs Intersil Prism2-based 802.11 wireless LAN cards (PC
Card)
pci hostap_ pci Intersil Prism2.5-based 802.11 wireless LAN PCI cards

(continued on next page)
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Table 4.2.: Available WLAN adapter drivers in Linux 5.4 (continued)

Bus NET_DRV_x Adapter family
pci hostap_ plx Intersil Prism2-based 802.11 wireless LAN cards (PLX)
pci ipw2100 Intel(R) PRO/Wireless 2100 Network
pci ipw2200 Intel(R) PRO/Wireless 2200/2915 Network
pci iwl3945 Intel(R) PRO/Wireless 3945ABG/BG Network
Connection driver for Linux
pci iwl4965 Intel(R) Wireless WiFi 4965 driver for Linux
pci iwlwifi Intel(R) Wireless WiFi driver for Linux
pcmcia libertas_ cs Marvell 83xx compact flash WLAN cards
usb libertas tf usb | 8388 USB WLAN Thinfirm
virtual | mac80211 hwsim | Software simulator of 802.11 radio(s) for mac80211
usb mt7601u
pci mt7603e
pci mt7615e
pci mt76x0e
usb mt76x0u
pci mt76x2e
usb mt76x2u
pci mwifiex_ pcie Marvell WiFi-Ex PCI-Express Driver version 1.0
usb mwifiex usb Marvell WiFi-Ex USB Driver versionl.0
pci mwl8k Marvell TOPDOG(R) 802.11 Wireless Network
pcmcia orinoco_ cs PCMCIA Lucent Orinoco, Prism II based and similar
wireless cards
pci orinoco_ nortel | wireless LAN cards using the Nortel PCI bridge
pci orinoco__ plx wireless LAN cards using the PL.X9052 PCI bridge
pci orinoco_ tmd wireless LAN cards using the TMD7160 PCI bridge
usb orinoco__usb Orinoco wireless LAN cards using EZUSB bridge
pci pd4pci Prismb54 PCI wireless
usb pH4usb Prism54 USB wireless
pcmcia ray_ cs Raylink/WebGear wireless LAN
usb rndis_ wlan RNDIS based USB Wireless adapters
usb rsi__usb Common USB layer for RSI drivers
pci rt2400pci Ralink RT2400 PCI & PCMCIA Wireless LAN
pci rt2500pci Ralink RT2500 PCI & PCMCIA Wireless LAN
usb rt2500usb Ralink RT2500 USB Wireless LAN
pci rt2800pci Ralink RT2800 PCI & PCMCIA Wireless LAN
usb rt2800usb Ralink RT2800 USB Wireless LAN
pci rt61pci Ralink RT61 PCI & PCMCIA Wireless LAN
usb rt73usb Ralink RT73 USB Wireless LAN
usb rt18187 RTL8187/RTL8187B USB wireless
pci rt18188ee Realtek 8188E 802.11n PCI wireless
pci rt1818x_ pci RTL8180 / RTL8185 / RTL8187SE PCI wireless
pci rt18192ce Realtek 8192C/8188C 802.11n PCI wireless

(continued on next page)
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Table 4.2.: Available WLAN adapter drivers in Linux 5.4 (continued)

Bus NET_DRV_x Adapter family

usb rtl8192cu Realtek 8192C/8188C 802.11n USB wireless

pci rt18192de Realtek 8192DE 802.11n Dual Mac PCI wireless

pci rt18192ee Realtek 8192EE 802.11n PCI wireless

pci rt18192se Realtek 8192S/8191S 802.11n PCI wireless

pci rt18723ae Realtek 8723E 802.11n PCI wireless

pci rt18723be Realtek 8723BE 802.11n PCI wireless

pci rt18821ae Realtek 8821ae 802.11ac PCI wireless

usb rtl8xxxu RTL8XXXu USB mac80211 Wireless LAN

usb sierra_ net USB-to-WWAN Driver for Sierra Wireless modems
pcmcia spectrum__cs Symbol Spectrum24 Trilogy cards with firmware

downloader

usb usb8xxx 8388 USB WLAN

pci wil6210 60g WiFi WIL6210 card
pcmcia wl13501_cs Planet w13501 wireless

usb zd1201 ZyDAS 7ZD1201 based USB Wireless adapters

usb zd1211rw USB driver for devices with the ZD1211 chip

4.3. Advanced Networking

The package ’advanced networking’ provides bonding and bridging capabilities for the fli4l-
router. EBTables (http://ebtables.sourceforge.net/) support can be enabled as well. This
allows to build a transparent packet filter. To all options of the advanced_ networking package
generally applies:

This package is only for users with profund knowledge about networks and
routing.

Very unusual problems can appear especially using EBTables without perfectly knowing the
diverse operational modes of layer 2 and 3. Some filtering rules of the packet filter will work
completely different with EBTables support enabled.

4.3.1. Broadcast Relay - Forwarding of IP Broadcasts

Using a Broadcast Relay, IP broadcasts can surpass interface boundaries. This is necessary
for applications which determine network devices using broadcasts (eg QNAP Finder). Broad-
casts are normally not passed across network boundaries by the router. This problem can be
circumvented by using a broadcast relay.

Within a Broadcast Relay broadcasts are always forwarded to all connected interfaces. This
means that setting up a second Broadcast Relay with interfaces swapped is not necessary. In
addition, multiple broadcast relays including the same interface are not allowed.

OPT_BCRELAY Broadcast Forwarding
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Default: OPT_BCRELAY="no’
Setting ’yes’ here activates the Broadcast Relay package. Specifying ’no’ deactivates
the Broadcast Relay package completely.

BCRELAY_N Default: BCRELAY_N="0’

The number of Broadcast Relays to configure.

BCRELAY_x_IF_N Default: BCRELAY_x_IF_N=’1’

Number of interfaces assigned to this broadcast relay.

BCRELAY_x_IF_x Default: BCRELAY_x_IF_x=" Name of the interface assigned to this broad-
cast relay.

For illustration an example follows where the computer with the application (eg QNAP
Finder) is located in the internal network (connected to eth0) and the NAS is in a different
network (connected to eth1).

OPT_BCRELAY='yes'
BCRELAY N='1'
BCRELAY_1_IF_N='2'
BCRELAY_1_IF_1='ethO'
BCRELAY_ 1_IF_2='ethl'

4.3.2. Bonding - Combining Several Network Interface Cards In One Link

Bonding refers to joining at least two network interface cards into one link. The cards even
may be of different type (ie 3Com and Intel) or speed (ie 10 Mbit/s or 100 Mbit/s). You can
either connect linux computers directly or connect to a network switch using bonding. In this
way a 200 Mbit/s full duplex connection from a flil4-router to a switch can be used without
much effort. Everyone interested in using bonding should have read the documentation in the
kernel directory (bonding.txt). The names of the bonding settings largely correspond to the
names used there.

OPT_BONDING_DEV Default: 0PT_BONDING_DEV=’no’

’yes’ activates the bonding package, 'no’ deativates the bonding package completely.

BONDING_DEV_N Default: BONDING_DEV_N=’0’

Number of bonding devices to be configured.

BONDING_DEV_x_DEVNAME Default: BONDING_DEV_x_DEVNAME="

Name of the bonding device to be created. It should consist of the prefix ’bond’ and a
trailing number with out a leading ’0. The numbers of the bonding devices don’t have
to start with 0’ and need not be consecutive. Possible values could be ’bond(’, ’bond&’
or ’bond99’.

BONDING_DEV_x_MODE Default: BONDING_DEV_x_MODE="

Specifies the bonding method. Default is round-robin ’balance-rr’. Possible values are
listed below:
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balance-rr Round-robin method: Submit sequentially over all slaves from the first to the
last. This method provides both load balancing and fault tolerance.

active-backup Active backup: Only one slave in the bond is active. The other slaves are
activated only when the active slave fails. The MAC address of the bond is only
visible on one port (network adapter) so it does not confuse the switch. This mode
provides fault tolerance.

balance-xor XOR method: Submit based on the formula [ (Source-MAC-address XOR
destination-MAC-address) modulo the number of slaves]. This ensures that the
same slave always is used for the same destination-MAC-address. This method
provides both load balancing and fault tolerance.

broadcast Broadcast method: Transmits everything on all slave devices. This mode
provides fault tolerance.

802.3ad IEEE 802.3ad dynamic link aggregation. Creates aggregation groups that share
the same speed and duplex settings. Transmits on all slaves in the active aggregator.

Requirements:

e ethtool support in the base device driver to retrieve speed and duplex status
for each device.

e a switch that supports dynamic IEEE 802.3ad connection aggregation.

balance-tlb Adaptive load balancing for outgoing data: channel bonding that does not
need any special features in the switch. The outgoing network traffic is distributed
on each slave according to the current load. Incoming network traffic is received
by the current slave. If the receiving slave fails, another slave takes over the MAC
address of the slave gone down.

Requirements:

e ethtool support in the base device driver to retrieve speed and duplex status
for each device.

balance-alb Adaptive load balancing: includes both balance-tlb, and inbound load bal-
ancing (rlb) for IPV4 traffic and needs no special requirements on the Switch. Load
Balancing for incoming traffic is achieved through ARP requests. The bonding
driver catches ARP responses from the server on their way outside and overrides
the source hardware address with the unique hardware address of a slave in the
bond. This way different clients use different hardware addresses for the server.

Incoming traffic from connections created by the server will also be balanced. If the
server sends ARP requests, the bonding driver copies and stores the client IP from
the ARP. At the time the ARP response of the client arrives the bonding driver
determines its hardware address and creates an ARP reply to this client assigning
a client in the bond to it. A problematic effect of ARP arrangements for load
balancing is that every time an ARP request is sent the hardware address of the
bond is used. Clients learn the hardware address of the bond and the incoming
traffic on the current slave collapses. This fact is countered in a way that updates
(ARP Replies) to all clients will be sent to their respective hardware addresses so
that the traffic is divided again. Incoming traffic will be newly allocated even when a
new slave is added to the bonding or an inactive slave is re-activated. The receiving
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load is distributed sequentially (round robin) in the group of the slave with the
largest network speed in the bond.

When a connection is restored or a new slave joins the bond incoming traffic will be
distributed anew to all active Slaves in the bond by sending ARP replies with the
selected MAC addresses to each client. The parameter 'updelay’ must be set to a
value greater than or equal to the forwarding delay of the switch in order to avoid
blocking of ARP responses to clients.

Requirements:

e ethtool support in the base device driver to retrieve speed and duplex status
for each device.

e support in the base device driver to set the hardware address even when the de-
vice is open. This is neccessary for granting that at every time at least one slave
in the bond is carrying the hardware address of the bond (curr_ active_ slave)
although every slave in the bond has its own unique hardware address. If
curr__active_ slave fails its hardware address will simply be replaced with a new
one.

BONDING_DEV_x_DEV_N Default: BONDING_DEV_x_DEV_N=’0°

Specifies the number of physical devices the bond consists of. E.g. for a bond between
‘eth0’ and ’eth1’ (two eth-devices) ’2’ has to be entered.

BONDING_DEV_x_DEV_x Default: BONDING_DEV_x_DEV_x="

The name of a physical device which belongs to this bonding device. An example would
be the value ’eth(’. Please note that a physical device that you use for a bond can’t be
used for anything else. So you can’t use it additionally for a DSL modem, a bridge, a
VLAN or inclusion in base.txt.

BONDING_DEV_x_MAC Default: BONDING_DEV_x_MAC="

This setting is optional and can also be completely omitted.

A bonding device defaults to the MAC address of the first physical device which is used
for bonding. If you do not want this it is possible to specify a MAC address the bonding
device should use here.

BONDING_DEV_x_MIIMON Default: BONDING_DEV_x_MIIMON=’100’

This setting is optional and can also be completely omitted.

Specifies the interval (in milliseconds) in which the individual connections of a bonding
device are checked for their link status. The link status of each physical device in the
bond will be checked every x milliseconds. Setting this to 0’ will disable the miimon
monitoring.

BONDING_DEV_x_USE_CARRIER Default: BONDING_DEV_x_USE_CARRIER=’yes’

This setting is optional and can also be completely omitted.

If the link status check by miimon (see above) is enabled this setting can specify the
function performing the check.
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o ’yes’: netif carrier ok() function
e ’no: direct calls to MII or ethtool ioctl() System calls
The netif carrier__ok() method is more efficient, but not all drivers do support this
method.
BONDING_DEV_x_UPDELAY Default: BONDING_DEV_x_UPDELAY=’0’

This setting is optional and can also be completely omitted.

The value of this setting multiplied by the setting of BONDING_DEV_x_MIIMON specifies the
time a in which a connection of bonding devices is activated after the corresponding link
(for example ’eth0’) is up. This way the connection of the bonding device is activated
until the link status switches to "not connected".

BONDING_DEV_x_DOWNDELAY Default: BONDING_DEV_x_DOWNDELAY=’0’

This setting is optional and can also be completely omitted.

The value of this setting multiplied by the setting of BONDING_DEV_x_MIIMON specifies the
time a in which a connection of bonding devices is deactivated if the appropriate link (iE
an eth-device) fails. This will deactivate the connection of a bonding device temporarily
until the link status is back to 'active’.

BONDING_DEV_x_LACP_RATE Default: BONDING_DEV_x_LACP_RATE=’slow’
This setting is optional and can also be completely omitted.
Specifiy how often link informations are exchanged between the link partners (for example
a switch or another linux PC) if BONDING_DEV_x_MODE=" is set to '802.3ad"
e ’slow’: every 30 seconds

o ’fast’: each second.

BONDING_DEV_x_PRIMARY Default: BONDING_DEV_x_PRIMARY="
This setting is optional and can also be completely omitted.

Specify primary output device if mode is set to ’active-backup’ This is useful if the
various devices have different speeds. Provide a string (for example ’eth0’) for the device
to be used primarily. If a value is entered and the device is online it will be used as the
first output medium. Only if the device is offline another device will be used. If a failure
is detected a new standard output medium will be chosen. This comes in handy if one
slave has priority over another, for example if a slave is faster than another (1000 Mbit/s
versus 100 Mbit/s). If the 1000 Mbit/s slave fails and later gets back up it may be of
advantage to set the faster slave active again without having to cause a fail of the 100
Mbit /s slave artificially (for example by pulling the plug).

BONDING_DEV_x_ARP_INTERVAL Default: BONDING_DEV_x_ARP_INTERVAL=’0’

This setting is optional and can also be completely omitted.

The interval in which IP-addresses specified in BONDING_DEV_x_ARP_IP_TARGET_x are checked
by using their ARP responses (in milliseconds). If ARP monitoring is used in load-
balancing mode (mode 0 or 2) the switch should be adjusted to distribute packets to
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all connections equally (for example round robin). If the switch is set to distribute the
packets according to the XOR method all responses of the ARP targets will arrive on
the same connection which could cause failure for all team members. ARP monitoring
should not be combined with miimon. Passing 0’ will disable ARP monitoring.

BONDING_DEV_x_ARP_IP_TARGET_N Default: BONDING_DEV_x_ARP_IP_TARGET_N="
This setting is optional and can also be completely omitted.

The number of IP-addresses which are used for ARP checking. A maximum of 16 IP-
addresses can be checked.

BONDING_DEV_x_ARP_IP_TARGET_x Default: BONDING_DEV_x_ARP_IP_TARGET_ x="
This setting is optional and can also be completely omitted.

If BONDING_DEV_x_ARP_INTERVAL is > 0, specify one IP address which is used as the target
for ARP requests to evaluate the quality of the connection. Enter values using format
'ddd.ddd.ddd.ddd’. To get ARP monitoring to work at least one IP address has to be
given here.

4.3.3. VLAN - 802.1Q Support

Support for 802.1Q VLAN is reasonable only in conjunction with using appropriate switches.
Port-based VLAN switches are not suitable. A general introduction to the subject VLAN can
be found at http://en.wikipedia.org/wiki/IEEE_802.1Q. At http://de.wikipedia.org/wiki/
VLAN some additional information can be found.

Please note that not any network card can handle VLANs. Some can not handle VLANSs at
all, others require a matching MTU and few cards work without any problems. The author of
the advanced_ networking package uses Intel network cards with the €100’ driver without any
problem. MTU adjustment is not necessary. 3COM’s ’3¢59x’ driver requires MTU adjustment
to 1496 otherwise the card won’t work correctly. The ’starfire’ driver does not work properly if
a VLAN device is added to a bridge. In this case no packets can be received. Those who want
to work with VLANSs should ensure that the respective Linux NIC drivers support VLANs
correctly.

OPT_VLAN_DEV Default: 0PT_VLAN_DEV=’no’
’yes’ activates the VLAN package, ’no’ deactivates it.

VLAN_DEV_N Default: VLAN_DEV_N="
Number of VLAN devices to configure.

VLAN_DEV_x_DEV Default: VLAN_DEV_x_DEV="
Name of the device connected to a VLAN capable switch (iE ’eth0’, *br1’, ’eth2’...).

VLAN_DEV_x_VID Default: VLAN_DEV_x_VID="

The VLAN ID for which the appropriate VLAN device should be created. The name
of the VLAN device consists of the prefix ’ethX’ and the attached VLAN ID (without
leading ’0’). For example '42’ creates a VLAN device ’eth0.42’ on the flidl-router.
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VLAN devices on the flidl-router are always named ’<device>.<vid>". So if you have an eth-
device connected to a VLAN-capable switch and you want to use VLANs 10, 11 and 23 on the
flidl-router you have to configure 3 VLAN devices with the eth-device as VLAN_DEV_x_DEV=’ethX’
and the respective VLAN ID in VLAN_DEV_x_VID=". Example:

OPT_VLAN_DEV='yes'

VLAN DEV_N='3'

VLAN DEV_1_DEV='ethO'

VLAN_DEV_1 VID='10' # will create device: eth0.10
VLAN_DEV_2 DEV='eth0'

VLAN_DEV_2_VID='11' # will create device: eth0.11
VLAN_DEV_3_DEV='ethO'

VLAN_DEV_3_VID='23"' # will create device: eth0.23

Please always remember to check the MTU of all units involved. Caused by the
VLAN header the frames will be 4 bytes longer. If necessary the MTU must be
changed to 1496 on the devices.

4.3.4. Device MTU - Adjusting MTU Values

In rare circumstances it may be necessary to adjust the MTU of a device. E.G. some not 100%
VLAN-compatible network cards need to adjust the MTU. Please remember that few network
cards are capable of processing Ethernet frames larger than the 1500 bytes!
DEV_MTU_N Default: DEV_MTU_N="

This setting is optional and can also be completely omitted.

Number of devices to change their MTU settings.
DEV_MTU_x Default: DEV_MTU_x="

This setting is optional and can also be completely omitted.

Name of the device to change its MTU followed by the MTU to be set. Both statements
have to be separated by a space. To set a MTU of 1496’ for ’eth0’ enter the following:

DEV_MTU N='1"
DEV_MTU_1='ethO 1496

4.3.5. BRIDGE - Ethernet Bridging for fli4l

This is a full-fledged ethernet-bridge using spanning tree protocol on demand. For the user
the Computer seems to work as a layer 3 switch on configured ports.
Further information on bridging can be found here:

e Homepage of the Linux Bridging Project:
http://bridge.sourceforge.net/

e The detailed and authoritative description of the bridging standards:
http://standards.ieee.org/getieee802/download/802.1D-2004.pdf.
(Mainly informations from page 153 on are interesting. Please note that the Linux
bridging code is working according to standards from 1998, allowing only 16 bit Values
for pathcost as an example.)
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e (alculation of different timing values for the spanning tree protocol:
http://www.dista.de/netstpclc.htm

e See how STP is working by looking at some nice examples:
http://web.archive.org/web/20060114052801/http://www.zyxel.com/support/supportnote/
ves1012/app/stp.htm

OPT_BRIDGE_DEV Default: 0PT_BRIDGE_DEV=’no’

’yes’ activates the bridge package, ’no’ deactivates it.

BRIDGE_DEV_BOOTDELAY Default: BRIDGE_DEV_BOOTDELAY="yes’

This setting is optional and can also be completely omitted.

As a bridge needs at least 2 x BRIDGE_DEV_x_FORWARD_DELAY in seconds to become active
this period has to be waited if devices are needed at the startup of the flidl-router. As
an example consider sending syslog messages or dialing in via DSL. If the entry is set
to ’yes’ 2 X BRIDGE_DEV_x_FORWARD_DELAY is waited automatically. If the bridges are
not required at startup-time ’no’ should be set to accelerate the startup process of flidl
router.

BRIDGE_DEV_N Default: BRIDGE_DEV_N="1"

The number of independent bridges. Each bridge has to be considered completely iso-
lated. This applies in particular for the setting of BRIDGE_DEV_x_STP. There will be created
one virtual device by the name of ’>br<nummer>’ per bridge.

BRIDGE_DEV_x_NAME Default: BRIDGE_DEV_x_NAME="

The symbolic name of the bridge. This name can be used by other packages in order to
use the bridge regardless of its device name.

BRIDGE_DEV_x_DEVNAME Default: BRIDGE_DEV_x_DEVNAME="

Each bridge device needs a name in the form of ’br<number>’. <number> can be a
number between 0’ and ’99’ without leading ’0". Possible entries could be *br0’, *br9’
or *br42’. Names can be chosen arbitrary, the first bridge may be *br3’ and the second
’br0’.

BRIDGE_DEV_x_DEV_N Default: BRIDGE_DEV_x_DEV_N=’0’

How many network devices belong to the bridge? The count of devices that should be
connected to the bridge. It can even be ’0’ if the bridge is only a placeholder for an
IP-address that should be taken over by a VPN-tunnel connected to the bridge.

BRIDGE_DEV_x_DEV_x_DEV Specifies which device can be connected to the bridge. You
can fill in an eth-device (ie ’eth0’), a bonding device (iE *bond0’) or also a VLAN-device
(iE *vlan11’). A device connected here may not be used in other places and is not allowed
to get an IP-address assigned.
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BRIDGE_DEV_1 _DEV_N='3"
BRIDGE_DEV_1 DEV_1 _DEV='eth0.11' #VLAN 11 on ethO
BRIDGE_DEV_1_DEV_2 DEV='eth2'
BRIDGE_DEV_1_DEV_3_DEV='bond0'

BRIDGE_DEV_x_AGING Default: BRIDGE_DEV_x_AGING="300’
This setting is optional and can also be completely omitted.

Specifies the time after which old entries in the bridges’ MAC table will be deleted. If in
this amount of time in seconds no data is received or transmitted by the computer with
the network card the corresponding MAC address will be deleted in the bridges” MAC
table.

BRIDGE_DEV_x_GARBAGE_COLLECTION_INTERVAL
Default: BRIDGE_DEV_x_GARBAGE_COLLECTION_INTERVAL=’4’
This setting is optional and can also be completely omitted.
Specifies the time after which ,,garbage collection* will be done. All dynamic entries will
be checked. Entries not longer valid and outdated will get deleted. In particular old
invalid connections will be deleted.

BRIDGE_DEV_x_STP Default: BRIDGE_DEV_x_STP="no’
This setting is optional and can also be completely omitted.

Spanning tree protocol allows to manage multiple connections to different switches. This
results in redundancy ensuring network functionality in case of line failures. Without the
use of STP redundant lines between switches aren’t possible and networking may fail.
STP tries to use the fastest connection between two switches. This way even connections
with different speeds are reasonable. You may iE use a 1 Gbit/s connection as main and
a second 100 Mbit/s as a fallback.

A good source of background informations can be found here:
http://en.wikipedia.org/wiki/Spanning_ Tree_Protocol.

BRIDGE_DEV_x_PRIORITY Default: BRIDGE_DEV_x_PRIORITY="
This setting is optional and can also be completely omitted.
Only valid if BRIDGE_DEV_x_STP=’yes’ is set!

Which priority has this bridge? The bridge with the lowest priority wins the main bridge
election. Each bridge should have a different priority. Please note that the bridge with
the lowest priority should also have the biggest available bandwith because in addition
to the complete data traffic control packets will be sent by it every 2 seconds. (See also:
BRIDGE_DEV_x_HELLO)

Valid Values are from ’0’ to ’61440’ in steps of 4096.

BRIDGE_DEV_x_FORWARD_DELAY Default: BRIDGE_DEV_x_FORWARD_DELAY=’15’
This setting is optional and can also be completely omitted.

Only valid if BRIDGE_DEV_x_STP=’yes’ is set!
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If one connection of the bridge was deactivated or if a connection is added to the bridge it
takes the given time in seconds x 2 until the connection can send data. This parameter
is crucial for the time the bridge needs to recognize a dead connection. The time period
is calculated in seconds with this formula:

BRIDGE_DEV_X_MAX_MESSAGE_AGE+(2 X BRIDGE_DEV_X_FORWARD_DELAY)

In standard values this means: 20 + (2 x 15) = 50 seconds. The time to recognize a dead

connection can be minimized if BRIDGE_DEV_x_HELLO is set to 1 second and BRIDGE_DEV_x_FORWARD_DELAY

is set to 4 seconds. In addition BRIDGE_DEV_x_MAX_MESSAGE_AGE has to set to 4 seconds.

This leads to: 4 + (2 x 4) = 12 seconds. This is as fast as it can get.
BRIDGE_DEV_x_HELLO Default: BRIDGE_DEV_x_HELLO=’2’

This setting is optional and can also be completely omitted.

Only valid if BRIDGE_DEV_x_STP=’yes’ is set!

The time mentioned in BRIDGE_DEV_x_HELLO is the time in seconds in which the so-called

"Hello-message’ is sent by the main bridge. These messages are necessary for STP’s

automatic configuration.
BRIDGE_DEV_x_MAX_MESSAGE_AGE Default: BRIDGE_DEV_x_MAX_MESSAGE_AGE=’20"’

This setting is optional and can also be completely omitted.

Only valid if BRIDGE_DEV_x_STP=’yes’ is set!

The maximum time period the last "Hello-message’ stays valid. If no new "Hello-message’

is received during this period a new main bridge election will be triggered. This is why

this value should never be lower than 2 x BRIDGE_DEV_x_HELLO.
BRIDGE_DEV_x_DEV_x_PORT_PRIORITY Default: BRIDGE_DEV_x_DEV_x_PORT_PRIORITY=’128’

This setting is optional and can also be completely omitted.

Only valid if BRIDGE_DEV_x_STP=’yes’ is set!

Only relevant if multiple connections with the same BRIDGE_DEV_x_DEV_x_PATHCOST have
the same destination. If this is the case the connection with lowest priority will be chosen.

Valid values are '0’ to 240’ in steps of '16".

BRIDGE_DEV_x_DEV_x_PATHCOST Default: BRIDGE_DEV_x_DEV_x_PATHCOST="100’
This setting is optional and can also be completely omitted.
Only valid if BRIDGE_DEV_x_STP=’yes’ is set!

Indirectly specifies the bandwidth for this connection. The lower the value the higher is
the bandwidth and therefore the connection gets a higher priority.

The calculation base proposed is 1000000 kbit/s which leads to the traffic costs listed in
table 4.3. Please note to use the actual usable bandwidth in the formula when calculating.
As a result this leads to significantly lower values than you would expect, especially on
wireless lan.

Note: The current IEEE standard from 2004 uses 32 bit numbers for bandwidth calcu-
lation which is not supported on Linux yet.
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Bandwidth | Setting of BRIDGE_DEV_x_DEV_x_PATHCOST
64 kbit/s | 15625
128 kbit /s | 7812
256 kbit/s | 3906
10 Mbit/s | 100
11 Mbit/s | 190
54 Mbit/s | 33
100 Mbit/s | 10
1 Gbit/s | 1

Table 4.3.: Values for BRIDGE DEV x DEV x PATHCOST as a function of bandwidth

4.3.6. Notes

A bridge will forward any type of Ethernet data - thus e.g. a regular DSL modem can be used
over WLAN as if it had a WLAN interface. No packets that pass the bridge will be examined
for any undesirable activities (ie the fli4l packet filter is not active!). Use only after careful
consideration of security risks (ie as a WLAN access point). There is also the possibility to
activate EBTables support however.

4.3.7. EBTables - EBTables for fli4l

As of Version 2.1.9 flidl has rudimental EBTables support. By setting OPT_EBTABLES=’yes’
EBTables support will get activated.

This means that all ebtables kernel modules get loaded and the ebtables program on the
flidl-routers will get available. In contrast to the much simplified netfilter configuration through
the different filter lists of fli4l it then is necessary to write an ebtables script of your own. This
means you have to write the complete ebtables script yourself.

For background informations about EBTables support please read the EBTables documen-
tation at http://ebtables.sourceforge.net.

There is the possibility of issuing ebtables commands on the router before and after setting
up the netfilter (PF_INPUT_x, PF_FORWARD_x etc). To do so, create the files ebtables.pre und
ebtables.post in the directory config/ebtables. Ebtables.pre will get executed before and ebta-
bles.post after configuring the netfilter. Please remember that an error in the ebtables scripts
may interrupt the boot process of the flidl-router!

Before using EBTables you should definitely read the complete documentation.
By using EBTables the complete behavior of the router may change! Especially
filtering by mac: in PF__ FORWARD will not work as before.

Have a look at this page giving a small glimpse about how the the ebtables support works:
http://ebtables.sourceforge.net/br_fw_ia/br_fw_ia.html.

4.3.8. SWITCH - Switch configuration

This OPT allows for configuration of a switch built into the fli4l hardware. Some platforms
like the Banana Pi R-1 provide more network ports, grouped internally to a switch. Only by
an appropriate switch configuration the individual network ports (or groups thereof) can be
assigned to individual networks (VLANS).
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OPT_SWITCH This variable activates switch configuration.
Default setting: OPT_SWITCH='no'
Example: OPT_SWITCH="'yes'
SWITCH_N This variable specifies the number of switch devices to configure. Typically, only
one switch is available.
Default setting: SWITCH_N='0"
Example: SWITCH_N="'1"
SWITCH_x_DEV Specify the network interface the switch is connected to. Note that via

the variable NET_DRV_x the matching switch driver has to be loaded. For the Banana Pi
R-1i.e. use “bb53 mdio.ko”.

Example: SWITCH_1_DEV='ethO'

SWITCH_x_VLAN_N Here the number of logical networks is given, in which the switch
should be partitioned. These networks are internally mapped to VLANS.
Example: SWITCH_1_VLAN_N='2"'

SWITCH_x_VLAN_y_ID This variable contains the IDs of the VLANSs to be defined. A
VLAN must be defined by the VLAN-OPT, so the fli4l may gain access to it.
Example: SWITCH_1_VLAN_1_ID='100"'

SWITCH_x_VLAN_y_PORT_N Here the number of network ports is specified, which are
part of this VLAN.

Example: SWITCH_1_VLAN_1_PORT_N='3'

SWITCH_x_VLAN_y_PORT_z_ID This variable contains the ID of the network port to
be used. These IDs are hardware-specific and may not be generally derived. The Banana
Pi R-1 numbers its ports as follows from left to right: 2 1 0 4 3.

Example:

SWITCH 1 _VLAN 1 _PORT_1_ID='0’
SWITCH 1 _VLAN 1 _PORT_2_ID='1'
SWITCH 1_VLAN_1_PORT_3_ID='2'

SWITCH_x_VLAN_y_PORT_z_MODE Here you can specify whether in network packets
of this (!) VLAN the VLAN tag should be removed (mode “untagged”) or preserved
(mode “tagged”). Typically one wants to remove the VLAN tags, thus the connected
devices have no knowledge about the configured VLLANs.

It should be noted that a network port can only be configured for one VLAN to be
“untagged”, otherwise assignment of untagged incoming network packets to a VLAN
is no longer possible. However, a network port can be additionally (or exclusively)
configured as “tagged” in multiple VLANSs.

Example:

SWITCH_1_VLAN_1_PORT_1_MODE='untagged'
SWITCH_1_VLAN_1_PORT_2_MODE='untagged'
SWITCH_1_VLAN_1_PORT_3_MODE='untagged'
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Use case

The following configuration for the Banana Pi R-1 creates three logical Networks. The first
two ports form VLAN 100, the next two VLAN 101. The fifth port is the WAN port and the
only port of VLAN 102. All network ports work in “untagged” mode because the VLANs are
only used internally for packet assignment.

NET_DRV_N='1"

NET_DRV_1='b53_mdio'
NET_DRV_1_OPTION="'

[...]

OPT_VLAN_DEV='yes'

VLAN_DEV_N='3'

VLAN_DEV_1_DEV='ethO'
VLAN_DEV_1_VID='100"'
VLAN_DEV_2_DEV='ethO'
VLAN_DEV_2_VID='101"'
VLAN_DEV_3_DEV='ethO'
VLAN_DEV_3_VID='102"'

[...]

OPT_SWITCH='yes'

SWITCH_N='1"

SWITCH_1_DEV='ethO'
SWITCH_1_VLAN_N='3'
SWITCH_1_VLAN_1_ID='100"'
SWITCH_1_VLAN_1_PORT_N='2'
SWITCH_1_VLAN_1_PORT_1_ID='2'
SWITCH_1_VLAN_1_PORT_1_MODE='untagged'
SWITCH_1_VLAN_1_PORT_2_ID='1'
SWITCH_1_VLAN_1_PORT_2_MODE='untagged'
SWITCH_1_VLAN_2_ID='101"'
SWITCH_1_VLAN_2_PORT_N='2'
SWITCH_1_VLAN_2_PORT_1_ID='0'
SWITCH_1_VLAN_2_PORT_1_MODE='untagged'
SWITCH_1_VLAN_2_PORT_2_ID='4'
SWITCH_1_VLAN_2_PORT_2_MODE='untagged'
SWITCH_1_VLAN_3_ID='102"'
SWITCH_1_VLAN_3_PORT_N='1'
SWITCH_1_VLAN_3_PORT_1_ID='3'
SWITCH_1_VLAN_3_PORT_1_MODE='untagged'

4.3.9. ETHTOOL - Settings for Ethernet Network Adapters

By setting OPT_ETHTOOL=’yes’ the ethtool program will be copied to the fli4l router in order to
be used by other packages. By the help of this program, various settings of Ethernet network
cards and drivers can be displayed and changed.

ETHTOOL_DEV_N Specify the number of settings to set at boot time.
Default: ETHTOOL _DEV_N=’0°

ETHTOOL_DEV_x ETHTOOL_DEV_x indicates for which network device the settings should
apply.
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Example: ETHTOOL_DEV_1=’eth0’

ETHTOOL_DEV_x_OPTION_N ETHTOOL_DEV_x_OPTION_N indicates the number of settings
for the device.

ETHTOOL_DEV_x_OPTION_x_NAME

ETHTOOL_DEV_x_OPTION_x_VALUE The variable ETHTOOL_DEV_x_OPTION_x_NAME gives
the name and ETHTOOL_DEV_x_OPTION_x_VALUE the value of the setting to be changed.

Following is a list of options and possible values activated by now:
« speed 10/100]1000|2500|10000 expandable by HD or FD (default FD = full duplex)
 autoneg on|off
o advertise %x

« wol plujm|blalgls|d
Example:

OPT_ETHTOOL="'yes'

ETHTOOL_DEV_N='2'
ETHTOOL_DEV_1='ethO'
ETHTOOL_DEV_1_OPTION_N='1'"
ETHTOOL_DEV_1_OPTION_1_NAME='wol'
ETHTOOL_DEV_1_OPTION_1_VALUE='g'
ETHTOOL_DEV_2='ethl'
ETHTOOL_DEV_2_OPTION_N='2'
ETHTOOL_DEV_2_OPTION_1_NAME='wol'
ETHTOOL_DEV_2_OPTION_1_VALUE='g'
ETHTOOL_DEV_2_OPTION_2_NAME='speed'
ETHTOOL_DEV_2_OPTION_2_VALUE='100hd'

Further informations about ethtool can be found here: http://linux.die.net/man/8/ethtool

4.3.10. Example

For understanding a simple example is certainly helpful. In our example we assume 2 parts
of a building which are connected by 2 x 100 Mbit/s lines. Four separate networks should be
routed from one building to the other.

To achieve this a combination of bonding (joining the two physical lines) VLAN (to trans-
port several separate networks on the bond) and bridging (to link the different nets to the
bond/VLAN) is used. This has been tested successful on 2 Intel €100 cards and 1 Adaptec
4-port card ANA6944 in each building’s router. The two €100 have the device names ’eth0’
and ’eth1’. They are used for connecting the building. Intel e100’s are the only cards known
to work flawlessly with VLAN by now. Gigabit-cards should work too. The 4 ports of the
multiport-card are used for the networks and have device names ’eth2’ to ’eth5’.

At first the two 100 Mbit/s lines will be bonded:

OPT_BONDING_DEV='yes'

BONDING _DEV_N='1'
BONDING_DEV_1_DEVNAME='bond0'
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BONDING_DEV_1_MODE='balance-rr'
BONDING_DEV_1_DEV_N='2'
BONDING_DEV_1_DEV_1='ethO'
BONDING_DEV_1_DEV_2='ethl'

This creates the device *bond0’. Now the two VLANs will be built on this bond. We use
VLAN-IDs 11, 22, 33 und 44:

OPT_VLAN_DEV='yes'
VLAN_DEV_N='4"
VLAN_DEV_1_DEV='bond0'
VLAN DEV_1_VID='11"
VLAN_DEV_2_DEV='bond0'
VLAN_DEV_2_VID='22'
VLAN_DEV_3_DEV="'bond0'
VLAN_DEV_3_VID='33"
VLAN_DEV_4_DEV='bond0'
VLAN_DEV_4_VID='44"

Over this two VLAN connections the bridge into the networks segments will be built. Rout-
ing is not necessary this way.

OPT_BRIDGE_DEV='yes'
BRIDGE_DEV_N='4"

BRIDGE_DEV_1 _NAME='_VLAN11_ '
BRIDGE_DEV_1_DEVNAME='br11'
BRIDGE_DEV_1 _DEV_N='2'
BRIDGE_DEV_1_DEV_1='bond0.11'
BRIDGE_DEV_1_DEV_2='eth2'
BRIDGE_DEV_2 NAME='_VLAN22_'
BRIDGE_DEV_2_ DEVNAME='br22'
BRIDGE_DEV_2 DEV_N='2'
BRIDGE_DEV_2 DEV_1='bond0.22'
BRIDGE_DEV_2 DEV_2='eth3'
BRIDGE_DEV_3_NAME='_VLAN33_'
BRIDGE_DEV_3_DEVNAME='br33'
BRIDGE_DEV_3 DEV_N='2'
BRIDGE_DEV_3_DEV_1='bond0.33'
BRIDGE_DEV_3_DEV_2='eth4'
BRIDGE_DEV_4_NAME='_VLAN44 '
BRIDGE_DEV_4_DEVNAME='br44'
BRIDGE_DEV_4 DEV_N='2'
BRIDGE_DEV_4 DEV_1='bond0.44'
BRIDGE_DEV_4 DEV_2='eth5'

As a result all 4 Nets are connected with each other absolutely transparent and share the
200 Mbit /s connection. Even with a failure of one 100 Mbit/s line the connection will not fail.
If necessary EBTables support can also be activated e.g. to activate certain packet filter.

This configuration is set up on two flidl routers. I think this is an impressive example what
the advanced_ networking package can do.
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4.4. CERT - Certificate Management

The package CERT serves the purpose of managing certificates on the fli4dl. Currently, the
package is restricted to providing the necessary TLS root certificates in order to be able to
establish HT'TP connections secured by TLS on the fli4l. This is needed e.g. by the DYNDNS
package, because some interfaces for updating the external IP address forcibly require a secured
HTTP connection.

OPT_CERT This option enables the certificate manager.
Default setting: OPT_CERT='no'
Example: OPT_CERT='yes'

OPT_CERT_X509 This option enables the management of X.509 certificates.

Important: Note that you also need to enable OPT_OPENSSL="yes’ in the TOOLS pack-
age.

Default setting: OPT_CERT_X509='no'
Example: OPT_CERT_X509="'yes"

CERT_X509_MOZILLA This variable controls the installation of the X.509 certificate col-
lection which is deployed with the Mozilla Firefox browser. Consequently, it can only be
used with OPT_CERT_X509="yes’.

Default setting: CERT_X509_MOZILLA='no'
Example: CERT_X509_MOZILLA='yes'

4.5. CHRONY - Network Time Protocol Server/Client

OPT__CHRONY extends fli4l with the Network Time Protocol (Page 103) (NTP). Don’t mix
it up with the normal Time Protocol, the old OPT_TIME provides. The protocols aren’t
compatible wich possibly raises the need of new client-side programs, which understand NTP.
If you can’t abandon the simple time protocol, chrony can provide it as well. OPT_CHRONY
works both as a server and client. Working as a client, OPT__CHRONY adjusts the time of
the flidl according to time referencies (time servers) in the internet. The basic setting uses
up to three time servers from pool.ntp.org (Page 103). However it’s possible to use a different
selection of time servers in the configuration file. Thus it’s possible to use time servers near
you, if you choose de.pool.ntp.org if the router or your provider sits in Germany. For more
details, look at the website of pool.ntp.org (Page 103).

Working as a client, OPT_CHRONY acts as a time reference for the local network (LAN).
NTP uses port 123.

Chrony doesn’t need a permanent connection to the internet. When the connection drops,
chrony get’s a notice and ceases the adjustion with the internet time servers. Neither does
chrony dial to raise the connection nor prevent the automatic hangup, if HUP_TIMEQUT, the
duration where no data is routet to the internet, is reached.

In order to do time adjustments smoothly, the following should be in mind:
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e Chrony expects the BIOS-clock to be in UTC timezone.
UTC = German time minus 1 (winter) or 2 (summer) hour(s)

e Since version 2.1.12 chrony sets the time during the first connection to the internet correct
even if the time difference is huge (caused by an empty mainboard battery for example).

o If the BIOS isn’t capable of handling years after 1999 (Year 2000 Bug) or if the BIOS
clock is faulty, activate OPT_Y2K="yes’ (Page 77)!

Only time servers in the internet which are reachable by the default route (0.0.0.0/0) can be
used, because only the default route changes chrony into online mode. As an ethernet router
with no DSL or ISDN circuits configured, chrony acts permanently in online mode.

Disclaimer: The author gives neither a guarantee of functionality nor is he liable for any
damage or the loss of data when using OPT _CHRONY.

4.5.1. Configuration of OPT_CHRONY

The configuration is made, as for all fli4]l packages, by adjusting the file
path/£f1i41-4.0.0-stable-x86-r60798/<config>/chrony.txt to meet the own demands. How-
ever almost all variables of OPT__CHRONY are optional. Optional means, the variables could,
but need not be in the config file. Thus the chrony config file is almost empty and all optional
variables have a usefull setting by default. To use different settings, the variables must be
inserted into the config file by hand. Furthermore the description of every variable follows:

OPT_CHRONY Default: 0PT_CHRONY="no’

The setting *no’ deactivates OPT_CHRONY completely. There will be no changes made
on the fli4l boot medium or the archive opt.img. Further OPT_CHRONY basically does
not overwrite other parts of the flidl installation with one exception. The paket filter file
which is responsible for not counting the traffic coming from the outside (to make sure
fli4l will drop the line for sure, when reaching the hangup time), will be exchanged. The
new paket filter file ensures, that chrony-traffic doesn’t count for the hangup time.

To activate OPT_CHRONY, the variable OPT_CHRONY has to be set to ’yes’.

CHRONY_TIMESERVICE Default: CHRONY_TIMESERVICE=’no’

With CHRONY_TIMESERVICE an additional protocol to transfer time informations can be
invoked. It’s only neccesary when the local hosts can’t deal with NTP. It is conform to
RFC 868 and uses port 37. If possible, prefer NTP.

Many thanks to Christoph Schulz, who provided the program srv868.

CHRONY_TIMESERVER_N Default: CHRONY_TIMESERVER_N=’3’

CHRONY_TIMESERVER_N sets the number of reference time servers chrony uses. Add the
same number of CHRONY_TIMESERVER_x variables. The index x must be increased up to
the total number.

The basic setting uses up to three time servers from pool.ntp.org (Page 103).

CHRONY_TIMESERVER_x Default: CHRONY_TIMESERVER_x=’pool.ntp.org’

With CHRONY TIMESERVER x an own list of internet time servers can be made. Either IP
or DNS hostnames are possible.
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CHRONY_LOG Default: CHRONY_L0OG="/var/log/chrony’

CHRONY_LQG is the folder where chrony stores NTP measurements and information about
applied time adjustments.

4.5.2. Support

Support is only given in the fli4l Newsgroups (Page 103).

4.5.3. Literature

Homepage of chrony: http://chrony.tuxfamily.org/
NTP: The Network Time Protocol: http://www.ntp.org/
pool.ntp.org: public ntp time server for everyone: http://www.pool.ntp.org/en/
RFC 1305 - Network Time Protocol (Version 3) Specification, Implementation:
http://www.faqgs.org/rfcs/rfc1305.html
flidl Newsgroups and the rules: http://www.£f1i4l.de/hilfe/newsgruppen/

4.6. DNS_DHCP - Hostnames, DNS- and DHCP-Server as well as
DHCP-Relay

4.6.1. Hostnames
Hosts

OPT_HOSTS The configuration of hostnames can be disabled by means of the optional
variable OPT_HOSTS!

HOST_N HOST_x_{attribute} All hosts in the LAN should be described - with IP-address,
name, aliasname and perhaps Mac-address for the dhcp-configuration. At first we have
to set the number of computers with the variable HOST_N.

Note: Since version 3.4.0, the entry for the router comes from the information in the
<config>/base.txt. For additional aliasnames, see HOSTNAME_ALIAS_N (Page 72).

Then the attributes define the properties of the hosts. Here are some of the attributes
required, e.g. IP address and name, the other options are optional.

NAME - Name of the n’th host
IP4 — IP address (ipv4) of the n’th host

IP6 — IP address (ipv6) of the n’th host (optional). If you use “auto”, then the address
will be computed automatically from an IPv6 prefix (with /64 subnet mask) and
the MAC address of the corresponding host, provided you activate OPT__IPV6. In
order to make this work, you will have to set HOST_x_MAC (see below) and to properly
configure the “ipv6” package.

DOMAIN — DNS domain of the n’th host (optional)
ALIAS_N — Number of aliasnames of the n’th host
ALIAS_m — m’th aliasname of the n’th host

MAC - MAC address of the n’th host
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DHCPTYP - Assigning the IP address by DHCP depending on MAC or NAME (op-
tional)

In the sample configuration file 4 hosts are configured, “client1”, “client2”, “client3” and
“client4”.

HOST_1_NAME='client1' # 1st host: ip and name
HOST_1_IP4='192.168.6.1"'

Alias names must be specified with complete domain.

The MAC address is optional and is only relevant if flidl is used as a DHCP server
additionally. This is explained below in the description of the optional package “0PT_-
DHCP” Without use as a DHCP Server only the IP address, the name of the host and
possibly the alias name are used. The MAC address is a 48-bit address and consists of 6
hex values seperated by a colon, for example

HOST_2_MAC='de:ad:af:fe:07:19'

Note: If flidl is supplemented with the IPv6 packet, IPv6 addresses are not needed, if
the MAC addresses of the hosts are present, because the IPv6 packet calculates the IPv6
addresses automatically (modified EUI-64). Of course, you can disable the automatic
and use dedicated IPv6 addresses, if you wish.

Extra Hosts

HOST_EXTRA_N HOST_EXTRA_x_NAME HOST_EXTRA_x_IP4 HOST_EXTRA_x_IP6
Using these variables, you may add other hosts which are not members of the local do-
main e.g. hosts on the other side of a VPN.

4.6.2. DNS-Server

OPT_DNS To activate the DNS-server the variable OPT_DNS must be set to ‘yes".

If in the LAN no Windows machines are used or it has already a running DNS server,
OPT_DNS can be set to ‘no’ and you may skip the rest in this section.

In doubt, set (Default setting): OPT_DNS='yes’

General DNS-options

DNS_LISTEN_N DNS_LISTEN_x If you chose OPT_DNS=yes’, use DNS_LISTEN_N to set the
number and DNS_LISTEN_1 up to DNS_LISTEN_N to specify the local IPs where dnsmasq
accepts DNS-queries. If you set DNS_LISTEN_N to 0, dnsmasq answers DNS-queries on all
local IPs. Only IPs of existing interfaces (ethernet, wlan ...) are allowed. Alternatively
you can use ALTAS-Names here, i.e. IP_NET_1_IPADDR.

For all addresses specfied here ACCEPT rules will be created in the firewall’s INPUT
chains if PF_INPUT_ACCEPT_DEF=’yes’ and/or PF6_INPUT_ACCEPT_DEF=’yes’. In case of
DNS_LISTEN=’0’ rules allowing DNS access on all interfaces configured will be created.
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Important: If you want the DNS server to listen for interfaces dynamically added at
runtime, such as VPN tunnel network interfaces, you should leave this array empty,
otherwise the DNS server will not respond to DNS requests made through the VPN server.

If in doubt, the default settings should be used.

DNS_BIND_INTERFACES If you only want to bind the DNS server to specific addresses
via DNS_LISTEN_x and additionally want to bind another DNS server to another address,
this option can be used to instruct the DNS server to only bind to the listed addresses.
By default, the DNS server binds to all interfaces and discards queries originating from
addresses not configured. This has the advantage that the DNS server can also deal with
interfaces added dynamically at runtime, but has the disadvantage that no alternative
DNS server can run on the standard DNS port 53 at the same time. A use case for a
second DNS server is if you want to run a slave DNS server like “yadifa” directly on the
flidl router. If you do not want to use the dnsmasq exclusively on the fli4l, you have to
select the setting ‘yes’ and configure the IP addresses to be used for the dnsmasq via
DNS_LISTEN.

DNS_VERBOSE Logging of DNS-queries: ‘yes’ or ‘no’

For detailed messages from the DNS DNS_VERBOSE has to be set to yes. DNS-queries are
logged to the syslog then. To see the messages you must set 0PT_SYSLOGD="yes’ (Page 75)
- see below.

DNS_MX_SERVER This variable indicates the hostname for the MX-record (Mail-Exchanger)
for the domain defined in DOMAIN_NAME. A MTA (Mail'=Transport"=Agent, i.e. sendmail)
on an internal server asks the DNS for a Mail-Exchanger for the destination domain of
the mail beeing delivered.

This is no mail-client autoconfiguration for i.e. Outlook! So please do not
insert gmx.de here and wonder why Outlook does not work.

DNS_FORBIDDEN_N DNS_FORBIDDEN_x Here you can provide domains, which are
always beeing answered as “not existend”.

Example:

DNS_FORBIDDEN_N='1'
DNS_FORBIDDEN_1='foo.bar'

In this case, a query for www.foo.bar is answered by an error. You can inhibit entire
Top-Level-Domains in this way:

DNS_FORBIDDEN 1='de'

Then the name resolution for all hosts of the .de Topleveldomain is switched off.

DNS_REDIRECT_N DNS_REDIRECT_x DNS_REDIRECT_x_IP Here you can specify
domains, which are beeing redirected to a specific IP.

Example:
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DNS_REDIRECT _N='1'
DNS_REDIRECT_1='yourdom.dyndns.org'
DNS_REDIRECT_1_IP='192.168.6.200'

This redirects a query of yourdom.dyndns.org to IP 192.168.6.200.

DNS_BOGUS_PRIV If you set this variable to ‘yes‘, reverse-lookups for IP-Addresses of
RFC1918 (Private Address Ranges) are not redirected to other DNS-servers but rather
answered by the dnsmasq.

DNS_FORWARD_PRIV_x Sometimes you want to delegate the address resolution of some
private subnets to the configured DNS server despite of an activated DNS_BOGUS_PRIV.
This is necessary for example, if an uplink router manages private subnets. This array
variable can be used for specifying the private subnets where address resolution should
be delegated.

DNS_FILTERWIN2K If this is set to ’yes’ DNS queries of type SOA, SRV, and ANY will be
blocked. Services using these queries will not work anymore without further configura-
tion.

For example:

o XMPP (Jabber)

o SIP

o LDAP

o Kerberos

o Teamspeak3 (as of client-version 3.0.8)

o Minecraft (as of full version 1.3.1)

o domain controller discovery (Win2k)
For further information:

o Explanantion of DNS query types in general:
http://en.wikipedia.org/wiki/List_of_DNS_record_types

e dnsmasq manpage:
http://www.thekelleys.org.uk/dnsmasq/docs/dnsmasq-man.html

e SRV queries in detail:
http://en.wikipedia.org/wiki/SRV_resource_record

By setting this to ’no’, additionally forwarded DNS queries may cause un-
wanted dial-up connections or prevent existing ones from being closed. Par-
ticularly if you are using ISDINN or UMTS connections additional costs may
arise. You have to choose for yourself what’s more important to you.

DNS_FORWARD_LOCAL By setting this variable to ’yes’ flidl-routers may be configured to

be in a domain by the name of DOMAIN__NAME="example.local’ whose name resolution
will be done by another name server specified by DNS__ SPECIAL_x_ DOMAIN="example.local’.
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DNS_LOCAL_HOST_CACHE_TTL defines the TTL (Time to live, in seconds) for entries
defined in /etc/hosts as well as for hosts listed in DHCP. The default value for the fli4l-
router is 60 seconds. Dnsmasq uses 0 as default and thus disables caching of DNS entries.
The idea behind that is to reuse DHCP leases that are running out fastly and pass them
on swiftly. However, if for example a local IMAP proxy queries the DNS entries several
times per second this is a significant burden on the network. A compromise is a relatively
short TTL of 60 seconds. Even without the short TTL 60 seconds a host can always
simply be switched off, so that the polling software has to deal with hosts not responding
anyway.

DNS_SUPPORT_IPV6 (optional)

Setting this optional variable to ’yes’ enables the support for IPV6 Addresses of the DNS
server.

DNS Zone Configuration

Dnsmasq can also manage a DNS domain autonomously, being “authoritative” for it. Two
things have to be done to achieve this: At first you have to specify which external (!) DNS
name service points to your fli4l and on which network interface the resolution takes place.
The specification of an external reference is required because the domain that is managed
by flidl will always be a subdomain of another domain. ? The specification of the “outward”
interface is important because the dnsmasq will behave different from other “inward” interfaces
there: “Outwards” dnsmasq will never answer queries for names outside of its configured own
domain. “Inwards” dnsmasq also acts as a DNS relay to the Internet to accomplish resolution
of non-local names.

As the second thing you have to configure which networks can be reached from outside via
name resolution. Of course only nets with public IP addresses can be specified because hosts
with private addresses cannot be reached from outside.

Below the configuration will be described with an example. This example assumes 1Pv6
packets as well as a publicly routed IPv6 prefix; the latter can be provided i.e. by a 6ind
tunnel provider such as Hurricane Electric.

DNS_AUTHORITATIVE Specifying DNS_AUTHORITATIVE='yes' activates dnsmasq’s author-
itative mode. However, this is not enough, some more information must be given (see
below).

Default Setting: DNS_AUTHORITATIVE='no'
Example: DNS_AUTHORITATIVE='yes'
DNS_AUTHORITATIVE_NS With this variable, the DNS name is configured by which the

flidl is referenced from outside using a DNS-NS record. This can also be a DNS name
from a dynamic DNS service.

Example: DNS_AUTHORITATIVE_NS='f1i41.noip.me'

DNS_AUTHORITATIVE_LISTEN This variable configures the address resp. interface on
which dnsmasq will answer DNS queries for your own domain authoritatively. Symbolic

2We assume that noone uses a flidl as a DNS root server...
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names like IP_NET_2_IPADDR, IP_NET_1_DEV, or {LAN} are allowed. The dnsmasq can
only answer authoritative on one address resp. interface.

Important: It should be noted that this should never be an address / interface connected
to your own LAN, otherwise non-local names could not be resolved anymore!

Example: DNS_AUTHORITATIVE_LISTEN='IP_NET 2 IPADDR'

DNS_ZONE_NETWORK_N DNS_ZONE_NETWORK_x Specify the network addresses
here for which the dnsmasq should resolve names authoritatively. Both forward (name
to address) and reverse lookup (address to name) will work.

A complete example:

DNS_AUTHORITATIVE='yes'
DNS_AUTHORITATIVE_NS='f1i4l.noip.me’
DNS_AUTHORITATIVE_LISTEN='IP_NET_2_IPADDR' # Uplink connected to ethil
DNS_ZONE_NETWORK_N='1"

DNS_ZONE_NETWORK_1='2001:db8:11:22::/64' # local IPv6-LAN

It is assumed here that “2001:db8:11::/48” is a IPv6 prefix publicly routed to fli4l and
that subnet 22 was chosen for the LAN.

DNS Zone Delegation

DNS_ZONE_DELEGATION_N DNS_ZONE_DELEGATION_x There are special situa-
tions where the reference to one or more DNS server is useful, for example when using
fli4l in an intranet without an Internet connection or a mix of these (intranet with an
own DNS-server Internet connection in addition)

Imagine the following scenario:

e Circuit 1: Dial into the Internet

o Circuit 2: Dial into the Company network 192.168.1.0 (firma.de)

Then you set ISDN_CIRC_1_ROUTE to ‘0.0.0.0’ and ISDN_CIRC_2_ROUTE to ‘192.168.1.0’.
When accessing hosts with IP-Addresses with 192.168.1.x, fli4l will use circuit 2, oth-
erwise circuit 1. But if the company network isn’t public, it presumably has its own DNS
server. Suppose the address of this DNS server would be 192.168.1.12 and the domain
name would be “ firma.de”.

In this case you will write:

DNS_ZONE_DELEGATION N='1'
DNS_ZONE_DELEGATION_ 1_UPSTREAM_SERVER N='1'
DNS_ZONE_DELEGATION_1_UPSTREAM_SERVER_1_IP='192.168.1.12"
DNS_ZONE_DELEGATION 1 _DOMAIN N='1'
DNS_ZONE_DELEGATION 1 _DOMAIN 1='firma.de'

Then, DNS queries for xx.firma.de are answered from the company’s internal DNS server,
otherwise the DNS server on the Internet is used

Another case:
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e Circuit 1: Internet
o Circuit 2: Company network 192.168.1.0 *with* Internet-Access

Here we have two possibilities to reach the internet. To separate private from business,
the following can be used:

ISDN_CIRC_1_ROUTE='0.0.0.0"
ISDN_CIRC_2_ROUTE='0.0.0.0"

We set a default route on both circuits and switch the route with the imond-client then - as
desired. Also in this case set DNS_ZONE_DELEGATION_N and DNS_ZONE_DELEGATION_x_DOMAIN_x
as described above.

If you want the reverse DNS resolution for such a network (e.g. an mail server will need
this) you can provide the optional variable DNS_ZONE_DELEGATION_x_NETWORK_x, which lists
the networks for active Reverse-Lookup. The following example illustrates this:

DNS_ZONE_DELEGATION N='2'
DNS_ZONE_DELEGATION 1 _UPSTREAM_SERVER N='1'
DNS_ZONE_DELEGATION_1_UPSTREAM_SERVER_1_IP='192.168.1.12'
DNS_ZONE_DELEGATION_1_DOMAIN N='1'
DNS_ZONE_DELEGATION 1 _DOMAIN 1='firma.de'
DNS_ZONE_DELEGATION 1 _NETWORK_N='1'
DNS_ZONE_DELEGATION 1 _NETWORK_1='192.168.1.0/24"
DNS_ZONE_DELEGATION_2_UPSTREAM_SERVER N='1'
DNS_ZONE_DELEGATION_2_UPSTREAM_SERVER_1_IP='192.168.2.12'
DNS_ZONE_DELEGATION_ 2 _DOMAIN N='1'
DNS_ZONE_DELEGATION_2_DOMAIN_1='bspfirma.de'
DNS_ZONE_DELEGATION 2 NETWORK_N='2'
DNS_ZONE_DELEGATION 2 _NETWORK_1='192.168.2.0/24"
DNS_ZONE_DELEGATION_2_NETWORK_2='192.168.3.0/24"

with the config option DNS_ZONE_DELEGATION_x_UPTREAM_SERVER_x_QUERYSOURCEIP you can
define the source IP-address for outgoing DNS requests to upstream servers. This is
useful i.e. if you reach the upstream DNS server via a VPN and and don’t want the local
VPN address of fli4l to appear as the source IP at the upstream server. Another usecase
is an IP address not routable for the Upstream DNS server (could happen in a VPN). In
this case it is as well necessary to set the IP address used by the dnsmasq to an IP used
by flidl to be accessible by the Upstream DNS Server.

DNS_ZONE_DELEGATION N='1'

DNS_ZONE_DELEGATION 1 _UPSTREAM_SERVER N='1'
DNS_ZONE_DELEGATION_ 1 _UPSTREAM_SERVER_1_IP='192.168.1.12'
DNS_ZONE_DELEGATION_1_UPSTREAM_SERVER_1_QUERYSOURCEIP='192.168.0.254"
DNS_ZONE_DELEGATION_1_DOMAIN N='1'

DNS_ZONE_DELEGATION_1_DOMAIN 1='firma.de'
DNS_ZONE_DELEGATION_1_NETWORK_N='1"
DNS_ZONE_DELEGATION 1 _NETWORK_1='192.168.1.0/24"
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DNS_REBINDOK_N DNS_REBINDOK_x_DOMAIN The nameserver dnsmasq normally
declines responses from other name servers containing IP addresses from private networks.
It prevents a certain class of network attacks. But if you have a domain with private
IP addresses and a separate name server that is responsible for this network, exactly
the answers which would be rejected from dnsmasq are needed. List theese domains in
DNS_REBINDOK_x, to accept answers from this domain.

Another example for nameservers delivering private IP-Addresses as an answer are so
called “Real-Time Blacklist Server”. An example based on these might look like this:

DNS_REBINDOK_N='8'
DNS_REBINDOK_1_DOMAIN='rfc-ignorant.org'
DNS_REBINDOK_2_DOMAIN='spamhaus.org'
DNS_REBINDOK_3_DOMAIN='ix.dnsbl.manitu.net'
DNS_REBINDOK_4_DOMAIN='multi.surbl.org'
DNS_REBINDOK_5_DOMAIN='list.dnswl.org'
DNS_REBINDOK_6_DOMAIN='bb.barracudacentral.org'
DNS_REBINDOK_7_DOMAIN='dnsbl.sorbs.net'
DNS_REBINDOK_8_DOMAIN='nospam.login-solutions.de'

4.6.3. DHCP-server
OPT_DHCP With 0OPT_DHCP you can activate the DHCP-server.

DHCP_TYPE (optional)

With this variable you can set if the internal DHCP-funktion of the dnsmasq should
be used or if you want to use the external ISC-DHCPD. When using the ISC-DHCPD
support for DDNS is not available.

DHCP_VERBOSE activates additional messages of DHCP in the log.
DHCP_LS_TIME_DYN determines the default lease-time for dynamically assigned IP-Addresses.

DHCP_MAX_LS_TIME_DYN determines the maximum lease-time for dynamically assigned
IP-Addresses.

DHCP_LS_TIME_FIX Default lease-time for dynamically assigned IP-Addresses.

DHCP_MAX_LS_TIME_FIX determines the maximum lease-time for statically assigned
IP-Addresses.

DHCP_LEASES_DIR Determines the folder for the leases-file. You may set an absolute
path or auto. When auto is sued the lease file will be saved in a subdir of the persistent
directory (see documentation for package base).

DHCP_LEASES_VOLATILE If the folder for the Leases resides inside the ram-disc (because
the router boots i.e. from a CD or from another non-writeable device) the router will
warn about a missing Lease file at each boot. This warning can be ommitted by setting
DHCP_LEASES_VOLATILE to yes.
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DHCP_DNS_SERVERS sets the addresses of DNS servers.
Multiple DNS server may be entered separated by spaces. This variable is optional. If left
empty or omitted, the IP-address of the matching network is used when the DNS server
on the router is activated. Further it’s possible to set this variable to 'none’ Then, no
DNS server is assigned. This setting may be overwritten by DHCP_RANGE_x_DNS_SERVERS.

DHCP_WINS_SERVERS sets the addresses of WINS servers.
Multiple WINS server may be entered separated by spaces. This variable is optional. If
left empty or omitted and the WINS server is configured and activated in the SAMBA
package the settings from there are used. Further it’s possible to set this variable
to 'none’. Then, no WINS server is assigned. This setting may be overwritten by
DHCP_RANGE_x_WINS_SERVERS.

DHCP_NTP_SERVERS sets the addresses of NTP servers.
Multiple NTP server may be entered separated by spaces. This variable is optional. If
left empty or omitted, the IP-address of the matching network is used when a time server
paket on the router is activated. Further it’s possible to set this variable to 'none’. Then,
no N'TP server is assigned. This setting may be overwritten by DHCP_RANGE_x_NTP_SERVERS.

DHCP_OPTION_WPAD activates or deactivates transmission of DHCP-OPTION 252 (Web
Proxy Autodiscovery Protocol) allowing browsers to aquire Proxy settings automatically.
(see http://en.wikipedia.org/wiki/Web_Proxy_Autodiscovery_Protocol)

DHCP_OPTION_WPAD_URL defines the URL of the file wpad.dat or is left empty to
transfer an empty answer to the queriying browser which then in turn will not bother us
with queries again.

Local DHCP Ranges
DHCP_RANGE_N Number of DHCP ranges

DHCP_RANGE_x_NET Reference to one of the IP_NET_x networks
DHCP_RANGE_x_START sets the first IP-Address that can be used.

DHCP_RANGE_x_END sets the last assignable IP-Address. Both variables DHCP_RANGE_x_START
and DHCP_RANGE_x_END could be left empty, so there will be no DHCP-Range, but hosts
with MAC assignments will receive their values from the other variables.

DHCP_RANGE_x_DNS_DOMAIN sets a special DNS-domain for DHCP-hosts for this
range. This variable is optional. If left empty or omitted, the default DNS-domain
DOMAIN NAME is used.

DHCP_RANGE_x_DNS_SERVERS sets the addresses of DNS servers.

Multiple DNS server may be entered separated by spaces. This variable is optional. If
left empty or omitted the setting in DHCP_DNS_SERVERS is used. Further it’s possible to
set this variable to 'none’ Then, no DNS server is assigned.

DHCP_RANGE_x_WINS_SERVERS sets the addresses of WINS servers.
Multiple WINS server may be entered separated by spaces. This variable is optional. If
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left empty or omitted the setting in DHCP_WINS_SERVERS is used. Further it’s possible to
set this variable to 'none’. Then, no WINS server is assigned.

DHCP_RANGE_x_NTP_SERVERS sets the addresses of NTP servers.
Multiple NTP server may be entered separated by spaces. This variable is optional. If
left empty or omitted the setting in DHCP_NTP_SERVERS is used. Further it’s possible to
set this variable to 'none’. Then, no NTP server is assigned.

DHCP_RANGE_x_GATEWAY sets the address of the gateway for this range. This variable
is optional. If left empty or omitted, the IP-address of the DHCP_RANGE_x_NET network is
used. If set to 'none’, no gateway is assigned.

DHCP_RANGE_x_MTU sets the MTU for clients in this range. This variable is optional.

DHCP_RANGE_x_OPTION_WPAD activates or deactivates transmission of DHCP-OPTION
252 (Web Proxy Autodiscovery Protocol) for this DHCP range allowing browsers to
aquire Proxy settings automatically (see http://en.wikipedia.org/wiki/Web_Proxy_Autodiscovery_
Protocol) This variable is optional.

DHCP_RANGE_x_OPTION_WPAD_URL defines the URL of the file wpad.dat or is left
empty to transfer an empty answer to the queriying browser which then in turn will not
bother us with queries again. This variable is optional.

DHCP_RANGE_x_OPTION_N allows the setting of user defined options for this range.
The available options are mentioned in the dnsmasq manual (http://thekelleys.org.
uk/dnsmasq/docs/dnsmasq. conf .example). They are adopted unchecked - this could raise
problems. This variable is optional.

Extra DHCP-Range

DHCP_EXTRA_RANGE_N sets the number of DHCP-ranges not assigned to local net-
works. For this a DHCP-relay has to be installed on the gateway of the remote network.

DHCP_EXTRA_RANGE_x_START first [P-address to be assigned.
DHCP_EXTRA_RANGE_x_END last [P-address to be assigned.
DHCP_EXTRA_RANGE_x_NETMASK Netmask for this range.

DHCP_EXTRA_RANGE_x_DNS_SERVERS Addresses of DNS servers
(see DHCP_RANGE_x_DNS_SERVERS).

DHCP_EXTRA_RANGE_x_WINS_SERVERS Addresses of WINS servers
(see DHCP_RANGE_x_WINS_SERVERS).

DHCP_EXTRA_RANGE_x_NTP_SERVERS Addresses of NTP servers
(see DHCP_RANGE_x_NTP_SERVERS).

DHCP_EXTRA_RANGE_x_GATEWAY Address of the default-gateway for this range.
DHCP_EXTRA_RANGE_x_MTU MTU for clients in this range. This variable is optional.
DHCP_EXTRA_RANGE_x_DEVICE Network interface over which this range can be reached.

112


http://en.wikipedia.org/wiki/Web_Proxy_Autodiscovery_Protocol
http://en.wikipedia.org/wiki/Web_Proxy_Autodiscovery_Protocol
http://thekelleys.org.uk/dnsmasq/docs/dnsmasq.conf.example
http://thekelleys.org.uk/dnsmasq/docs/dnsmasq.conf.example

4. Packages

Not allowed DHCP-clients
DHCP_DENY_MAC_N Number of MAC-Addresses of hosts which should be rejeced.

DHCP_DENY_MAC_x MAC-Address of the host which should be rejeced.

Support For Network Booting

The dnsmasq supports clients booting by Bootp/PXE over the network. The needed in-
formations for this are provided by dnsmasq and are configured per subnet and host. The
needed variables are in the DHCP_RANGE_ %- and HOST %-sections and point to the
bootfile (* PXE_FILENAME), the server which hosts this file (*_ PXE_SERVERNAME
and *_PXE_SERVERIP) and perhaps necessary options (* PXE__OPTIONS). Furthermore

the internal tftp-server can be activated to provide network booting entirely from dnsmasq.

HOST_x_PXE_FILENAME DHCP_RANGE_x_PXE_FILENAME The bootfile. If PXE
is used, the pxe-bootloader, i.e. pxegrub, pxelinux or similar.

HOST_x_PXE_SERVERNAME HOST_x_PXE_SERVERIP DHCP_RANGE_x_PXE_SERVERNAME
Name and IP of the tftp-servers. If empty, the router itself is used.

DHCP_RANGE_x_PXE_OPTIONS HOST_x_PXE_OPTIONS Some bootloader need spe-
cial options to boot. l.e. pxegrub asks by use of option 150 for the name of the menu
file. This options can be put here. For pxegrub it looks like this:

HOST_x_PXE_OPTIONS='150," (nd) /grub-menu.lst""

If more options are needed, separate them by a space.

4.6.4. DHCP-Relay

A DHCP-relay is used, when another DHCP-Server manages the ranges which is not directly
reachable from the clients.

OPT_DHCPRELAY Set to ’yes’ to act as a DHCP-relay. To act as a DHCP-server is not
allowed at the same time.

Default setting: 0PT_DHCPRELAY="no’

DHCPRELAY_SERVER Insert the right DHCP-server to which the queries should be for-
warded.

DHCPRELAY_IF_N DHCPRELAY_IF_x Sets DHCPRELAY_IF_N the number of network in-
terfaces, the relay-server listens to. In DHCPRELAY_IF_x provide the apropriate network
interfaces.

Provide the interface the DHCP-server uses to answer as well. Make sure to set the
routes on the CP running the DHCP server are correct. The answer of the DHCP server
is deirected to the interface to which the clioent is connected.

Assume the following szenario:
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e relay with two interfaces

 interface to the clients: eth0, 192.168.6.1
 interface to the DHCP-server: ethl, 192.168.7.1
e DHCP-server: 192.168.7.2

A route on the DHCP server has to exist over which the answers to 192.168.6.1 can reach
their destination. If the router on which the relay is running is the default gateway for
the DHCP server everything os fine already. If not, an extra route is needed. If the DHCP
server is a flidl ythe following config variable is sufficient: IP_ ROUTE_ x="192.168.6.0/24
192.168.7.1

There may be warnings about ignoring certain packets which you may safely ignore.

Example:

OPT_DHCPRELAY='yes'
DHCPRELAY_SERVER='192.168.7.2"
DHCPRELAY_IF N='2!
DHCPRELAY_IF_1='ethO'
DHCPRELAY_IF_2='ethl'

4.6.5. DHCP client

A DHCP client can be used to obtain an IP address for one or more interfaces of the router
- this is most used with cable modem connections or in Switzerland, the Netherlands and
France. Sometimes this configuration is also needed if the router is behind another router,
that distributes the addresses via DHCP.

At the start of the router, for all specified interfaces IP addresses will be obtained. Subse-
quently, those are assigned to the interface and, if necessary, the default route on this interface
is set.

OPT_DHCP_CLIENT Has to be set to 'yes’, if one of the DHCP-clients is to be used.
Default Setting: 0PT_DHCP_CLIENT='no’

DHCP_CLIENT_TYPE At the moment, the package is equipped with two different DHCP-
clients, dhclient and dhcped. You can choose which one is to be used.

Default Setting: DHCP_CLIENT_TYPE=’dhcpcd’
DHCP_CLIENT_N Here, the number of interfaces to be configured is neccesary.

DHCP_CLIENT _x_IF Here, the interface to be configured has to be specified as a reference to
IP_NET_x_DEV, i.e. DHCP_CLIENT_1_IF=’IP_NET_1_DEV’ The dhcp-client gets the apropriate
device out of this variable. In base.txt a placeholder 'dhcp’ should be entered instead of
an IP-address with netmask.

DHCP_CLIENT_x_ROUTE Here you can specify whether and how a route is to be set for
the interface. The variable can take the following values:

none No route for the interface.

default Default route for the interface.
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imond Imond is used to manage the default route for the interface.

Default Setting: DHCP_CLIENT_x_ROUTE='default’

DHCP_CLIENT_x_USEPEERDNS If this variable is set to ’yes’ and the device has a default-
route assigned, then the ISP’s DNS server is used as a DNS forwarder on this route. Make
sure to activate DNS forwarding - see base.txt.

Default Setting: DHCP_CLIENT_x_USEPEERDNS='no’

DHCP_CLIENT_x_HOSTNAME Some ISPs require a hostname to be forwarded. Ask your
ISP for this and list it here. It does not have to be identical to the router hostname.

Default Setting: DHCP_CLIENT_x_HOSTNAME="
DHCP_CLIENT _x_STARTDELAY This variable can optionally delay the start of the DHCP
client. In some installations (eg flidl as a dhep client behind a cable modem, Fritzbox,

a.s.0.) it is necessary to wait until the DHCP server in use is also started anew (if for
example a power failure has happened).

Default Setting: DHCP_CLIENT_x_STARTDELAY="(’

DHCP_CLIENT_x_WAIT The DHCP client normally gets started as a background task.
This means that the boot process is not delayed by the determination of the IPv4 address.
Occasionally, however, it is necessary that the address is configured before the boot
process progresses. This is the case when an installed package necessarily requires a

configured address (eg in OPT_IGMP). Use DHCP_CLIENT_x_WAIT='yes' to force fli4l
to wait for an address.

Default Setting: DHCP_CLIENT_x_WAIT='no’

DHCP_CLIENT_DEBUG Shows more informations during optainment of an address.
Default Setting: omit it or DHCP_CLIENT_DEBUG='no’

4.6.6. TFTP-server

To deliver files with the TFTP-protocol, a TFTP-server is needed. This may be useful for
netboot scenarios.

OPT_TFTP Activates the internal TFTP-server of the dnsmasq. Default setting is 'no’.

TFTP_PATH Specifies the folder, where the files to be delivered to the clients are stored.
The files have to be stored manually there.

4.6.7. YADIFA - Slave DNS Server
OPT_YADIFA Activates the YADIFA Slave DNS Server. Default Setting: 'no’.

OPT_YADIFA_USE_DNSMASQ_ZONE_DELEGATION If this setting is activated the
yadifa start script will automatically generate the according zone delegation entries for
dnsmasq. The slave zones can be queried directly from dnsmasq and basically YAD-
IFA_LISTEN_ x entries not needed. Queries will only be forwarded to yadifa which is
listening on localhost:35353 and then answered by dnsmasq.
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YADIFA_LISTEN_N If you specified OPT_YADIFA=’yes’ you may provide local IPs on which
yadifa is allowed to answer queries. YADIFA_LISTEN_N sets the number and YADIFA_LISTEN_1
to YADIFA_LISTEN_N the local IPs. A port number is otional, with 192.168.1.1:5353 teh
YADIFA Slave DNS Server would listen to DNS queries on port 5353. Please note that
dnsmasq is not allowed to listen on all interfaces in this case (see DNS_BIND_INTERFACES).
Only IPs of existing interfaces may be used here (ethernet, wlan ...) otherwise there will
be warning during router boot. As an alternative it is possible to use an ALTAS name,
like i.e. IP_NET_1_IPADDR

YADIFA_ALLOW_QUERY_N

YADIFA_ALLOW_QUERY_x Sets the IP addresses and nets that are allowed to access YAD-
IFA. This setting will be used by YADIFA to configure flidl’s packet filter accordingly
and to generate the configuration files for YADIFA. By the prefix “!” acces to YADIFA
is denied for the IP address or network in question.

The flidl packet filter will be configured in a way that all nets allowed in this variable
and those for the zones are joined in an ipset list (yadifa-allow-query). A differentiation
on zones is not possible for the packet filter. In addition all IP addressesand nets from
this global setting whose access is denied will be added to the list. So you can’t reenable
access later on.

YADIFA_SLAVE_ZONE_N Specifies the number of slave DNS zones YADIFA should take
care of.

YADIFA_SLAVE_ZONE_x The name of the slave DNS zone.

OPT_YADIFA_SLAVE_ZONE_USE_DNSMASQ_ZONE_DELEGATION Activates (=’yes’)
or deactivates (='no’) the dnsmasq zone delegation only for the slave zone.

YADIFA_SLAVE_ZONE_x_MASTER The IP address of the DNS master server with an
optional port number.

YADIFA_SLAVE_ZONE_x_ALLOW_QUERY_N

YADIFA_SLAVE_ZONE_x_ALLOW_QUERY_x Specifies IP addresses and nets for which
access to this YADIFA DNS zone is allowed. This can be used to limit access to certain
DNS zones even more. YADIFA uses this setting to generate its configuration files.

“'77

By the prefix acces to YADIFA is denied for the IP address or network in question.

4.7. Package DSLMODEM

At the moment there is no IXTEX-based documentation available for this package.

4.8. DYNDNS - Dynamic Update For Domain Name Services

This package is used to update a dynamic hostname at every dial-in process. The following
services are supported:
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Provider FreeDNS (afraid.org)
DYNDNS_x_PROVIDER | AFRAID
Homepage http://freedns.afraid.org

Important: Provide the last part of the URL downloadable on Afraid.org’s homepage (be-
hind the question mark) as password (Login =>,Dynamic DNS” = The URL behind the Link
,Direct URL”). All other informations will be ignored.

Provider Companity
DYNDNS_ x PROVIDER | COMPANITY
Homepage http://www.staticip.de/
Provider DDNSS

DYNDNS_x PROVIDER | DDNSS

Homepage http://www.ddnss.de/
Provider DHS International
DYNDNS x PROVIDER | DHS

Homepage http://www.dhs.org/
Provider DNS2Go
DYNDNS_ x PROVIDER | DNS2GO

Homepage http://dns2go.com/
Provider DNS-O-Matic
DYNDNS_ x PROVIDER | DNSOMATIC
Homepage http://www.dnsomatic.com
Provider DtDNS

DYNDNS_x PROVIDER | DTDNS

Homepage http://www.dtdns.com/
Provider DynAccess
DYNDNS_x_ PROVIDER | DYNACCESS
Homepage http://dynaccess.de/

Important: DynAccess offers special charges for the subdomains *.dyn-fli4l.de, *.dyn-
flijlinfo and *.dyn-eisfair.de because of a fli4l-DynAccess cooperation. Informations can be
found here: http://www. dyn-fli4l. de/ or http: //www. dyn-eisfair. de/.

Provider DynDNS.org
DYNDNS_x_PROVIDER | DYNDNS

Homepage http://dyn.com/

Provider DynDNS.org (custom)

DYNDNS_ x PROVIDER | DYNDNSC

Homepage http://dyn.com/standard-dns/
Provider DynDNS DK
DYNDNS_x_PROVIDER | DYNDNSDK

Homepage http://dyndns.dk/
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Provider

dyndns:free

DYNDNS_x_PROVIDER

DYNDNSFREE

Homepage

http://dyndnsfree.de/

Provider

eisfair.net

DYNDNS_x_PROVIDER

DYNEISFAIR

Homepage

http://www.intersales.de/it-infrastruktur/dyneisfair.html

Important: By using this service you support the work of the flijl- and eisfair-developers.

Provider

DyNS

DYNDNS_x_PROVIDER

DYNSCX

Homepage

http://www.dyns.cx/

Provider

GnuDIP Dynamic DNS

DYNDNS x PROVIDER

GNUDIP

Homepage

http://gnudip2.sourceforge.net/

Provider

Provider Hurricane Electric

DYNDNS_x_PROVIDER

HE

Homepage

https://dns.he.net/

Provider IN-Berlin e.V.

DYNDNS_x PROVIDER | INBERLIN

Homepage http://www.in-berlin.de
Provider INWX GmbH Co. KG |
DYNDNS x PROVIDER | INWX

Homepage https://wuw.inwx.de/

Provider KONTENT
DYNDNS_ x PROVIDER | KONTENT

Homepage

http://www.kontent.de/

Provider Nerdcamp.net
DYNDNS_ x PROVIDER | NERDCAMP
Homepage http://nerdcamp.net/dynamic/dns.cgi
Provider No-IP.com
DYNDNS_x PROVIDER | NOIP

Homepage http://www.no-ip.com/
Provider noxaDynDNS
DYNDNS_x_ PROVIDER | NOXA

Homepage http://www.noxa.de/
Provider OVH.DE

DYNDNS_x PROVIDER | OVHDE

Homepage http://www.ovh.de/
Provider PHPDYN

DYNDNS_ x PROVIDER | PHPDYN

Homepage

http://www.webnmail .de/phpdyn/

Important: you have to host this type for yourself
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Provider Regfish.com

DYNDNS_ x_ PROVIDER | REGFISH

Homepage http://www.regfish.de/
Provider SelfHost.de
DYNDNS_x_ PROVIDER | SELFHOST

Homepage

http://selfhost.de/cgi-bin/selfhost

Provider Securepoint Dynamic DNS Service
DYNDNS_x PROVIDER | SPDNS

Homepage http://www.spdns.de/

Provider Strato

DYNDNS_ x PROVIDER | STRATO

Homepage http://www.strato.de/

Provider T-Link.de
DYNDNS x PROVIDER | TLINK

Homepage

http://www.t-1link.de/

Provider

twodns.de

DYNDNS_x_PROVIDER

TWODNS

Homepage

http://www.twodns.de/

Provider

ZoneEdit.com

DYNDNS_x_ PROVIDER

ZONEEDIT

Homepage

http://zoneedit.com/

We try to keep this list up-to-date but do not rely too closely on it. There is no liability at
all for the correctness of this data. You may report errors or changes detected by sending a
mail to the flidl team (email: team@f1i4l.de).

This is a complete list. Other providers are not supported without changes. How to expand
the package to support new providers can be found in the appendix.

The dynamic hostname will be actualized with every internet dial-in. The package includes
a lock that prevents repeated updates of the same IP as this is frowned with some DynDNS
providers and in extreme cases can lead to account blocking.

Note: The changing of the dynamic hostname may take some minutes.

Before using the package you have to aquire an account with one of the providers named
above. If you already have an account you are ready to start. If you have no account yet, you
can be guided by the table above to find a host name which fulfills the requirements and meets
the personal taste.

For the configuration you will need the following data:

e Name of the provider
e Username

o Password
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e DynDNS-hostname

The Data my vary with the provider while we try to provide a consistent configuration.
Sometimes the hostname equals to the username, in such cases we will try to use the Host-field
and ignore the username.

OPT_DYNDNS Setting this to 'yes' activates OPT_DYNDNS.

DYNDNS_SAVE_OUTPUT By activating this with 'yes' the result of the DynDNS query
will be saved to a file shown by the webserver 3

DYNDNS_N Change this value if you have accounts with more DynDNS providers and there-
fore want to update several names with every dial-in.

DYNDNS_x_PROVIDER Specify the name of the provider (see table above and hints in the
config file).

DYNDNS_x_USER Your username for the DynDNS provider. Mostly an email address, a
name you choose for yourself when registering or the DynDNS hostname.

DYNDNS_x__PASSWORD Your passwort for the DynDNS account. Be aware to keep your
secret!

DYNDNS_x_HOSTNAME The complete DynDNS hostname for the account. Examples:

e cool.nerdcamp.net
e user.dyndns.org

e flidluser.fli4l.net

DYNDNS_x_UPDATEHOST For the provider PHPDYN specify here on which host the
updater is installed. You need this because of PHPDYN not being a real provider but
only a gpl’d script actualizing a PowerDNS Server with MySQL.

DYNDNS_x_CIRCUIT Set the circuits for which dialing in should update the hostname.
Circuits are separated by spaces. It may be useful to update hostnames only when
dialing in via DSL. Some examples:

DYNDNS_1_CIRCUIT='1 2 3' # Only ISDN: Circuits 1 to 3
or
DYNDNS_1_CIRCUIT='pppoe' # Only DSL: pppoe-Circuit
or
DYNDNS_1_CIRCUIT='dhcp' # Update with DHCP providers
# (opt_dhcp needed)
or
DYNDNS_1_CIRCUIT='pppoe 1' # DSL and ISDN
or
DYNDNS_1_CIRCUIT='static' # f1i4l i.e. behind a LTE Router

30PT HTTPD
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DYNDNS_x_RENEW Some providers expect an update every n days even without your IP
having changed. This interval may be set here. If no value is given an update will be
forced every 29 days.

It should be noted that an update is triggered only when dialing. This means: DSL or
ISDN connections or a renewing of a lease of an interface configured via DHCP like in
a cable modem. If no dialing occurs for a longer time period you have to trigger the
update in other ways.

DYNDNS_x_EXT_IPV4

DYNDNS_x_EXT_IPV6 This variable configures the method by which the external IP ad-
dress is detected. By setting this to 'none' no external service will be queried for the
IP address and the IP address of the WAN interface will be used instead. This usually
works only with WAN connections which terminate directly on the flidl, such as PPPoE
via DSL. If specifying 'dyndns' the IP address used when updating is determined by
using the external service of checkip.dyndns.org. When using 'stun' the list of STUN
servers is queried one by one until a valid response is returned. The use of an external
service to determine the IP address is necessary if the router itself is not getting the
external IP. It should be noted that the router will not note a change of the external IP
in this case and thus can’t update the dyndns name entry immedeately.

DYNDNS_x_LOGIN Some providers require the user to log in to their Web page regularly
by using her/his user account to prevent the service from being deactivated. If this
variable is set to 'yes', the FLI4L will do that for you. However, this only works if the
dyndns package is prepared for this provider. Such a regular registration is currently
only necessary and possible for the provider “DYNDNS”. Please remember also that the
use of this function requires 0PT_EASYCRON=’yes’ in package easycron.

DYNDNS_LOGINTIME If you use a provider FLI4L should log into regularly to prevent
deactivation of the service (see above), you can use this variable to configure at what
time this login process is intended to take place. A time value in Cron format is required
here, for details please read the Documentation of package easycron. The default setting
is 0 8 * * * meaning a daily login at eight o’clock in the morning.

DYNDNS_ALLOW_SSL Setting this variable to 'yes' will update over an encrypted SSL
connection if possible.

DYNDNS_LOOKUP_NAMES The IP should only be updated if it really changed. Many
flid]l routers don’t have a permanent data storage like a harddisk where this information
could be saved to be present at boot time. To prevent unnecessary updates flild may
query name servers (only in this case) for its actually registrated IP. The information
will be saved and used for further updates.

Note that after a reboot a new update interval will start if fli4l uses a name server to
detect its IP.

DYNDNS_DEBUG_PROVIDER Setting this variable to 'yes' will record a trace of the
update process for debugging purposes. Default: DYNDNS_DEBUG_PROVIDER='no'

OPT_STUN Setting 'yes' enables the functionality for determining the external IP address
via a STUN server.
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STUN_SERVER_N This variable defines the number of STUN servers.

STUN_SERVER_x FQDN of the STUN server, optionally the FQDN may be expanded by
the port used.

STUN_SERVER_1='stun.l.google.com:19302"'
STUN_SERVER_2='stunl.l.google.com:19302'
STUN_SERVER_3='stun2.1.google.com:19302'
STUN_SERVER_4='stun3.1.google.com:19302'
STUN_SERVER_5='stun4.1.google.com:19302'
STUN_SERVER_6="'stun0O1.sipphone.com'
STUN_SERVER_7='stun.ekiga.net'
STUN_SERVER_8='stun.fwdnet.net'
STUN_SERVER_9='stun.ideasip.com'

4.9. EASYCRON - Time-based Job Scheduling

This package was inititated by Stefan Manske email: £1i41@stephan.manske-net.de and
adapted to version 2.1 by the flidl-team.
4.9.1. Configuration

By using OPT_EASYCRON it is possible to execute commands at designated times by adding them
to the config-file.
The following entries are supported:

OPT_EASYCRON O0OPT_EASYCRON='yes' activates the package
Default setting: OPT_EASYCRON='no'

EASYCRON_MAIL Avoid the sending of unwanted mails by crond.
Default setting: EASYCRON_MAIL='no'

EASYCRON_N The number of commands to be executed by cron.

EASYCRON_x_CUSTOM Those familiar with the settings in crontab may define additional
settings for each entry (like MAILTO, PATH...). Entries have to be separated by \\. You
should be really familiar with cron to use this option.

Default setting: EASYCRON_CUSTOM=""

EASYCRON_x_COMMAND Specify the command to be executed in EASYCRON_x_COMMAND,
for example:

EASYCRON_1_COMMAND='echo 1 '>' /dev/console'

EASYCRON_x_TIME specifies execution times according to the cron syntax.
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4.9.2. Examples

e The computer outputs “Happy new year!” to the console

EASYCRON_1_COMMAND = 'echo Happy new year! > /dev/console'’
EASYCRON_1_TIME ='00 31 12 *'

o xxx will be executed Monday to Friday from 7AM to 8PM Uhr every full hour.

EASYCRON_1_COMMAND = 'xxx'
EASYCRON 1 TIME = '0 7-20 0 * 1-5'

e The router terminates the DSL internet connection each night at 03:40AM and
reestablishes it after 5 seconds. Device names to be used: pppoe, ippp[1-9], ppp[l-
9.

EASYCRON_1_COMMAND
EASYCRON_1_TIME

'fli4lctrl hangup pppoe; sleep 5; flidlctrl dial pppoe'
'40 3 * *x x!

Further informations on the cron syntax can be found here (german)
e http://www.pro-linux.de/artikel/2/146/der-batchdaemon-cron.html

e http://de.linwiki.org/wiki/Linuxfibel_-_System-Administration_-_Zeit_und_Steuerung#
Die_Datei_crontab

e http://web.archive.org/web/20021229004331/http://www.linux-magazin.de/Artikel/
ausgabe/1998/08/Cron/cron.html

e http://web.archive.org/web/20070810063838/http://www.newbie-net.de/anleitung_
cron.html

4.9.3. Prerequisites

o fli4l version > 2.1.0

o for older versions please use opt_ easycron version from the OPT-Database
4.9.4. Installation

Unzip OPT_EASYCRON to your flidl directory like any other fli4l opt.

4.10. HD - Support For Harddisks, Flash-Cards, USB-Sticks, ...
4.10.1. OPT_HDINSTALL - Installation On A Harddisk/CompactFlash

fli4l supports a large variety of boot media (CD, HD, Network, Compact-Flash,...). Floppy
Disks are not supported anymore due to filesize regressions.

All steps necessary to install to a harddisk are explained below.

The usual way is installation via a physical boot medium. Installing via network boot is
possible too. OPT_HDINSTALL prepares the harddisk. If boot medium and installation target
share the same BOOT_TYPE='hd' installation files will be transferred immedeately. If direct
transfer is not possible the files will be transferred later via scp or remote update using Imonc.
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An Overview to the different harddisk installation variants A or B is found at the Beginning
of the documentation for flidl (Page 15). Please read carefully before proceeding!

HD-Installation In Six Simple Steps

1. create a bootable fli4dl medium with package BASE and OPT_HDINSTALL. This medium must
be able to perform remote updates. Either 0PT_SSHD must be activated or OPT_IMOND is set
to 'yes'. If additional drivers not contained in the standard installation are necessary
to access the harddisk, configure OPT_HDDRV as well.

2. boot the router with the installation medium.
3. log in to the router console and execute “hdinstall.sh”.

4. transfer the files syslinux.cfg, kernel, rootfs.img, opt.img and rc.cfg via scp or Imonc to
the router’s /boot directory if prompted to. It is recommended to work with two fli4l
directories, one for the setup and a second for the hd installation. In the HD version, set
the variable BOOT_TYPE='hd' and for the boot media type according to its type.

During remote update the files for the hd-version have to be copied!

5. unload boot medium, shut down the router and reboot again (by using halt/reboot/poweroff).
The router will boot from harddisk now.

6. if problems occur please refer to the following text.

HD-Installation Explained In Detail (including examples)

First, a router boot media containing the installation scripts and additional drivers (eventually)
has to be created. Activate OPT_HDINSTALL in config/hd.txt and OPT_HDDRV (only if additional
drivers are needed). Please read the section on OPT_HDDRV thoroughly!

The variable BOOT_TYPE in base.txt has to be set in accordance with the chosen setup media.
After all, a setup has to be performed. .. The variable MOUNT_BOOT in base.txt has to set to 'rw"',
in order to allow saving new archives (*. img) loaded over the network.

Then boot the router from this setup medium. Run the installation program by executing
“hdinstall.sh” at the fli4l sonsole . After answering a few questions the installion on the hard
drive is performed. Eventually you will be prompted to load files needed for the router via
remote update.

Don’t forget this remote update, otherwise the router won’t boot from harddisk.
To reboot the routers after remote update use reboot/halt/poweroff, otherwise
your remote update changes will be lost.

The installation script may be started directly at the router console or via ssh from another
PC. This way you have to log in by giving a password. As an ssh client you may use the
freeware 'putty’.

Configuration Of The Setup Bootmedia

At this point network configuration has to be completed in order to be able to copy files over
the network later. Please do not activate DNS__DHCP at this point because this may cause all

124



4. Packages

BOOT_TYPE set according to type of bootmedia for the installation
MOUNT_BOOT='rw' necessary to copy new archives (*.img) to the harddisk over
network

OPT_HDINSTALL='yes' necessary to have the setup script and tools for formatting
of partitions on the bootmedia

(OPT_HDDRV='yes') only necessary if harddisk needs special drivers

OPT_SSHD="'yes' after preparation of the harddisk eventually files have to be
copied via remote update. You will either need sshd, imond
(IMOND="yes') or another package allowing file transfers.

Table 4.4.: Configuration example of a setup media

kinds of errors (the DHCP-server maybe already have a lease file for the router to be installed).
For a remote update via scp (package SSHD) please set up OPT_SSHD='yes'. As an alterna-
tive you may transfer files via IMOND. This needs a complete and working configuration for
DSL or ISDN. Please omit all packages not mentioned, i.e. no DNS_DHCP, SAMBA_LPD,
LCD,Portforwarding a.s.o.

In case that the installations stops with the error message
**%*x ERROR: can't create new partition table, see docu **x*
several problems may have occurred:
e harddisk is in use, maybe by an installation canceled before. Reboot and try again.
e additional drivers are needed, see OPT_HDDRV
e hardware problems, see appendix.

In the last step the final configuration files can be set up and all other packages needed may
be added to the router.
Examples For Completed Installations Type A and B:

An example for each configuration is to be found in table 4.5.

BOOT_TYPE='hd' necessary because we are booting from harddisk now
MOUNT_BOOT='rwl|rolno' choose one. For copying new fli4l archives to harddisk over
network 'rw’ is needed.

OPT_HDINSTALL='no' not needed after successful installation.

OPT_MOUNT activate only if a data partition was configured

(OPT_HDDRV="'yes") only necessary if harddisk can’t be used without additional
drivers.

Table 4.5.: Example for an installation according to type A or B

Creation of a swap-partition will only be available if the router has less than 32MB RAM
and the installation target is NO flash media!
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4.10.2. OPT_MOUNT - Automatic Mounting Of Filesystems

OPT_MOUNT mounts data partitions created during installation to /data, file system checks
will be performed automatically when needed. CD-ROMs will be mounted to /cdrom if a CD
is inserted. For swap-partitions OPT_MOUNT is not needed!

OPT_MOUNT reads the configuration file hd.cfg on the boot-partition and
mounts partitions mentioned there. If OPT_MOUNT was transferred via remote update
to an already installed router this file has to be edited manually.

While booting from CD-ROM OPT_ MOUNT can’t be used. The CD may be
mounted by setting MOUNT_BOOT=’ro’.

The file hd.cfg on the DOS-partition for a router according to type B with swap and data
partition looks like this (example):

hd_boot='sdal'

hd_opt='sda2'

hd_swap='sda3'

hd_data='sda4'

hd_boot_uuid='4A32-0C15'
hd_opt_uuid='cle2bfa4-3841-4d25-ae0d-£8e40a845344"'
hd_swap_uuid='5f75874c-a82a-6294-c695-d301c3902844"'
hd_data_uuid='278a5d12-651b-41ad-a8e7-97ccbc00e38f"

Just omit non-existent partitions, a router according to type A without further partitions
looks like this:

hd_boot="'sdal'
hd_boot_uuid='4863-65EF'

4.10.3. OPT_EXTMOUNT - Manual Mounting Of File Systems

OPT_EXTMOUNT mounts data partitions to any chosen mountpoint in file system. This
allows to mount file systems created manually and for example provide a rsync-server directory.

EXTMOUNT_N Number of manually created data partitions to be mounted.

EXTMOUNT_x_VOLUMEID Device, label or UUID of the volume to be mounted. By
executing ’blkid’ device, label and UUID of all volumes can be displayed.

EXTMOUNT _x_FILESYSTEM The file system used for the partition. fli4l supports isofs,
fat, vfat, ext2, ext3 und ext4 at the time of writing.
(The default setting EXTMOUNT _x_FILESYSTEM='auto' automatically tries to determine
the file system used.)

EXTMOUNT_x_MOUNTPOINT The path (Mountpoint) to where the device should be
mounted. It does not have to exist and will be created automatically.
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EXTMOUNT_x_OPTIONS Specify special options to be passed to the 'mount’ command
here.

EXTMOUNT_x_HOTPLUG Wenn diese Variable den Wert ‘yes’ enthélt, ist es kein Fehler,
wenn zur Boot-Zeit die Datenpartition nicht existiert. In diesem Fall wird davon ausge-
gangen, dass der zugehorige Datentriager fehlt und ggf. spéter eingebunden wird (z.B.
via SATA-Hotplugging oder als USB-Stick). Das Aktivieren dieser Option erfordert
zwingend OPT_AUTOMOUNT=’yes’. Des Weiteren muss zur Identifikation der gewiinschten
Datenpartition die eindeutige Kennung (UUID) des Dateisystems in EXTMOUNT _x_VOLUMEID
eingetragen werden; andere IDs wie Gerédtename oder Label werden nicht unterstiitzt.

Example:
EXTMOUNT_1_VOLUMEID='sda2' # device
EXTMOUNT_1_FILESYSTEM='ext3' # filesystem
EXTMOUNT_1_MOUNTPOINT='/mnt/data' # mountpoint for device
EXTMOUNT_1_OPTIONS="" # extra mount options passed via mount -o
EXTMOUNT_1_HOTPLUG='no' # device must exist at boot time

4.10.4. OPT_AUTOMOUNT - automatisches Einhdangen von Datenpartitionen

OPT_AUTOMOUNT="yes’ erlaubt es, Datenpartitionen automatisch und dynamisch wahrend der
Laufzeit einzuhédngen. Es gibt zwei Konfigurationsvarianten. Die erste arbeitet mit OPT_EXTMOUNT
zusammen und héngt nur Datenpartitionen ein, die beim Booten gefehlt haben. Die zweite ist
unabhéingig von OPT_EXTMOUNT und héngt alle lesbaren Datenpartitionen ein, egal ob bereits
wahrend des Bootens oder erst spater. Steuern ldsst sich das Verhalten mit Hilfe der Variablen
AUTOMOUNT _UNKNOWN:

AUTOMOUNT_UNKNOWN Diese Variable steuert, ob unbekannte Datenpartitionen einge-
héngt werden. Mit AUTOMOUNT_UNKNOWN=’no’ werden nur Datenpartitionen dynamisch
wahrend der Laufzeit eingehédngt, die einem EXTMOUNT_x-Eintrag entsprechen. Dazu muss
zusétzlich EXTMOUNT _x_HOTPLUG=’yes’ definiert sein, damit OPT_EXTMOUNT nicht meckert,
wenn die Datenpartition beim Booten fehlen sollte. Mit AUTOMOUNT _UNKNOWN=’yes’ wer-
den auch unbekannte Datenpartitionen eingehéngt. Dies funktioniert aber nur, wenn das
Dateisystem auf der Datenpartition eine eindeutige Kennung (UUID) besitzt. In diesem
Fall wird die Datenpartition in dem Verzeichnis /media/<UUID> eingehéingt (dieses Verze-
ichnis wird bei Bedarf erzeugt).

Standard-Einstellung: AUTOMOUNT _UNKNOWN=’no’

AUTOMOUNT_UNKNOWN_OPTS Diese Variable gibt die mount-Optionen an, die bei un-
bekannten Datenpartitionen beim Einhédngen verwendet werden. Ist die Datenpartition
itber OPT_EXTMOUNT in der /etc/fstab identifizierbar, dann werden die hier angegebenen
Optionen nicht benutzt; vielmehr werden die Optionen im passenden EXTMOUNT _x_OPTIONS-
Fintrag genutzt.

Standard-Einstellung: AUTOMOUNT_UNKNOWN_OPTS=’ro’ (damit werden Schreibzugriffe auf
unbekannte Datenpartitionen standardméfig verhindert)

Jede Datenpartition wird vor dem Einhdngen mit Hilfe des fiir das jeweilige Dateisystem ver-
fiigbaren Priifprogramms auf Fehler tiberpriift (e2fsck fiir ext2/ext3/ext4-Dateisysteme und
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fsck.fat fiir (V)FAT-Dateisysteme). Schligt die Priifung oder die automatische Korrektur
fehl, wird das Dateisystem nicht eingehédngt, um Datenkorruption zu vermeiden.

Wird ein Gerét entfernt, auf dem ein Dateisystem eingehéngt war, wird dies nachtréglich via
umount ausgehangt. Natiirlich kénnen dabei womoglich noch nicht geschriebene Daten nicht
mehr gesichert werden (schlieflich ist der Datentrdger nicht mehr da), aber immerhin kann
nicht mehr versucht werden, auf den nicht mehr vorhandenen Datentrager weiter zuzugreifen.
Die korrekte Vorgehensweise ist natiirlich erst das Dateisystem auszuhdngen und dann den
Datentrager zu entfernen. Weil nicht alle Gerdtetypen ein Entfernen verhindern, wenn das
Dateisystem eingehéngt ist (beispielsweise funktioniert dies gut bei CD-Laufwerken), muss
man sich unter Umstédnden selbst um die korrekte Reihenfolge der+ Aktionen kiitmmern.

Alle Aktivitdten von OPT_AUTOMOUNT werden in der Datei /var/log/automount.log protokol-
liert. Ein beispielhafter Ausschnitt einer solchen Log-Datei wird im Folgenden gezeigt. Zuerst
kommt der Abschnitt, der die Aktivitdten fiir Datenpartitionen aufzeigt, die bereits wiahrend
des Bootens verfiigbar sind (ACTION=change):

[2015-04-25 00:33:35] [INFO
[2015-04-25 00:33:35] [INFO
[2015-04-25 00:33:35] [INFO
[2015-04-25 00:33:35] [INFO
[2015-04-25 00:33:35] [ERROR
[2015-04-25 00:33:35] [INFO
[2015-04-25 00:33:35] [INFO
[2015-04-25 00:33:35] [INFO
[2015-04-25 00:33:35] [INFO
[2015-04-25 00:33:35] [INFO
[2015-04-25 00:33:35] [NOTICE
[2015-04-25 00:33:36] [INFO
[2015-04-25 00:33:36] [INFO
[2015-04-25 00:33:35] [INFO
[2015-04-25 00:33:35] [INFO
[2015-04-25 00:33:35] [ERROR
[2015-04-25 00:33:35] [INFO
[2015-04-25 00:33:35] [INFO
[2015-04-25 00:33:35] [INFO
[2015-04-25 00:33:35] [INFO
[2015-04-25 00:33:35] [ERROR
[2015-04-25 00:33:35] [INFO
[2015-04-25 00:33:35] [INFO
[2015-04-25 00:33:35] [INFO
[2015-04-25 00:33:35] [INFO
[2015-04-25 00:33:35] [INFO
[2015-04-25 00:33:35] [INFO
[2015-04-25 00:33:35] [NOTICE

TYPE: vfat

UUID: 442e-93ba

mount point: /media/442e-93ba

/dev/vdal already mounted on /boot, giving up

TYPE: ext3

UUID: 77ab35b3-029e-42c9-93a0-d197c01e6e89

mount point: /media/77ab35b3-029e-42c9-93a0-d197c01e6e89
/dev/vda2: clean, 671/26208 files, 57544/104420 blocks

/dev/vda2 mounted on /media/77ab35b3-029e-42c9-93a0-d197c01e6e89

TYPE: ext3

UUID: 1580b80c-92b1-4492-abfa-92a12a7d2027

mount point: /media/1580b80c-92b1-4492-abfa-92a12a7d2027
/dev/vda3 already mounted on /data, giving up

TYPE: ext3

UUID: 4cla03el1-3a0c-4835-88dc-a51879defd64

mount point: /mnt/extra

/dev/vdbl already mounted on /mnt/extra, giving up
TYPE: vfat

UUID: ba6e-9ebd

mount point: /media/ba6e-9ebd

fsck.fat 3.0.26 (2014-03-07)

/dev/vdcl: O files, 0/32672 clusters

/dev/vdcl mounted on /media/ba6e-9ebd

]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]

Zwei Datenpartitionen wurden eingehéngt (/dev/vda2 und /dev/vdc1), davon wurden beide
nicht via OPT_EXTMOUNT konfiguriert und somit unterhalb von /media eingehédngt. Die verbliebe-
nen drei Datenpartitionen /dev/vdal, /dev/vda3 und /dev/vdbl wurden bereits von anderen
Boot-Skripten eingehéngt und entsprechen der Boot- und der Datenpartition sowie einer be-
nutzerdefinierten OPT_EXTMOUNT-Datenpartition.

Jetzt werden /dev/vdbl und /dev/vdcl ausgehingt (ACTION=remove; die Warnung, dass
/dev/vdbl beim Aushdngen nicht in der Volumen-Datenbank gefunden wurde, ist harmlos und
weist darauf hin, dass diese Datenpartition bereits wihrend des Bootens von 0PT_EXTMOUNT und
nicht von OPT_AUTOMOUNT eingehdngt wurde)...

ACTION=change SUBSYSTEM=block DEVNAME=vdal DEVPATH=/devices/pci0000:00/0000:00:08.0/virtio4/block/vda/vdal MDEV=vdal

ACTION=change SUBSYSTEM=block DEVNAME=vda2 DEVPATH=/devices/pci0000:00/0000:00:08.0/virtio4/block/vda/vda2 MDEV=vda2

ACTION=change SUBSYSTEM=block DEVNAME=vda3 DEVPATH=/devices/pci0000:00/0000:00:08.0/virtio4/block/vda/vda3 MDEV=vda3

ACTION=change SUBSYSTEM=block DEVNAME=vdbl DEVPATH=/devices/pci0000:00/0000:00:0a.0/virtio5/block/vdb/vdbl MDEV=vdb1

ACTION=change SUBSYSTEM=block DEVNAME=vdcl DEVPATH=/devices/pci0000:00/0000:00:1f.0/virtio6/block/vdc/vdcl MDEV=vdcl

[2015-04-25 00:34:52] [INFO ] ACTION=remove SUBSYSTEM=block DEVNAME=vdbl DEVPATH=/devices/pci0000:00/0000:00:0a.0/virtio5/block/vdb/vdbl MDEV=vdb1l

[2015-04-25 00:34:52] [WARNING] /dev/vdbl not found in volume database
[2015-04-25 00:34:52] [INFO ] mount point: /mnt/extra
[2016-04-25 00:34:52] [NOTICE ] /dev/vdbl unmounted from /mnt/extra

[2015-04-25 00:34:55] [INFO ] ACTION=remove SUBSYSTEM=block DEVNAME=vdcl DEVPATH=/devices/pci0000:00/0000:00:1f.0/virtio6/block/vdc/vdcl MDEV=vdcl

[2015-04-25 00:34:55] [INFO ] UUID: ba6e-9ebd
[2015-04-25 00:34:55] [INFO ] mount point: /media/ba6e-9ebd
[2015-04-25 00:34:55] [NOTICE ] /dev/vdcl unmounted from /media/ba6e-9ebd

...und in umgekehrter Reihenfolge wieder eingehdngt (ACTION=add):
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[2015-04-25 00:35:14] [INFO
[2015-04-25 00:35:14] [INFO
[2015-04-25 00:35:14] [INFO
[2015-04-25 00:35:14] [INFO
[2015-04-25 00:35:15] [INFO

] ACTION=add SUBSYSTEM=block DEVNAME=vdbl DEVPATH=/devices/pci0000:00/0000:00:0b.0/virtio5/block/vdb/vdbl MDEV=vdbi
1 TYPE: vfat

1 UUID: ba6e-9ebd

] mount point: /media/bae-9ebd

1 fsck.fat 3.0.26 (2014-03-07)

[2015-04-25 00:35:15] [INFO ] /dev/vdbl: O files, 0/32672 clusters

[2015-04-25 00:35:15] [NOTICE ] /dev/vdbl mounted on /media/ba6e-9ebd

[2015-04-25 00:35:18] [INFO ] ACTION=add SUBSYSTEM=block DEVNAME=vdcl DEVPATH=/devices/pci0000:00/0000:00:0c.0/virtio6/block/vdc/vdcl MDEV=vdcl
[2015-04-25 00:35:18] [INFO ] TYPE: ext3

[2015-04-25 00:35:18] [INFO ] UUID: 4cla03e1-3a0c-4835-88dc-a51879def464

[2015-04-25 00:35:18] [INFO ] mount point: /mnt/extra

[2016-04-25 00:35:18] [INFO ] /dev/vdcl: recovering journal

[2015-04-25 00:35:18] [INFO ] /dev/vdcl: clean, 11/16384 files, 7477/65488 blocks

[2015-04-25 00:35:18] [NOTICE ] /dev/vdcl mounted on /mnt/extra

Das “unsaubere” Aushédngen des ext3-Dateisystems auf /dev/vdcl hat zu einer “recovering
journal”-Meldung beim Einhédngen gefiihrt, die aber nicht kritisch ist, da keine weiteren Fehler
gefunden wurden.

4.10.5. OPT_HDSLEEP - Setting Automatic Sleep Mode For Harddisks

A harddisk can power down after a certain time period without activity. The disk will save
power and operate quiet then. Accessing the harddisk will cause it to automatically spin up
again.

Not all harddisks tolerate frequent spinup. Don’t set the time for spindown too
short. Older IDE-disks don’t even have this function. This setting is also senseless
for Flash-Media.

HDSLEEP_TIMEOUT The variable specifies after what time period without access the disk
should power down. It will power down after that time period and come up again with
the next access. Sleep timeouts can be specified in minutes from one to 20 and in periods
of 30 minutes from half an hour up to 5 hours. A sleep timeout of 21 or 25 minutes will
be rounded to 30 minutes. Some harddisks ignore values too high and stop after some
minutes then. Please test the settings thoroughly because proper functioning depends
on the hardware used!

HDSLEEP_TIMEQOUT='2' # wait 2 minutes until power down

4.10.6. OPT_RECOVER - Emergency Option

This variable determines if functions for creating an emergency option will be available. If
activated the option copies the command “mkrecover.sh” to the router. By executing it you
can activate the emergency option at the console. With package “HTTPD?” installed the action
of copying an existing installation to an emergency instance can be achieved conveniantly in
the menu “recover”.

To use the recovery installation choose “r”

for recovery in the boot menu at the next reboot.

OPT_RECOVER='yes'

4.10.7. OPT_HDDRYV - Additional Drivers For Harddisk Controllers

By setting OPT_HDDRV=’yes’ you may activate drivers additionally needed. Generally this is
NOT needed for IDE und SATA, package 'Base’ will load all necessary files.
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HDDRV_N Set the number of drivers to be loaded.

HDDRV_x HDDRV_1 a.s.o. Set drivers to be chosen for the host-adapters in use. A list of all
supported adapters is provided with the initial config file for package hd.

HDDRV_x_OPTION With HDDRV_x_0PTION additional options can be passed that some drivers
need for proper operation (for example an I0-address). This variable can be empty for
the most drivers.

In the Appendix (Page 357) you may find an overview of the most common errors con-
cerning harddisk and CompactFlash operation.

Example 1: Access to a SCSI-harddisk on an Adaptec 2940 controller

OPT_HDDRV="'yes' # install Drivers for Harddisk: yes or no
HDDRV_N='1" # number of HD drivers

HDDRV_1='aic7xxx' # various aic7xxx based Adaptec SCSI
HDDRV_1_OPTION="'" # no need for options yet

Example 2: Accelerated IDE-Access with PC-Engines ALIX

OPT_HDDRV="'yes' # install Drivers for Harddisk: yes or no
HDDRV_N='1" # number of HD drivers

HDDRV_1='pata_amd' # AMD PCI IDE/ATA driver (e.g. ALIX)
HDDRV_1_OPTION="" # no need for options yet

4.11. HTTPD - Webserver For Status-Display

4.11.1. OPT_HTTPD - Mini-Webserver As Status-Display

The webserver can be used to display or change the status of fli4l routers (IMONC can be used
too). The status monitor can be activated by setting OPT_HTTPD="'yes".
If you are using the default configuration set your browser to one of the following addresses:

http://£1i41/

http://£f1i4l.domain.lan/
http://192.168.6.1/

If you configured fli4l to use another name and/or domain these have to be used. If the
webserver is set to listen on another port than the default one specify it like this:

http://£1i41:81/

As of version 2.1.12 a login page will be displayed which is not protected by a password.
Protected pages are in the subdirectory admin, for example:

http://£1i4l.domain.lan/admin/

The web server can be configured by setting the following variables:

HTTPD_GUI_LANG This specifies the language in which the web interface is shown. If set
to ’auto’ the language setting is taken from the variable LOCALE in base.txt.
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HTTPD_LISTENIP The web server usually binds to a so-called wildcard address in order
to be accessed on any router interface. Set the web server with this parameter to only
bind to one IP address. The corresponding IP address is given here: IP_NET_x_IPADDR.
Normally this parameter is left blank, so the default (Accessible on any interface IP) is
used.

This parameter is used to bind the httpd to only one IP so that other instances can bind
to other IPs on the router. It can not be used to limit access to the web interface of the
router. This would need additional configuring of the packet filter, too.

It is also possible to specify multiple IP addresses here (separated by spaces).

HTTPD_PORT Set this value if the web server should run on another port than 80. This is
usually not recommended, since then it must be accessed through the browser by adding
the port number. Example http://fli41:81/.

HTTPD_PORTFW If setting this variable to ’yes’ you can change port forwarding via the
web interface. Rules can be erased and/or added. Changes take effect immediately and
only apply during router runtime. If the router is restarted, the changes are gone. The
default setting is 'yes’.

HTTPD_ARPING The web server displays the online/offline state of the hosts listed in
HOST_x. To achieve this it uses the “Arp-Cache”, a cache that buffers the addresses
of the local hosts. If a host does not communicate with the router for longer its address
will disappear from the “Arp-Cache” and it appears to be offline. If you want to keep
the “Arp-Cache” up-to-date (keep the online hosts that are not communicating with the
router in it) set HTTPD_ARPING="yes’?.

HTTPD_ARPING_IGNORE_N Sets the number of entries to be ignored when arping

HTTPD_ARPING_IGNORE_x IP-adress or name of the hosts not to be included in ARPING-
tests. This may be useful for battery based hosts consuming too much power by regular
network queries (i.e. laptops or cell phones in WLAN)).

4.11.2. User Management

The webserver provides a sophisticated user management:

HTTPD_USER_N Specify the number of users. If set to 0 user management will be switched
off completely so everybody can access the web server.

HTTPD_USER_x_USERNAME HTTPD_USER_x_PASSWORD HTTPD_USER_x_RIGHTS
enter username and password for each user here. On top specify for each user which func-
tions of the the web server should be accessible to him. Functions are controlled via the
variable HTTPD_RIGHTS_x. In the simplest case it is 'all’, which means that the correspond-
ing user is allowed to access everything. The variable has the following structure:

'Rangel: rightl,right2,... Range2:...'

Instead of adding all rights for a certain range the word “all” can be used. This means
that the user has all rights in this range. The following ranges and rights exist:
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Range “status” Everything in menu ’Status’.
view User can access all menu items.
dial User can dial and hang up connections.
boot User can reboot and shut down the router.
link User can switch channel bundeling.
circuit User can switch circuits.
dialmode User can switch dialmodes (Auto, Manual, Off).
conntrack User can view currently active connections.
dyndns User can view logfiles of package DYNDNS (Page 116).
Range “logs” Everything concerning log files (connections, calls, syslog)
view User can view logfiles.
reset User can delete logfiles.
Range “support” Everything of use for getting help (Newsgroups a.s.o.).
view User can access links to documentation, flidl-website, a.s.o.

systeminfo User can query detailed informations about configuration and actual
status of the router (i.e.: firewall).

Some examples:

HTTPD_USER_1_RIGHTS="all’ Allow a user to access everything in the webserver!

HTTPD_USER_2_RIGHTS="status:view logs:view support:all’ User can view every-
thing but can’t change settings.

HTTPD_USER_3_RIGHTS="status:view,dial,link’ User can view the status of inter-
net connections, dial and switch channel bundeling.

HTTPD_USER_4_RIGHTS="status:all’ User can do everything concerning internet
connections and reboot/shutdown. He is not allowed to view or delete logfiles (nor
timetables).

4.11.3. OPT_OAC - Online Access Control
OPT_OAC (optional)

Activates ’Online Access Control. By using this internet access of each host configured
in package dns_ dhcp (Page 103) can be controlled selectively.

A console tool is available too, providing an interface to other packages like EasyCron:
/usr /local/bin/oac.sh

Options will be shown when executed on a console.

OAC_WANDEVICE (optional)

Restricts the online access control to connections on this network device (i.e. 'Pppoe’).
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OAC_INPUT (optional)
Provides protection against circumvention via proxy.
OAC_INPUT="default’ blocks default ports for Privoxy, Squid, Tor, SS5, Transproxy.

OAC_INPUT="tcp:8080 tcp:3128’ blocks TCP Port 8080 and 3128. This is a space
separated list of ports to be blocked and their respective protocol (udp, tcp). Omitting
protocols blocks both udp and tcp.

Omitting this variable or setting it to 'no' deactivates the function.

OAC_ALL_INVISIBLE (optional)

Turns off overview if at least one group exists. If no groups exist the variable is without
effect.

OAC_LIMITS (optional)

List of available time limits separated by spaces. Limits are set in minutes. This allows
time period based blocking or access definition.

Default: 30 60 90 120 180 360 540’
OAC_MODE (optional)

Possible values: *DROP’ or *REJECT’ (default)
OAC_GROUP_N (optional)

Number of client groups. Used for clarity but also allows to block or allow access for a
whole group at once over the web interface.

OAC_GROUP_x_NAME (optional)

Name of the group - this name will be displayed in the web interface and may be used
in console script ’oac.sh’.

OAC_GROUP_x_BOOTBLOCK (optional)

If set to 'yes' all clients of the group are blocked at boot. Useful if PCs should be
blocked in general.

OAC_GROUP_x_INVISIBLE (optional)

Marks the group as invisible. Useful to block a PC in general which should not be visible
in the web interface. The console script oac.sh is not affected by this (for use in easycron).

OAC_GROUP_x_CLIENT_N (optional)

Number of clients in the group.

OAC_GROUP_x_CLIENT_x (optional)
Name of the client as defined in HOST_x_NAME in package dns_ dhcp (Page 103).

OAC_BLOCK_UNKNOWN_IF_x (optional)

List of interfaces defined in base.txt allowing internet access only to hosts defined in
dns__dhcp.txt. Hosts not defined are blocked in general.
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4.12. HWSUPP - Hardware support

4.12.1. Description

This package supplies the support for special hardware components.
Supported are:

o Temperature sensors

e LEDs

o Voltage sensors

e Fan speed

o Buttons

e Watchdog

e VPN cards

The following systems, mainboards and VPN cards are supported:

o Standard PC hardware
— PC keyboard LEDs

o ACPI Hardware

e Embedded systems
— AEWIN SCB6971
— Fujitsu Siemens Futro S200
— Fujitsu Siemens Futro S900
— PC Engines ALIX
— PC Engines APU
— PC Engines WRAP
— Soekris net4801
— Soekris net5501

e Mainboards
— Commell LE-575
— GigaByte GA-M521-S3
— GigaByte GA-N3150N-D3V
— LEX CV860A
— MSI MS-9803
— SuperMicro PDSME
— SuperMicro X7SLA
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— Tyan S5112
— WinNet PC640
— WinNet PC680

o VPN cards (PCI, miniPCI and miniPCle)
— vpnl401 vpnl411

4.12.2. Configuration of the HWSUPP package

The configuration is made, as for all fli4l packages, by adjusting the file
path/f1i41-4.0.0-stable-x86-r60798/<config>/hwsupp.txt to meet your own demands.

OPT_HWSUPP The setting ’no’ deactivates the OPT__HWSUPP package completely. There
will be no changes made to the flidl boot medium or the archive opt.img. OPT_HWSUPP
does not overwrite any other parts of the flidl installation. To activate OPT_HWSUPP
set the variable OPT_HWSUPP to ’yes’.

HWSUPP_TYPE This configuration variable sets the type of supported hardware. Following
values can be used:
e sim
e generic-pc
e generic-acpi
e generic-acpi-coretemp
e aewin-sch6971
e commell-le575
o fsc-futro-s200
o fsc-futro-s900
o gigabyte-ga-m521-s3
o gigabyte-ga-n3150n-d3v
e lex-cv860a
o msi-ms-9803
e pcengines-alix
 pcengines-apu (APU-1)
» pcengines-apu2 (APU-2)
e pcengines-wrap
e Tpi
o soekris-net4801
o soekris-net5501
e supermicro-pdsme

e supermicro-x7sla
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e tyan-sH112
e winnet-pc640
e winnet-pc680

HWSUPP_WATCHDOG The setting ’yes’ activates the watchdog daemon if the hardware
contains a watchdog. The watchdog will automatically restart a non responding system.

HWSUPP_CPUFREQ The setting ’yes’ activates CPU frequency adjustment controls.

HWSUPP_CPUFREQ_GOVERNOR Selection of CPU frequency governor. The selected
governor controls the frequency adjustment behaviour. It’s a selection of one of:

e performance
The CPU allways runs with the highest available frequency.

e ondemand
The CPU frequency will be adjusted depending on the current CPU usage. The
frequency can change very quickly.

e conservative
The CPU frequency will be adjusted depending on the current CPU usage. The
frequency is changed step by step.

e powersave
The CPU allways runs with the lowest available frequency.

e userspace
The CPU frequence kann be set manually or by an user script via the sysfs variable
/devices/system/cpu/cpu<n>/cpufreq/scaling_setspeed.

HWSUPP_LED_N Defines the number of LEDs. The number of LEDs of the hardware in
use should be entered here.

HWSUPP_LED_x Defines the information indicated by the LED. The following informations
are possible:
o ready - the fli4l router ist ready for operation?
o online - the fli4l router has an active internet connection
e trigger - LED is controlled by a kernel trigger
e user - LED is controlled by an user script

The list of possible indications can be extended by other packages. For example, if the
WLAN package is loaded the information

e wlan - WLAN is active
is possible.

In apppendix B.10 package developers can get some hints on how to create such exten-
sions.

41t HWSUPP_LED_x=’ready’ is set, the boot progress is indicated by a blink sequence (see appendix B.8).
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HWSUPP_LED_x_DEVICE Specifies the LED device.

Here you either have to enter a LED device (to be found at /sys/class/leds/ in the
router’s file system) or a GPIO number.

A list of valid LED device names for a specific HSUPP_TYPE can be found in the appendix
“Available LED devices” (Page 359).

The GPIO number has to be enterd in the format gpio::x. If a GPIO is entered, the
corresponding LED device will be created automatically. By preceding the char / the
GPIO functionality may be inverted.

Examples:

HwWSUPP_LED_1_DEVICE='apu::1' # LED 1 on PC engines APU
HWSUPP_LED_2_DEVICE='gpio: :237' # GPIO 237
HWSUPP_LED_3_DEVICE='/gpio::245' # inverted GPIO 245
HWSUPP_LED_4 _DEVICE='ledO'

HWSUPP_LED_x_PARAM Defines parameters for the selected LED information.

Depending on the selection in in HWSUPP_LED_x, in HWSUPP_LED_x_PARAM different settings
are possible.

If HWSUPP_LED_x="trigger’ is set, the trigger name has to be specified in HWYSUPP_LED_x_PARAM.
Available triggers can be displayed with the shell command cat /sys/class/leds/*/trigger.

Besides triggers created by e.g. netfilter or hardware drivers like ath9k, further trigger
modules can be loaded via HWSUPP_DRIVER_x.

Examples:

HWSUPP_LED_1='trigger'
HWSUPP_LED_1_TRIGGER='heartbeat'
HWSUPP_LED_2='trigger'

HWSUPP_LED_2_ TRIGGER='netfilter-ssh'

If "HWSUPP_LED_x’ has the value ’user’ in HWSUPP_LED_PARAM a valid script name including
path has to be entered.

Example:

HWSUPP_LED_1='user'
HWSUPP_LED_1_PARAM='/usr/local/bin/myledscript’

When HWSUPP_LED_x=’wlan’ is set, the WLAN devices have to be entered in HWSUPP_LED_x_PARAM.

5A GPIO (General Purpose Input/Output) is a generic pin on an integrated circuit whose behavior can be
programmed at run time, including whether it is an input or output pin.
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Defines one ore more WLAN devices, whose state shall be displayed. Multiple WLAN
devices have to be separated by spaces.

When the state of multiple WLAN devices should be indicated by a single LED, the LED
has the following meaning:

e off - all WLAN devices are inactiv
o blinking - some WLAN device(s) is/are active
e on - all WLAN devices are active

Example:

HWSUPP_LED_1='wlan'
HWSUPP_LED_1_WLAN='wlanO wlanl'

HWSUPP_BOOT_LED Definies a LED to indicate the boot progress by a blink sequence.
When HWSUPP_LED_x=’ready’ is set for any LED, this setting is used and HWSUPP_BOOT_LED

will be ignored.

HWSUPP_BUTTON_N Defines the number of buttons.
The number of buttons of the hardware in use should be entered here.

HWSUPP_BUTTON_x Defines the action which should be executed on button press.
The following actions are supported:
e reset - restart the flidl router
e omnline - causes an internet dialin or terminates an internet connection.
e user - an user script will be executed

Th e list of possible actions can be extended by other packages. If the WLAN package
is loaded, eg. the action

e wlan - activate or deactivate WLAN

is possible.

HWSUPP_BUTTON_x_DEVICE Specifies the button device. Here two possibilities exist.
Either GPIO numbers can be entered or a so-called input path is specified, that gets
detected via the evdev subsystem later on. The second is, if possible, always to be
preferred because the GPIO indexes may not remain the same for different kernels.

The GPIO number must be entered in the format gpio::x. Usually it is assumed that
the GPIO pins are “active-low”, meaning that they the have value 0 assigned when a
button is pressed, and 1 if the button is not. In the reversed case “active-high” (i.e. 1
when button is pressed and 0 when not), this can be indicated by prefixing with /.

The input path has the format evdev:<Path>. In this case, HWSUPP_BUTTON_x_DEVICE_KEY
indicates which key is to be processed. This is necessary, because in contrast to the
connection via GPIO pin one evdev device may incorporate many different buttons. An
overview on the keys can be found in appendix “Keycodes” (Page 364)
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A list of predefined input paths for the HSUPP_TYPE in question can be found in appendix
“Available Button Devices” (Page 361).

Examples:

HWSUPP_BUTTON_1_DEVICE='/gpio::237' # GPIO line #237, active-high
HWSUPP_BUTTON_2_DEVICE='evdev:isa0060/serio0/inputO' # AT keyboard,
HWSUPP_BUTTON_2_DEVICE_KEY='88" # F12 key

HWSUPP_BUTTON_x_PARAM Defines parameters for the action selected in HWSUPP_BUTTON_x.
Depending on the action HWSUPP_BUTTON_x_PARAM has different meanings.

If HWSUPP_BUTTON_x=’user’ is set, HWSUPP_BUTTON_x_PARAM defines a script to be executed
on button press.

Example:

HWSUPP_BUTTON_1='user'
HWSUPP_BUTTON_2_WLAN="'/usr/local/bin/myscript’

If HWSUPP_BUTTON_x is set to ’wlan’, the HWSUPP_BUTTON_x_PARAM defines one ore more
WLAN devices, which shall be activated or deactivated on button press. Multiple WLAN
devices have to be separated by spaces.

Example:

HwWSUPP_BUTTON_2='wlan'
HWSUPP_BUTTON_2_WLAN='wlanO wlanl'

4.12.3. Expert settings

The following settings should only be touched if you know exactly
e which hardware you have,
e which additional drivers it needs and
o the addresses and types of I?CCdevices.
Activating the expert settings will issue a warning during the mkfli4l build.
HWSUPP_DRIVER_N Number of additional drivers. The drivers in HWSUPP_DRIVER_x will
be loaded in the denoted order.
HWSUPP_DRIVER_x Driver name (without file extension .ko).

Example:

5An I2C bus or SMBus is a serial bus used in PCs eg. to read temperature sensor values. In many cases an
I?C bus or SMBus is available on a pin header and can be used for own hardware extensions.
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HWSUPP_DRIVER_N='2'
HWSUPP_DRIVER_1='i2c-piix4' # I2C bus driver
HWSUPP_DRIVER_2='gpio-pcf857x' # I2C GPIO expander

HWSUPP_I2C_N Number of I?C devices to be loaded.
I?C doesn’t support any PnP mechanismn. Hence for each I2C device the bus number,
the device address and the device type have to be specified.

HWSUPP_I2C_x_BUS I?C bus number the device is attached to.

The bus number has to be entered as i2c-x.

HWSUPP_I2C_x_ADDRESS The device’s I?C address.

The address has to be entered as a hex number in the range between 0x03 and 0x77.

HWSUPP_I2C_x_DEVICE The type of I?C device which is supported by an already loaded
driver.

Example:

HWSUPP_I2C_N='1"

HWSUPP_I2C_1_BUS='i2c-1'

HWSUPP_I2C_1_ADDRESS='0x38'

HWSUPP_I2C_1_DEVICE='pcf8574a' # supported by gpio-pcf857x driver

4.12.4. Support for VPN cards

OPT_VPN_CARD The setting ’no’ deactivates the OPT__VPN__CARD package completely.
There will be no changes made to the flidl boot mediums or the archive opt.img. OPT_VPN_CARD
does not overwrite any other parts of the fli4l installation. To activate OPT_VPN__CARD
set the variable OPT_VPN_CARD to ’yes’.

VPN_CARD_TYPE This configuration variable defines the type of the VPN accelerator.
The following values are supported:
e hifn7751 - Soekris vpn1401 and vpnl411
e hifnhipp

4.13. IPv6 - Internet Protocol Version 6

4.13.1. Introduction

This package enables fli4l to support IPv6 in many ways. This includes informations about
the IPv6 address of the router’s IPv6 (sub) networks managed by it, predefined IPv6 routes
and firewall rules regarding IPv6 packets. Last but no least it is possible to automatically
establish tunnels to IPv6 providers. This currently works only with so-called 6in4 tunneling
as supported by the provider “Hurricane Electric”. Other technologies (AYIYA, 6to4, Teredo)
are not supported at the moment.
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IPv6 is the successor of the internet protocol IPv4. It was developed mainly to enlarge the
relatively small amount of unique internet addresses: While IPv4 supports approximately 232
addresses, 7 in IPv6 2'2® are possible. Each communicating IPv6 host can thus have a unique
address and no longer has to rely on techniques such as NAT, PAT, masquerading a.s.o.

Besides this aspect topics such as self-configuration and safety concerns also played a role in
the development of the IPv6 protocol. This will be carried out in later sections.

The biggest problem with IPv6 is its spread: Currently IPv6 —compared with IPv4 — is rarely
used. The reason is that IPv6 and [Pv4 are technically incompatible and thus all software and
hardware components involved in packet forwarding in the internet have to be retrofitted for
IPv6. Certain services such as DNS (Domain Name System) must be extended in accordance
with IPv6.

This is a vicious circle: The low spreading of IPv6 with service providers on the internet leads
to disinterest on the part of router manufacturers to equip their devices with IPv6 functionality,
which in turn means that service providers fear the transition to IPv6 because they fear that
it’s not worth the effort. Only slowly the mood is changing in favour of IPv6 mostly because
of the increasing pressure from shortness of IPv4 address supplies. 8

4.13.2. Address Format

An IPv6 address consists of eight two-byte values listed in hexadecimal notation:

FEzample 1: 2001:db8:900:551:0:0:0:2

Ezample 2: 0:0:0:0:0:0:0:1 (IPv6-loopback-address)

To make the addresses a little clearer, successive zeros are merged by removing them, and
only two successive colons remain. The above addresses may therefore be rewritten as:

Ezample 1 (compact): 2001:db8:900:551: :2

Ezample 2 (compact): ::1

Such a reduction is only allowed once to avoid ambiguities. The address 2001:0:0:1:2:0:0:3
can thus either be shortened to 2001::1:2:0:0:30r 2001:0:0:1:2::3 but not to 2001::1:2::3
because then it would be unclear how the four zeros belong to the contracted regions.

Another ambiguity exists when an IPv6 address is to be combined with a port (TCP or UDP):
In this case you can not add the port immediately followed by a colon and value because the
colon is already used within the address and it is therefore unclear in some cases whether the
port specification is perhaps an address component. In such cases the IPv6 address is enclosed
in square brackets. This is the syntax also required in URLs (for example if a numerical IPv6
address should be used in the web browser).

Example 3: [2001:db8:900:551::2]:1234

Without the use of braces the following address is created 2001:db8:900:551::2:1234,
which without shortening equals to the address 2001:db8:900:551:0:0:2:1234 and thus has
no port appendend.

4.13.3. Configuration

General Settings

The general settings include at first the activation of IPv6 support and then the optional
assignment of an IPv6 address to the router.

Tonly nearly because some addresses are used for specialized purposes, such as for broadcast and multicasting
8The last IPv4 address blocks have been assigned by the IANA by now.
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OPT_IPV6 Activates IPv6 support.
Default setting: OPT_IPV6='no'

HOSTNAME_IP6 (optional) This variable sets the IPv6-address of the routers explicitely. If
the variable is not set the IPv6-address will be set to the first configured IPv6-subnet
(IPV6_NET_x, see below).

Example: HOSTNAME_IP6='IPV6_NET_1_IPADDR'

Subnet Configuration

This section describes the configuration of one or more IPv6 subnets. An IPv6 subnet is an
IPv6 address space specified by a so-called prefix and is bound to a certain network interface.
Further settings include the announcing of the prefix and of the DNS service within the subnet
and optional a router name within that subnet.

IPV6_NET_N This variable contains the number of used IPv6 subnets. At least one IPv6
subnet should be defined in order to use IPv6 in the local network.

Default setting: IPV6_NET_N='0'

IPV6_NET_x This variable contains the IPv6 address of the router and the size of the network
mask in CIDR notation for a specific IPv6 subnet. If the subnet is to be routed publicly
it usually is obtained from the Internet or tunnel provider.

Important: If the stateless auto-configuration should be activated in the subnet then the
length of the subnet prefix has to be 64 bits! (see the section on IPV6_NET x_ADVERTISE
below)

Important: If the subnet is connected to a tunnel (see IPV6_NET_z_TUNNEL below) then
only the part of the router address is specified here that is not assigned to the tunnel’s sub-
net prefix (to be found in IPV6_TUNNEL_z_PREFIX) because that prefix and the address are
combined! In previous versions of the IPv6 package the variable IPV6_TUNNEL_x_PREFIX
did not exist and subnet prefizx and router address were combined together in IPV6_NET z.
That does not work if the subnet prefix associated by the tunnel provider is first handed
out when instantiating the dynamic tunnel. In addition the length of the subnet prefix (in
this case /48) is not known and certain predefined routes can not be set properly. This
leads to strange effects while routing to some specific destinations. The configuration was
separated to avoid such effects.

Examples:

IPV6_NET_1='2001:db8:1743:42::1/64" # without tunnel: complete address
IPV6_NET_1_TUNNEL="'"

IPV6_NET_2='0:0:0:42::1/64" # with tunnel: partial address

IPV6_NET_2_TUNNEL='1"
IPV6_TUNNEL_1_PREFIX='2001:db8:1743::/48' # see "Tunnel Configuration"
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IPV6_NET_x_DEV This variable contains for a specific IPv6 subnet the name of the network
interface to which the IPv6 network is bound. This does not collide with the network
interfaces assigned in the base configuration (base.txt) because a network interface can
have both IPv4 and IPv6 addresses assigned.

Example: IPV6_NET_1_DEV='ethO'

IPV6_NET_x_TUNNEL This variable contains the index of the associated tunnel for a spe-
cific IPv6 subnet. The prefix of the tunnel is combined with the router address to get the
complete [Pv6 address of the router. If the variable is empty or undefined then no tunnel
belongs to the subnet and in IPV6_NET_x the full IPv6 address of the router including
network mask has to be specified (see above).

A tunnel can be assigned to multiple subnets because a tunnel subnet is usually large
enough to be split in multiple subnets (/56 or greater). It is not possible to assign
multiple tunnel subnet prefixes to a subnet because the address of the subnet would be
ambiguous in this case.

Example: IPV6_NET_1_TUNNEL='1'

IPV6_NET_x_ADVERTISE This variable determines whether the chosen subnet prefix is
advertised on the LAN via “Router Advertisements”. This is used for the so-called
“Stateless auto-configuration” and should not be confused with DHCPv6. Possible values
are “yes” and “no”.

It is recommended to enable this setting, unless all addresses in the network are statically
assigned or another router is already responsible to advertise the subnet prefix.

Important: Automatic distribution of the subnet will only work if the subnet is a /64
network, i.e. if the length of the subnet prefix is 64 bits! The reason for this is that the
other hosts in the network compute their IPv6 address from the prefix and their host MAC
addresses which will not work if the host part is not 64 bits. If the self-configuration fails
the subnet prefix should be checked for incorrect length (for example as /48).

Default setting: IPV6_NET_1_ADVERTISE='yes'

IPV6_NET_x_ADVERTISE_DNS This variable determines whether the local DNS service
in IPv6 subnets should be advertised by “Router Advertisements”. This will only works

if the IPv6 functionality of the DNS service is activated using DNS_SUPPORT_IPV6='yes’
Possible values are “yes” and “no”.

Default setting: IPV6_NET_1_ADVERTISE_ DNS='no'

IPV6_NET_x_NAME (optional) This variable specifies an interface-specific hostname for
the router in this IPv6-subnet.

Example: IPV6_NET_1_NAME='fli4l-subnetl'

Tunnel Configuration

This section introduces the configuration of 6ind IPv6 tunnels. Such a tunnel is useful in case
that your own ISP does no support IPv6 natively. With an internet host of a tunnel broker
known as a PoP (Point of Presence) a bi-directional link via IPv4 can be established. All
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IPv6 packets will be routed encapsulated (therefore 6 “in” 4 because of the IPv6 packets are
encapsulated in IPv4 packets). ? First the tunnel will be established and in a second step
the router is configured in a way that the IPv6 packets to the Internet are routed through the
tunnel. The first part is covered in this section and the second part is described in the next
section.

IPV6_TUNNEL_N This variable contains the number of 6in4 tunnels to be established.
Example: IPV6_TUNNEL_N='1'

IPV6_TUNNEL_x_TYPE This variable determines the type of the tunnel. Currently, the

values “raw”, “static”, and “he” for tunnels of provider Hurricane Electric are supported.
More about heartbeat-tunnels in the next paragraph.

Example: IPV6_TUNNEL_1_TYPE='he'

IPV6_TUNNEL_x_DEFAULT This variable determines whether IPv6 packets which are not
addressed to local networks are allowed to be routed through this tunnel. Only one
tunnel can do this (because there is only one default route). Possible values are “yes”
and “no”.

Important: Ezactly one tunnel should be a default gateway for outbound IPv6 otherwise
no communication with IPv6 hosts on the Internet is possible! The use of only non-
default tunnels is only useful if outgoing IPv6 traffic is sent on a separately configured
default route, which is not related to a tunnel. See the introduction to the subsection
“Route Configuration” and the description of the variable IPV6_ROUTE_z below.

Default setting: IPV6_TUNNEL_1_DEFAULT='no'

IPV6_TUNNEL_x_PREFIX This variable contains the IPv6-subnet-prefix of the tunnel in
CIDR-Notation which means an IPv6-address is provided as well as the length of the
prefix. This settings are usually given to you by the tunnel provider. This setting is
not necessary for tunnel providers giving a new prefix each time a tunnel is established.
(Such providers are not supported at the moment.) This variable has to be empty with
“raw” tunnels as well.

Important: This variable may be empty if the tunnel has no subnet-prefix assigned.
But in turn the tunnel can not be assigned to a IPv6-subnet (IPV6_NET_z) because IPv6-
addresses in the subnet ca not be computed. Such a configuration makes only sense on
an interim basis if the tunnel has to be active for some time before the tunnel provider
assigns a subnet-prefix.

Examples:

IPV6_TUNNEL_1_PREFIX='2001:db8:1743::/48" # /48-subnet
IPV6_TUNNEL_2_ PREFIX='2001:db8:1743:5e00::/56' # /56-subnet

9This is known as IPv4 protocol 41, “IPv6 encapsulation”.
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IPV6_TUNNEL_x_LOCALV4 This variable contains the local IPv4-address of the tunnel
or the value ‘dynamic’ if the dynamic IPv4-address of the active WAN-Circuits should
be used. The latter makes only sense for a heartbeat-tunnel (see IPV6_TUNNEL_x_TYPE
below).

Examples:

IPV6_TUNNEL_1_LOCALV4='172.16.0.2"
IPV6_TUNNEL_2_LOCALV4='dynamic'

IPV6_TUNNEL_x_REMOTEV4 This variable contains the remote IPv4-address of the tun-
nel. Usually this value is given to you by the tunnel provider.

Example (as used by PoP deham01 by Easynet):

IPV6_TUNNEL_1_REMOTEV4='212.224.0.188'

Important: If PF_INPUT_ACCEPT DEF is set to “no” (the IPv4-firewall is configured man-
ually) you will need a firewall rule to accept all IPv6-in-IPvj packets (IP-Protokoll 41)
from the tunnel endpoint. For the tunnel endpoint above the rule would be like this:

PF_INPUT_x='prot:41 212.224.0.188 ACCEPT'

IPV6_TUNNEL_x_LOCALV6 This variable sets the local IPv6 address of the tunnel includ-
ing the used netmask in CIDR notation. This information is predetermined from the
tunnel provider. This information is unnecessary for tunnel providers which re-assign
the tunnel endpoints for establishing the tunnel new each time (Such Providers are not
yet supported).

Example: IPV6_TUNNEL_1_LOCALV6='2001:db8:1743::2/112"

IPV6_TUNNEL_x_REMOTEV6 This variable specifies the remote IPv6 address of the tun-
nel. This information is set by the tunnel provider. A netmask is not needed because
it is taken from the variable IPV6_TUNNEL_x_LOCALV6. This information is unnecessary
for tunnel providers assigning new tunnel endpoints for every tunnel established (Such
providers are not yet supported).

Example: IPV6_TUNNEL_1_REMOTEV6='2001:db8:1743::1'

IPV6_TUNNEL_x_DEV (optional) This variable contains the name of the network interface
of the tunnel to be created. Different tunnels have to be named differently to make
everything work. If the variable is not defined a tunnel name is generated automatically
(“v6tun” + tunnel index).

Example: IPV6_TUNNEL_ 1 DEV='6in4'
IPV6_TUNNEL_x_MTU (optional) This variable contains the size of the MTU (Maximum
Transfer Unit) in bytes, i.e. the the size of the largest packet that can still be tunneled.

This information is generally predetermined by the tunnel provider. If nothing is specified
the standard setting is “1280” and should work with all tunnels.

Default setting: IPV6_TUNNEL_1_MTU='1280"
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To prevent a host blocking a tunnel although it does not need it at all some providers require
permanently sending packets over the tunnel to the provider to prove it is still “alive”. For
this purpose a so-called heartbeat protocol is used. Providers usually require a successful login
with user name and password in order to avoid abuse. If such a heartbeat tunnel is used then
appropriate information has to be passed which will be described below.

IPV6_TUNNEL_x_USERID This variable holds the username needed for the tunnel login.
Example: IPV6_TUNNEL_1_USERID='USERID'

IPV6_TUNNEL_x_PASSWORD This variable contains the password for the username above.
It can’t contain spaces.

Example: IPV6_TUNNEL_1_PASSWORD='passwort'

IPV6_TUNNEL_x_TUNNELID This variable contains the identificator for the tunnel.
Example: IPV6_TUNNEL_1_TUNNELID='TunnelID'

IPV6_TUNNEL_x_TIMEOUT (optional) This variable contains the maximum waiting time
in seconds for the tunnel to establish. The default setting depends on the tunnel provider.

Example: IPV6_TUNNEL_1_TIMEQUT='30'

Route Configuration

Routes are paths for IPv6 packets. To know the direction in which it should send an incoming
packet the router does rely on a routing table in which this information can be found. In the
case of IPv6 it is important to know where IPv6 packets have to be sent that are not bound
to the local network. A default route is automatically configured that sends all packets to the
other end of an IPv6 tunnel if IPV6_TUNNEL_x_DEFAULT is set for the relevant tunnel. Other
routes can be configured here (i.e. to interconnect parallel IPv6 subnets).

IPV6_ROUTE_N This variable sets the number of IPv6 routes to define. Usually additional
IPv6 routes are not needed.

Default setting: IPV6_ROUTE_N='0'

IPV6_ROUTE_x This variable holds the route in form of ‘target-net gateway’ The target
net has to be specified in CIDR-notation. For the default route the target net has to
be ::/0. It is not necessary to configure default routes here that cross a tunnel (see
introduction on this paragraph).

Example: IPV6_ROUTE_1='2001:db8:1743:44::/64,2001:db8:1743:44::1"'

IPv6 Firewall

As for IPv4 a firewall is needed for IPv6 networks in order to avoid that everyone can reach
each machine in the local network from outside. This is even more important because every
computer in IPv6 normally has a globally unique address which can be permanently assigned
to the machine since it is computed from the MAC address of the network card. '© Therefore

10An exception exists if the LAN hosts have activated so-called “Privacy Extensions” because then a part of
the IPv6 address is generated randomly. These addresses are by definition not known outside and thus only
partially or not at all relevant for the firewall configuration.
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the firewall blocks all requests from outside at first and can then be opened by corresponding
entries in this section bit by bit as needed.

The configuration of an IPv6 firewall corresponds widely to that of an IPv4 firewall. Special
features and differences will be explained separately.

PF6_LOG_LEVEL For all chains following the protocol setting in PF6_LOG_LEVEL is active.
Possible values are: debug, info, notice, warning, err, crit, alert, emerg.

PF6_INPUT_POLICY This variable sets the default strategy for all incoming packets for
the router (INPUT-Chain). Possible values are “REJECT” (default: rejects all pack-
ets), “DROP” (discards all packets without further notice) and “ACCEPT” (accepts all
packets). For a detailed description see the documentation of PF_INPUT_POLICY.

Default setting: PF6_INPUT_POLICY='REJECT'

PF6_INPUT_ACCEPT_DEF This variable activates the predefined rules for the INPUT-
chain of the IPv6-Firewall. Possible values are “yes” and “no”.

The default rules open the firewall for incoming ICMPv6 pings (one ping per second as
a limit) as well as for NDP packets (Neighbor Discovery Procotol) needed for stateless
auto-configuration of IPv6 networks. Connections from localhost and response packets
to locally initiated connections are also allowed. Finally the IPv4 firewall is adapted so
that for each tunnel IPv6-in-IPv4 encapsulated packets are accepted by the end of the
tunnel.

Default setting: PF6_INPUT_ACCEPT_DEF='yes'

PF6_INPUT_LOG This variable activates logging of all rejected incoming packets. Possible
values are “yes” and “no”. For a detailed description see documentation of PF_INPUT_LOG.
Default setting: PF6_INPUT_LOG='no'

PF6_INPUT_LOG_LIMIT This variable configures the log-limit of the INPUT-chains of the

IPv6-firewall to keep logfiles readable. For a detailed description see documentation of
PF_INPUT_LOG_LIMIT.

Default setting: PF6_INPUT_LOG_LIMIT='3/minute:5'
PF6_INPUT_REJ_LIMIT This variable sets the limit for rejection of incoming T CP-packets.

If such a packet exceeds this limit the packet will be dropped silently (DROP). For a
detailed description see the documentation of PF_INPUT_REJ_LIMIT.

Default setting: PF6_INPUT_REJ_LIMIT='1/second:5'
PF6_INPUT_UDP_REJ_LIMIT This variable sets the limit for rejection of incoming UDP-

packets. If such a packet exceeds this limit the packet will be dropped silently (DROP).
For a detailed description see the documentation of PF_INPUT_UDP_REJ_LIMIT.

Default setting: PF6_INPUT_UDP_REJ_LIMIT='1/second:5'

PF6_INPUT_ICMP_ECHO_REQ_LIMIT Defines how often the router should react to
ICMPv6-echo-queries. The frequency is written as ‘n/time period’ with bursts i.E.
’3/minute:5’ (in analogy to the limit-restriction). The packet will be ignored (DROP)
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if the limit is reached. If empty the default setting '1/second:5” will be used, if set to
'none’ no limitations are accomplished.

Default setting: PF6_INPUT_ICMP_ECHO REQ_LIMIT='1/second:5'
PF6_INPUT_ICMP_ECHO_REQ_SIZE Defines the maximum size of a revceived ICMPv6-

echo-request (in Bytes). Beside the data the packet-header size has to be considered. The
default value is 150 Bytes.

Default setting: PF6_INPUT_ICMP_ECHO_REQ_SIZE='150"'
PF6_INPUT_N This variable contains the number of IPv6-firewall rules for incoming packets
(INPUT-Chain). Per default two rules are activated: the first allows all local hosts to

access the router on so-called link-level addresses, the second allows hosts from the first
defined IPv6-subnet to access the router.

In case of multiple local IPv6-subnets defined the second rule has to be cloned respec-
tively. See the configuration file for details.

Example: PF6_INPUT_N='2'
PF6_INPUT_x This variable specifies a rule for the INPUT-chain of the der IPv6-firewall.
For a detailed description see the documentation of PF_INPUT_x.
Differences regarding the IPv4-firewall:
e IPV6_NET_x has to be used instead of IP_NET_ x.
e IPV6_ROUTE_x has to be used instead of IP_ROUTE_x.

o IPv6-addresses must be enclosed in square brackets (including the network mask, if
present).

o All IPv6 address strings (including IP_NET_x etc.) must be enclosed in square brack-
ets if a port or a port range follows.

Examples:

PF6_INPUT_1='[fe80::0/10] ACCEPT'
PF6_INPUT_2='IPV6_NET_1 ACCEPT'
PF6_INPUT_3='tmpl:samba DROP NOLOG'

PF6_INPUT_x_COMMENT This variable holds a description or a comment for the input
rule it belongs to.

Example: PF6_INPUT_3_COMMENT='no_samba_traffic ,allowed'
PF6_FORWARD_POLICY This variable sets the default policy for packets to be forwarded
by the router (FORWARD-Chain). Possible values are “REJECT” (default, rejects all

packets), “DROP” (ignores all packets without further notice) and “ACCEPT” (accepts
all packets). For a detailed description see the documentation of PF_FORWARD_POLICY.

Default setting: PF6_FORWARD_POLICY='REJECT'
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PF6_FORWARD_ACCEPT_DEF This variable activates the predefined rules for the
FORWARD-chain of the IPv6-firewall. Possible values are “yes” and “no”.

The predefined rules open the firewall for outgoing ICMPv6-pings (one ping per second
as a limit). Response packets to already allowed connections will also be allowed.

Default setting: PF6_FORWARD_ACCEPT_DEF='yes'
PF6_FORWARD_LOG This variable activates logging of all rejected forwarding packets.

Possible values are “yes” and “no”. For a detailed description see the documentation
of PF_FORWARD_LOG.

Default setting: PF6_FORWARD_LOG='no'

PF6_FORWARD_LOG_LIMIT This variable configures the log limit for the FORWARD-
chain of the IPv6-firewall to keep it readable. For a detailed description see the docu-

mentation of PF_FORWARD_LOG_LIMIT.
Default setting: PF6_FORWARD_LOG_LIMIT='3/minute:5'

PF6_FORWARD_REJ_LIMIT This variable sets the limit for the rejection of forwarding
TCP-packets. If a packet exceeds this limit it will be dropped without further notice

(DROP). For a detailed description see the documentation of PF_FORWARD_REJ_LIMIT.
Default setting: PF6_FORWARD_REJ_LIMIT='1/second:5'

PF6_FORWARD_UDP_REJ_LIMIT This variable sets the limit for the rejection of forward-

ing UDP-packets. If a packet exceeds this limit it will be dropped without further notice
(DROP). For a detailed description see the documentation of PF_FORWARD_UDP_REJ_LIMIT.

Default setting: PF6_FORWARD UDP_REJ LIMIT='1/second:5'
PF6_FORWARD_N This variable contains the number of IPv6-firewall rules for packets to
be forwarded (FORWARD-chain). Two rules are activated as a default : the first denies

forwarding of all local samba packets to non-local nets and the second allows this for all
other local packets from the first defined IPv6-subnet.

If more local IPv6-dubnets are defined the last rule has to be cloned accordingly. See
also the configuration file.

Example: PF6_FORWARD_N='2'
PF6_FORWARD_x This variable specifies a rule for the FORWARD-chain of the IPv6-fire-
wall. For a detailed description see the documentation of PF_FORWARD_x.
Differences regarding the IPv4-firewall:
e IPV6_NET_x has to be used instead of IP_NET x.
e IPV6_ROUTE_x has to be used instead of IP_ROUTE_x.

o IPv6-addresses must be enclosed in square brackets (including the network mask, if
present).

o All IPv6 address strings (including IP_NET_x etc.) must be enclosed in square brack-
ets if a port or a port range follows.

Examples:
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PF6_FORWARD_1='tmpl:samba DROP'
PF6_FORWARD_2='IPV6_NET_1 ACCEPT'

PF6_FORWARD_x_COMMENT This variable holds a description or a comment for the
forward rule it belongs to.

Example: PF6_FORWARD_1_COMMENT='no_samba_traffic ,allowed'

PF6_OUTPUT_POLICY This variable sets the default strategy for outgoing packets from
the router (OUTPUT chain). Possible values are “REJECT” (standard, denies all pack-
ets), “DROP” (discards all packets without further notification) and “ACCEPT” (accepts
all packages). For a more detailed description see the documentation of the Variable
PF_OUTPUT_POLICY.

Default setting: PF6_0UTPUT_POLICY='REJECT'

PF6_OUTPUT_ACCEPT_DEF This variable enables the default rules for the OUTPUT
chain of the IPv6 firewall. Possible values are “yes” or “no”. Currently, there are no
preset rules.

Default setting: PF6_OUTPUT_ACCEPT_DEF='yes'

PF6_OUTPUT_LOG This variable enables logging of all rejected outgoing packets. Possible
values are “yes” or “no”. For a more detailed description see the documentation of
variable PF_OUTPUT_LOG.

Default setting: PF6_0UTPUT_LOG='no'

PF6_OUTPUT_LOG_LIMIT This variable configures the log limit for the OUTPUT chain
of the IPv6 firewall, to keep the log file readable. For a more detailed description see the

documentation of variable PF_OUTPUT_LOG_LIMIT.
Default setting: PF6_0UTPUT_LOG_LIMIT='3/minute:5'

PF6_OUTPUT_REJ_LIMIT This variable configures the limit for the rejection of outgoing
TCP packets. If a packet exceeds this limit the packet is discarded quietly (DROP). For
a more detailed description see the documentation of variable PF_OUTPUT_REJ_LIMIT.

Default setting: PF6_0UTPUT_REJ_LIMIT='1/second:5'

PF6_OUTPUT_UDP_REJ_LIMIT This variable configures the limit for the rejection of
outgoing UDP packets. If a packet exceeds this limit the packet is discarded quietly
(DROP). For a more detailed description see the documentation of variable PF_QUTPUT_UDP_REJ_LIMIT.

Default setting: PF6_0UTPUT_UDP_REJ_LIMIT='1/second:5'
PF6_OUTPUT_N This variable contains the number of IPv6 firewall rules for incoming
packets (OUTPUT chain). By default, two rules are activated: the first allows all local

hosts to access the router via so-called Link-level addresses and the second allows router
access for hosts from the first defined IPv6 subnet.

If several local IPv6 subnets are defined, the second rule must be added repeatedly. See
the configuration file.

Example: PF6_0UTPUT_N='1"'
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PF6_OUTPUT_x This variable specifies a rule for the OUTPUT chain of the IPv6 Firewall.
For a more detailed description, see the documentation of the variable PF_QUTPUT_x.

Differences from IPv4 firewall:
e IPV6_NET_x has to be used instead of IP_NET_x.
e IPV6_ROUTE_x has to be used instead of IP_ROUTE_x.

o IPv6 addresses must be enclosed in square brackets (including the network mask, if
present).

o All IPv6 address strings (including IP_NET_x etc.) must be enclosed in square brack-
ets if followed by a port or a port range.

Examples:

PF6_OUTPUT_1="'tmpl:ftp IPV6_NET_1 ACCEPT HELPER:ftp'

PF6_OUTPUT_x_COMMENT This variable contains a description or comment to the as-
sociated OUTPUT rule.

Example: PF6_0UTPUT_3_COMMENT='no_samba_ traffic ,allowed'

PF6_USR_CHAIN_N This variable holds the number of IPv6-firewall tables defined by the
user. For a detailed description see the documentation of PF_USR_CHAIN_N.
Default setting: PF6_USR_CHAIN_N='0"'

PF6_USR_CHAIN_x_NAME This variable contains the name of the according user defined
IPv6-Firewall table. For a detailed description see the documentation of PF_USR_CHAIN_x_NAME.
Example: PF6_USR_CHAIN_1_NAME='usr-myvpn'

PF6_USR_CHAIN_x_RULE_N This variable contains the number of IPv6-firewall rules

in the according user defined IPv6-firewall table. For a detailed description see the
documentation of PF_USR_CHAIN_x_RULE_N.

Example: PF6_USR_CHAIN 1 _RULE_N='0"

PF6_USR_CHAIN_x_RULE_x This variable specifies a rule for the user defined IPv6-
firewall table. For a detailed description see the documentation of PF_USR_CHAIN_x_RULE_x.
Differences regarding the [Pv4-firewall:

e IPV6_NET_x has to be used instead of IP_NET_x.
e IPV6_ROUTE_x has to be used instead of IP_ROUTE_x.

o IPv6-addresses must be enclosed in square brackets (including the network mask, if
present).

o All TPv6 address strings (including IP_NET_x etc.) must be enclosed in square brack-
ets if a port or a port range follows.
PF6_USR_CHAIN_x_RULE_x_COMMENT This variable holds a description or a com-
ment for the rule it belongs to.

Example: PF6_USR_CHAIN_1 _RULE_1_COMMENT='some_ user-defined rule'
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PF6_POSTROUTING_N This variable contains the number of IPv6 firewall rules for mask-
ing (POSTROUTING chain). For a more detailed description, see the documentation of
variable PF_POSTROUTING_N.

Example: PF6_POSTROUTING_N='2'

PF6_POSTROUTING_x PF6_POSTROUTING_x_COMMENT
A list of rules that describe which IPv6 packets are masked by the router (or will be
forwarded unmasked). For a more detailed description see the documentation of variable
PF_POSTROUTING x.

PF6_PREROUTING_N This variable contains the number of IPv6 firewall rules for forward-
ing to a different destination (PREROUTING chain). For a more detailed description
see the documentation of variable PF_PREROUTING N.

Example: PF6_PREROUTING_N='2'
PF6_PREROUTING_x PF6_PREROUTING_x_COMMENT
A list of rules to set the IPv6 packets that should be forwarded by the router to an-

other destination. For a more detailed description see the documentation of variable
PF_PREROUTING x.

4.13.4. Web-GUI

The package installs a menu entry “Packet Filter (IPv6)” in Mini-HTTPD to review entries of
the packet filter configured for IPv6 .

4.14. ISDN - Communication Over Active And Passive ISDN-Cards

fli4l is mainly aiming to be used as an ISDN- and/or DSL-router. By setting OPT_ISDN=’yes’
the ISDN package is activated. Precondition is a ISDN-card supported by fli4l.
Default setting: OPT_ISDN=’no’

4.14.1. Establishing An ISDN Connection

flidl’s behaviour during dial-in is determined by three variables DIALMODE, ISDN_CIRC_X_ROUTE_X,
ISDN_CIRC_X_TIMES. DIALMODE (Page 74) (in <config>/base.txt) determines wether a connection
will be automatically established on an active circuit on packet arrival or not. DIALMODE may
have the following values:

auto If a packet reaches an ISDN-circuit (res. the ISDN interface derived from it - ippp*)
a connection will be established automatically. If and when a packet reaches an ISDN-
circuit is determined by ISDN_CIRC_X_ROUTE_X and ISDN_CIRC_X_TIMES.

manual In manual mode the connection has to established via imond/imonc. How this is done
see imonc/imond.

off No ISDN connections will be established.
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Which circuits packets will trigger a dial-in is defined by ISDN_CIRC_X_ROUTE_X. Normally
this uses ’0.0.0.0/0 as the ’default route’ This means that all packets that leave the local net
are using this circuit if it is active. If and when it is active is determined by ISDN_CIRC_X_-
TIMES for flidl is doing least cost routing over a predefinded circuit (see Least-Cost-Routing -
Functionality (Page 268) in the base documentation). If not all but only packets for a certain
net should be routed over this circuit (i.e. a company net) additional nets can be given here.
flidl will then set a permanently active ISDN route over the interface set for this circuit. If a
packet is sent to this net a connection will be automatically established.

As said before ISDN_CIRC_X_TIMES besides the connection costs for a circuit describes also
if and when a circuit with a default route is active and can trigger a connection. "When’ is
defined by the time-info, the first two elements (i.e. Mo-Fr:09-18), "if” is given by the forth
parameter le-default-route (y/n). flidl (res. imond) will trigger a connection to the internet
provider and assure that all packets leaving the local net are routed over the circuit that is
active at this time.

The standard use cases in summary:

o If simply a connection to the internet is intended DIALMODE is set to auto, 1-n circuits
are to be defined which have an initial route of ’0.0.0.0/0’ and whose times (times with
le-default-route = y) cover the whole week.

ISDN_CIRC_Y%_ROUTE_N='1'
ISDN_CIRC_% ROUTE_1='0.0.0.0/0"
ISDN_CIRC_Y%_TIMES='Mo-Su:00-24:0.0148:Y'

o If besides that a connection to a company net should be used another (or more) circuits
have to be defined. The route should differ from ’0.0.0.0/0’ to accomplish a permanently
active route.

ISDN_CIRC_Y%_ROUTE_N='1'
ISDN_CIRC_%_ROUTE_1='network/netmaskbits'
ISDN_CIRC_%_TIMES='Mo-Su:00-24:0.0148:Y'

4.14.2. ISDN Card

The fli4l router generally supports the use of multiple ISDN cards simultaneously. However,
this requires all ISDN cards to be driven by the same driver type. The driver type can be
derived from the group in the table below the driver in question is part of. Consequently, it
is e. g. no problem to use multiple mISDN-driven adapters or multiple HiSax-driven adapters
(as long as sufficient resources are available), but it is not possible to use an mISDN-driven
card and a HiSax-driven card at the same time.

ISDN_%_TYPE ISDN_%_10 ISDN_%_100 ISDN_%_101 ISDN_%_MEM ISDN_%_IRQ
Some technical data about the ISDN card is specified here.

The values in the example work for a TELES 16.3 set to I10-address 0xd80 via Dip-
switches. For other settings of the switches the values have to be changed.

Common error (example):

ISDN_1_I0='240"' -- right value would be: ISDN_1_IO='0x240'
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Using IRQ 12 eventually a PS/2 mouse has to be deactivated in BIOS. Better choose
another IRQ! ,,Good ones“ are mostly 5, 10 and 11.

ISDN_%_TYPE in principle follows the type numbers for HiSax drivers. Exception: non-
HiSax-cards like i.e. the AVM-B1. For those the type numbers were extended (see below).
The list of possible HiSax-types is based on
linux-2.x.y/Documentation/isdn/README.HiSax.

] Typ \ Karte \ Needed parameters
Dummy Type-Number:
0 \ no driver (dummy) ‘ none
Type numbers for remote CAPI drivers:
160 | AVM Fritz!Box Remote CAPI ip,port
161 | Melware Remote CAPI (rcapi) ip,port
Type numbers for mISDN-drivers:
301 | HFC-4S/8S/E1 multiport cards no parameter
302 | HFC-PCI based cards no parameter
303 | HFCS-USB Adapters no parameter
304 | AVM FritZ!Card PCI (v1 and v2) cards | no parameter
305 | cards based on Infineon (former | no parameter
Siemens) chips:
- Dialogic Diva 2.0
- Dialogic Diva 2.0U
- Dialogic Diva 2.01
- Dialogic Diva 2.02
- Sedlbauer Speedwin
- HST Saphir3
- Develo (former ELSA) Microlink PCI
(Quickstep 1000)
- Develo (former ELSA) Quickstep
3000
- Berkom Scitel BRIX Quadro
- Dr.Neuhaus (Sagem) Niccy
306 | NetJet TJ 300 and TJ320 cards no parameter
307 | Sedlbauer Speedfax+ cards no parameter
308 | Winbond 6692 based cards no parameter

My card is a Teles 16.3 NON-PNP ISA, this is Type=3.

For a ICN-2B-card 10 and MEM have to be set, for example ISDN_1_I0="0x320’, ISDN_1_-
MEM="0xd0000".

For newer Teles-PCl-card type=20 (instead of 21) has to be used. Those are shown by
“cat /proc/pci” as “tiger” or similar.

For ISDN type 303 it is necessary to activate USB support.
USB-devices (Page 232).

See USB - Support for

If you really don’t know what card is in your PC you can get tips for type numbers also
from the i4l-FAQ or mailing list.

Card types that are signed ,from isapnp setup® have to be initialized by the PnP tool
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isapnp - if they really are PnP cards. See OPT_PNP - Installation of isapnp tools

(Page 78).
ISDN type 0 is used if the ISDN package should be installed without an ISDN card, for

example to use imond in a network router.

ISDN_%_IP ISDN_%_PORT For ISDN types 160 and 161 the variables (ISDN_%_IP) and
(ISDN_%_PORT) set IP address resp. port of the device offered by a remote CAPT interface.
The IP address is mandatory while the port number may be omitted: Depending on the
chosen type a standard port will be set (Type 160: 5031, Type 161: 2662).

Example:

ISDN_1_TYPE='160' # AVM Fritz!Box
ISDN_1_IP='192.168.177.1'

ISDN_DEBUG_LEVEL Sets the debug level for the HiSaX driver. Debug level is concate-
nated by addition of the following values (cited from the orginal docs):

Number Debug-Information
1 | Link-level <—> hardware-level communication
2 | Top state machine
4 | D-Channel Q.931 (call control messages)
8 | D-Channel Q.921
16 | B-Channel X.75
32 | D-Channel 12
64 | B-Channel 12
128 | D-Channel link state debugging
256 | B-Channel link state debugging
512 | TEI debug
1024 | LOCK debug in callc.c
2048 | More debug in callc.c (not for normal use)

The default setting (ISDN_DEBUG_LEVEL='31’) should be enough for most purposes.

ISDN_VERBOSE_LEVEL Sets the “verbosity” of the ISDN subsystem in flidl kernel. Each
verbose-level includes levels with lower numbers. Verbose levels are:

0’ no additional informations
B events triggering an ISDN connection will be logged
2’ and '3’ Calls are logged

4> and more Data transfer rates will be logged

Messages are sent over the kernel logging interface activated by 0PT_SYSLOGD (Page 75).

Important: If calls should be logged with telmond don’t set this value lower than 2
otherwise telmond would lack informations for logging.

Default setting: ISDN_VERBOSE_LEVEL='2’
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ISDN_FILTER Activates filtering mechanism of the kernel to achieve hangup after
the specified hangup timeout. See http://www.fli4l.de/hilfe/howtos/basteleien/
hangup-problem-loesen/ for additional informations.

ISDN_FILTER_EXPR Specifies the filter to use if ISDN_FILTER is set to ‘yes’.

4.14.3. OPT_ISDN_COMP (EXPERIMENTAL)

OPT_ISDN_COMP='yes’ activates LZS- and BSD-compression. Credits for this go to Arwin Vos-
selman (email: arwin(at)xs4all(dot)nl). This addon package is in experimental state.
Default setting: OPT_ISDN_COMP='no’
The needed parameters for LZS-compression in detail:

ISDN_LZS_DEBUG (EXPERIMENTAL) Debug-level-settings:

0’ no debugging informations

"1’ normal debugging informations

2’ enhanced debugging informations

'3"  extreme debugging informations (incl. dumping of data packets)

Default setting: ISDN_LZS_DEBUG='1’
ISDN_LZS_COMP (EXPERIMENTAL) Compression level (not decompression!). Please use
value 8. Values from 0 to 9 are possible.

Higher numbers will compress better at the cost of higher CPU load with 9 being dis-
proportional excessive.

Default setting: ISDN_LZS_COMP="8’

ISDN_LZS_TWEAK (EXPERIMENTAL) Keep this value at ’7” at the moment.
Default setting: ISDN_LZS_TWEAK='T’

Beside this three values the variable ISDN_CIRC_x_FRAMECOMP has to be set (see next chap-
ter).

4.14.4. ISDN-Circuits

More connections over ISDN can be defined in fli4l configuration. A maximum of two at a
time is possible over one ISDN card.
Definition of connections is done by so-called circuits. One circuit is used per connection.
In the config.txt example two circuits are defined:

e Circuit 1: Dialout over Internet-by-call provider Microsoft Network, Sync-PPP

o Circuit 2: Dialin/Dialout to an ISDN-router (maybe another flidl) over Raw-IP, i.e. as
a connection to a company net somewhere.

If flidl is simply used as an internet gateway only one circuit is needed. Exception: flidl’s
least-cost features should be used. In this case define different circuits for all allowed timespans,
see below.
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ISDN_CIRC_N Sets the number of used ISDN circuits. If fli4l is used only to monitor in-
coming ISDN calls set:

ISDN_CIRC_N='0'

If flid] is simply used as an internet gateway one circuit is enough. Exception: LC-routing,
see below.

ISDN_CIRC_x_NAME Set a name for the circuit - maximum length is 15 characters. The
imon client imonc.exe will show this instead of the telephone number dialed. Possi-
ble characters are ’A’ to ’Z’ (Capitals are possible), number ’0’ to '9’ and hyphens ’-’.
Example:

ISDN_CIRC_x_NAME='msn'

This name can be used in the packet filter or with OpenVPN. If for example the packet
filter should control an ISDN circuit a ’circuit_’ has to prefix the circuit name. If an
ISDN circuit is called ’willi’ the packet filter has to be set like this:

PF_INPUT_3='if:circuit_willi:any prot:udp 192.168.200.226 192.168.200.254:53 ACCEPT'

ISDN__CIRC_x__USEPEERDNS This determines wether the name servers transferred by the
internet provider during dial-in should be filled in the configuration file of the local
name server for the duration of the connection. This only makes sense for circuits used
for connecting to an internet provider. Nearly all providers support this name server
tansfer.

After name server IP addresses have been transferred name servers entries from base.txt’s
DNS_FORWARDERS are removed from the configuration file of the local name server and the
transferred ones are filled in as forwarders. After this the name server is forced to relaod
is configuration. The name server cache will be preserved and names already resolved
are kept.

This option has the advantage to work with the nearest possible name servers at any
time, as far as the provider transmits correct IP addresses - name resolution is faster
then.

In case of failing DNS servers at the provider side transmitted DNS server addresses
usually are corrected rapidly by the provider.

After all it is absolutely necessary for the first dial-in to provide a valid name server in
base.txt’s DNS_FORWARDERS. Otherwise the first request can not be resolved correctly. In
addition the initial configuration of the name server will be restored on hangup.

Default setting: ISDN_CIRC_x_USEPEERDNS='yes’
ISDN_CIRC_x_TYPE ISDN_CIRC_x_TYPE specifies the type of connection x. Possible values
are:

raw’  RAW-IP
'ppp’ Sync-PPP
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In most cases PPP is used, Raw-IP is a little more efficient because of the missing PPP
overhead. Authentification is not possible with Raw-IP but with variable ISDN_CIRC_x_-
DIALIN (see below) limitiations to explicit ISDN numbers (“Clip”) can be accomplished.
If ISDN_CIRC_x_TYPE is set to’raw’ /etc/ppp a raw up/down script will be executed in
analog to the PPP up/down scripts.

ISDN__CIRC_x_BUNDLING For ISDN channel bundeling the MPPP protocol according to
RFC 1717 is used. This inherits the following mostly irrelevant limitiations:
e Only possible with PPP connections, not with raw circuits
o channel bundeling according to newer RFC 1990 (MLP) is not possible

The second channel either can be added manually using imonc client or automatically
by bandwidth adaption, see description for ISDN_CIRC_x_BANDWIDTH.

Default setting: ISDN_CIRC_x_BUNDLING='no’
Caution: using channel bundeling together with compression can trigger some problems,

see description for ISDN_CIRC_x_FRAMECOMP.

ISDN_CIRC_x_BANDWIDTH If ISDN channel bundeling is activated by
ISDN_CIRC_x_BUNDLING=’yes’ an automatical addition of the second ISDN channel can
be configured here. Two parameters have to be set:

1. threshold level in bytes/second (S)
2. time interval in seconds (Z)

If treshold level S is exceeded for Z seconds imond will add a second channel automat-
ically. If treshold level S is underrun for Z seconds imond will deactivate the second
channel again. Automatic bandwidth adaption may be deactivated with ISDN_CIRC_1_-
BANDWIDTH=". After that channel bundeling can only be accomplished manually by the
imonc client.
Examples:

e ISDN_CIRC_1_BANDWIDTH='6144 30’

If the transfer rate exceeds 6 kibibyte/second for 30 seconds the second channel will
be added.

e ISDN_CIRC_1_BANDWIDTH='0 (’

The second ISDN channel will be added immedeately (not later than 10 seconds
after connection establishment and stays active until the connection terminates
completely.

e ISDN_CIRC_1_BANDWIDTH="

The second ISDN channel only can be added manually, furthermore ISDN_CIRC_1_-
BUNDLING="yes’ has to be set.

e ISDN_CIRC_1_BANDWIDTH='10000 30’

This is intended to add a second channel after 30 seconds if 10000 B/s were reached
during that timespan. This won’t work because ISDN has a maximum tranfer rate
of 8 kB/s.
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If ISDN_CIRC_x_BUNDLING='no’ is set the value in variable
ISDN_CIRC_x_BANDWIDTH is irrelevant.

Default setting: ISDN_CIRC_x_BANDWIDTH="

ISDN_CIRC_x_LOCAL This variable holds the local IP address on the ISDN side.

This value should be empty if using dynamical address assignment. The IP address will
be negotiated during connection establishment. In most cases internet providers hand
out dynamic addresses. If a fixed IP address is used specify it here. This variable is
optional and has to be added to the config file.

ISDN_CIRC_x_REMOTE This variable holds the remote IP address and netmask on the
ISDN side. Classes Inter-Domain routing (CIDR) notation has to be used. Details for
CIDR (Page 40) can be found in the base documentation for IP. NET x.

With dynamic address negotiation this should empty. The IP address will be negoti-
ated on connection establishment. In most cases internet providers hand out dynamic
addresses. If a fixed IP address is used specify it here. This variable is optional and has
to be added to the config file.

The netmask provided will be used for interface configuration after dial-in. A route to
the dial-in host itself will be generated as well. As you most probably won’t need this
route it is best to generate a direct route to the dial-in host by setting the netmask to
/32. For details see Chapter: Technical Details For Dialin (Page 369).

ISDN__CIRC_x_MTU ISDN_CIRC_x_MRU With this optional variable the so-called M'TU
(maximum transmission unit) and MRU (maximum receive unit) can be set. Optional
means that the variable has to be added manually to the configuration file by the user!
Usually MTU is 1500 and MRU 1524. This settings should only be changed in rare
special cases!

ISDN_CIRC_x__CLAMP_MSS Set this to 'yes’ when using synchronous ppp
(ISDN_CIRC_x_TYPE='ppp’) and one of the following symptoms occurs:

o Webbrowser connects to the webserver without error messages but no pages are
displayed and nothing happens,

o sending of small E-mails is working but bigger ones trigger problems or
e ssh works but scp hangs after initial connection.
Default setting: ISDN_CIRC_x_CLAMP_MSS='no’
ISDN_CIRC_x_HEADERCOMP 1sDN_CIRC_x_HEADERCOMP='yes’ activates Van-Jacobson com-

pression or header compression. Not all providers are supporting this. If activated com-
pression leads to problems while dialing in set this to 'no’.

Default setting: ISDN_CIRC_x_HEADERCOMP='yes’

ISDN_CIRC_x_FRAMECOMP (EXPERIMENTAL) This parameter is only used if
OPT_ISDN_COMP is set to ’yes’ It handles frame compression.

The following values are possible:
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no’ no frame compression

"default’ LZS according to RFC1974(std) and BSDCOMP 12

“all’ Negotiate 1zs and bsdcomp

"1zs’ Negotiate 1zs only

Izsstd’ LZS according to RFC1974 Standard Mode (“Sequential Mode”)
"lzsext’ LZS according to RFC1974 Extended Mode

"bsdcomp’  Negotiate bsdcomp only
lzsstd-mh’  LZS Multihistory according to RFC1974 Standard Mode (“Sequential Mode*)

You have to find out by yourself which value is supported by the provider. T-Online
supports only ’lzsext’ as far as I know. With most other providers 'default’ should work.

Attention: using channel bundeling together with ’lzsext’ can lead to problems specific
to the dial-in server and provider. As providers use different types of dial-in servers there
can be differences between dial-in servers of the same provider.

'lzsstd-mh’ is meant for router-to-router usage (r2r). It is not used by providers but
using it between two flidl routers leads to significant improvements while transferring
more files in parallel. Header compression is needed here and therefore will be activated
automatically.

ISDN_CIRC_x_REMOTENAME This variable normally is only relevant when configuring
flidl as a dial-in router. Set the name of a remote hosts if you want but this is not needed.
Default setting: ISDN_CIRC_x_REMOTENAME="

ISDN_CIRC_x_PASS Enter provider data here. In the example data for Microsoft Network
is used.

ISDN_CIRC_x_USER holds the user-id, ISDN_CIRC_x_PASS the password.
Note for T-Online:

Username AAAAAAAAAAAATTTTTTH#MMMM is composed from a 12 digit "An-
schlukennung’ plus T-Online-Number and "Mitbenutzernummer’. Put a '#’ after the
T-Online-Nummer if it is shorter than 12 characters.

In rare cases another ’'#’ character has to be inserted between ’Anschluflkennung’ and
T-Online-Number.

For T-Online-Numbers with 12 characters no additional *#’ is needed.
Example: ISDN_CIRC_1_USER='123456+#123’
For Raw-IP circuits this variable has no meaning.

ISDN_CIRC_x_ROUTE_N Number of routes of this ISDN circuit. If the circuit defines a
default route you must set this to ’1".

ISDN_CIRC_x_ROUTE_X Route(s) for this circuit. For Internet access the first entry
should be ’0.0.0.0/0 (default route). Format is always network/netmaskbits’. A host
route for example would look like this: ’192.168.199.1/32’. If dialing in to company or
university routers name only the net you want to reach there. Examples:

ISDN_CIRC_%_ROUTE_N='2'

ISDN_CIRC_Y% ROUTE_1='192.168.8.0/24'
ISDN_CIRC_Y% ROUTE_2='192.168.9.0/24'
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All nets must have an explicit entry hence for each route a new ISDN__ CIRC_x ROUTE_y="
line has to be provided.

For using fli4l’s LC routing features a default route can be assigned to *several® circuits.
Which circuit is used is driven by ISDN_CIRC_x_TIMES, see below.

ISDN_CIRC_x_DIALOUT ISDN_CIRC_x_DIALOUT specifies the telephone number to be dialed.
It is possible to put in several numbers (if one is busy the next is chosen) - numbers have
to be separated by blanks. A maximum of five numbers can be used.

ISDN_CIRC_x_DIALIN If the circuit (also) serves for dial-in ISDN_CIRC_x_DIALIN keeps the
phone number of the callee - with a region prefix but *without* a leading 0. Ports behind
telephone systems may have to specify one or even two zeros.

If more users should be able to dial in over a circuit more numbers may be added separated
by blanks. It is advised to assign a separate circuit for each caller although. Otherwise
two callers trying to dial in at the same time (which is absolutetely feasible with 2 ISDN
channels) could collide on behalf of IP addresses assigned.

If callers don’t transfer a number during calling '0’ could be used. Caution: everyone
not transferring a number is allowed to call in then!

If number-independent dial-in should be realized set *’.

In both cases a separate authentification (see ISDN_CIRC_x_AUTH) is unavoidable.

ISDN_CIRC_x_CALLBACK Settings for callback, possible values:

'in’ fli4l is called and calls back

‘out’ flidl calls, hangs up and waits for callback
"off’ no callback

‘cbep’  callback control protocol

cbep0’  callback control protocol 0

‘cbepd’  callback control protocol 3

‘cbepb’  callback control protocol 6

CallBack control protocol (aka 'Microsoft CallBack’) cbcp6 is the protocol mostly used.
Default setting: ’off’

ISDN_CIRC_x_CBNUMBER Set a callback number for protocol cbcp, cbep3 and cbepb
here (mandatory for cbcp3).

ISDN_CIRC_x_CBDELAY This variable sets a delay in seconds to be waited until triggering
callback. The meaning differs depending on the direction of callback:

e ISDN_CIRC_x_CALLBACK='in’:

If fli4l is called and should call back ISDN_CIRC_x_CBDELAY specifies the waiting time
until calling back. Use ISDN_CIRC_x_CBDELAY=’3" as a rule of thumb. A lower value

may work and speed up connection establishment then depending on whom to call
back.

e ISDN_CIRC_x_CALLBACK=out’:
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In this case ISDN_CIRC_x_CBDELAY is the ringing timespan for the other party until
flidl waits for callback. ISDN_CIRC_x_CBDELAY=’3’ is a good rule of thumb here ei-
ther. On long distance calls it takes up to 3 seconds untils the other router is even
recognizing the call. If in doubt simply try.

If setting ISDN_CIRC_x_CALLBACK=’off’, ISDN_CIRC_x_CBDELAY is ignored. This variable is
ignored with CallBack Control Protocol as well.

ISDN_CIRC_x_EAZ In the example the MSN (called EAZ here) is set to 81330. Set your
own MSN *without® area code here.

Depending on your telephony system only the extension station number could be neces-
sary. Setting an additional ’0’ may also help sometimes.

This variable may be empty which can help with some telephony systems as well.

ISDN_CIRC_x_SLAVE_EAZ If flidl is connected on the internal SO-Bus of a telephony sys-
tem and you want to use channel bundeling you may have to specify a second extension
station number for the slave channel.

Normally this variable can stay empty.

ISDN_CIRC_x_DEBUG If ipppd should display additional debug informations set ISDN_-
CIRC_x_DEBUG to ’yes’. Ipppd will log these informations to syslog then.

IMPORTANT: To use syslogd for logging 0PT_SYSLOGD has to be set to ’yes’.

(See OPT_SYSLOGD - Program For Protocolling System Messsages (Page 75)) Some
messages are logged to klogd so 0PT_KLOGD (See OPT_KLOGD - Kernel-Message-Logger
(Page 77)) should be set to 'yes’ as well for debugging ISDN.

For Raw-IP-Circuits ISDN_CIRC_x_DEBUG has no meaning.

ISDN_CIRC_x_AUTH If the circuit is also used for dial-in and an authentification over PAP
or CHAP should be used by the calling party set ISDN_CIRC_x_AUTH to 'pap’ or ’chap’ -
but *only* then. In all other cases this variable has to be empty!

Cause: An Internet provider will never authentificate with you - but there may be ex-
ceptions to this rule.

Use the entries ISDN_CIRC_x_USER and ISDN_CIRC_x_PASS for username and password.

For Raw-IP-Circuits this variable has no meaning.

ISDN_CIRC_x_HUP_TIMEOUT ISDN_CIRC_x_HUP_TIMEOUT sets the time after that fli4l dis-
connects from the provider if no traffic is detected over the connection. In the example
the connection will be hung up after 40 seconds idle time to save money. On new accesses
flidl connects again in a short timespan. This makes sense especially with providers that
have seconds charge intervals!

At least while testing you should keep an eye on fli4dl’'s automatic dial-in and hangup
using either console or imon-client. In case of faulty configuration the ISDN connection
could become an unwanted permanent line.

Setting this to '0’ means that flidl doesn’t use idle time and won’t hang up by itself
anymore. Use with care!
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ISDN_CIRC_x_CHARGEINT Set charge interval in seconds which will be used for calculat-

ing online costs.

Most providers charge by minute intervals. In this case use the value '60’. For providers
that charge in seconds set ISDN_CIRC_x_CHARGEINT to ’1’

Addition for ISDN_CIRC_x_CHARGEINT >= 60 seconds:

If no traffic was detected for ISDN_CIRC_x_HUP_TIMEOUT seconds the connection will be
terminated approx. 2 seconds before reaching the chargint timespan. Charged time is
used nearly complete this way. A really neat feature of fli4l.

With charging intervals of under a minute this does not make sense so this feature is
only used for charging intervals of more than 60 seconds.

ISDN_CIRC_x_TIMES Specify here when and at what charge the circuit should be active.

This makes it possible to use different circuits as default routes at different daytimes
(least-cost-routing).The imond daemon controls route-allocation.

Composition of the variable:
ISDN_CIRC_x_TIMES='times-1-info [times-2-info] ...'

Each times-?-info field consists of 4 subfields separated by colons ().
1. Field: W1-W2

Weekday-timespan, for example Mo-Fr or Sa-Su. English and german notation are
possible. If a single weekday should be specified write W1-W1, for example Su-Su.

2. Field: hh-hh

Daytime-timespan, for example 09-18 or also 18-09. 18-09 is equal to 18-24 plus
00-09. 00-24 means the whole day.

3. Field: Charge

Costs per minute in currency units, for example 0.032 for 3.2 Cent per minute.
The real costs are calculated in consideration of charging intervals and displayed in
imon-client then.

4. Field: LC-default-route
May be Y or N. Meaning:

e Y: The timespan specified will be used as default route for LC-routing. Impor-
tant: in this case ISDN_CIRC_x_ROUTE=’0.0.0.0/0’ must be set in addition!

e N: The timespan specified only serves for calculating online costs but won’t be
used for LC-Routing.

Example:

ISDN_CIRC_1_TIMES='Mo-Fr:09-18:0.049:N Mo-Fr:18-09:0.044:Y Sa-Su:00-24:0.044:
ISDN_CIRC_2_TIMES='Mo-Fr:09-18:0.019:Y Mo-Fr:18-09:0.044:N Sa-Su:00-24:0.044:

Read as follows: Circuit 1 should be used on labour days evenings/nights and on the
complete weekends, Circuit 2 is used on labour days from 9 AM to 6 PM.
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Important: timespans specified in ISDN_CIRC z_TIMES have to cover the whole week.
Without that no valid configuration can be generated.

If timespans of all LC-default-route circuits (“Y”) don’t cover the complete week no
default route exists during the missing times. Therefore no internet connections are
possible!

Example:

ISDN_CIRC_1_TIMES='Sa-Su:00-24:0.044:Y Mo-Fr:09-18:0.049:N Mo-Fr:18-09:0.044:N'
ISDN_CIRC_2_ TIMES='Sa-Su:00-24:0.044:N Mo-Fr:09-18:0.019:Y Mo-Fr:18-09:0.044:N'

Here for labour days from 18-09 “N” is set. At this times no route to the internet
exists - surfing forbidden!

Another simple example:
ISDN_CIRC_1_TIMES='Mo-Su:00-24:0.0:Y"'
for those using a flatrate.
A last note concerning L.C-Routing;:

Bank holidays are treated as sundays.

4.14.5. OPT_TELMOND - telmond-Configuration

OPT_TELMOND determines wheter the telmond server is activated or not. It listens to incoming
telephone calls and signals on TCP port 5001 the caller id transmitted and called. This
information can be queried and displayed by i.e. windows- or Unix/Linux imon-client (see
chapter “Client-/Server-interface imond”).

An installed ISDN card is mandatory as well as as valid configuration of OPT_ISDN.

Testing the correct function of telmond is possible with:

telnet f1i4l 5001

This should display the last call and immedeately close the telnet connection.

Port 5001 is only reachable from LAN. Access from outside is blocked by the firewall per
default. Further access limitations are configurable via telmond variables, see below.

Default setting: START_TELMOND='yes’

TELMOND_PORT TCP/IP-Port on which telmond listens for connections. The default

setting 5001 should only be changed in rare exceptions.

TELMOND_LOG TELMOND_LOG=yes’ activates saving of all incoming calls in a file called

/var/log/telmond.log. The content of this file can be queried with imond-Client imonc
under Unix/Linux and Windows.

Different paths or logfiles splitted by clients may be configured below.
Default setting: TELMOND_LOG='no’

TELMOND_LOGDIR If protocolling is active TELMOND_LOGDIR can set a different path instead

of /var/log, for example ’/boot”. The file telmond.log will be saved on the boot media
(which has to be mounted Read/Write “rw”) then. If ’auto’ is set the logfile is created in
/boot /persistent /isdn or at another path specified by FLI4L_UUID. If /boot is not mounted
Read/Write the file is created in /var/run.
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TELMOND_MSN_N If certain calls should only be visible on some client PC’s imonc a filter
can be set to achieve that MSNs are only protocolled for those PCs.

If this is necessary (for example with flat sharing) the variable TELMOND_MSN_N holds the
number of MSN filters.

Default setting: TELMOND_MSN_N='0’

TELMOND_MSN_x For each MSN filter a list of TP addresses has to be set which should
be able to view the call informations.

The variable TELMOND_MSN_N determines the number of those configurations, see above.

Composition of the variable:

TELMOND_MSN_x='MSN IP-ADDR-1 IP-ADDR-2 ...'
A simple example:

TELMOND_MSN_1="'123456789 192.168.6.2'

If a call for a certain MSN should be displayed on more computers their IP addresses
have to be specified one after the other.

TELMOND_MSN_1='123456789 192.168.6.2 192.168.6.3"'

TELMOND_CMD_N If a telephone call (Voice) is coming in for a MSN some commands can
be executed on the fli4l router optionally. TELMOND_CMD_N holds the number of commands
to be executed.

TELMOND_CMD_x TELMOND_CMD_1 bis TELMOND_CMD_n holds commands to be executed for
an incoming phone call.

Variable TELMOND_CMD_N specifies the quantity of commands, see above.

Composition of the variable:

MSN CALLER-NUMBER COMMAND ...

Set the MSN without area prefix. CALLER-NUMBER takes the complete caller id with
area prefix. If CALLER-NUMBER is set to an asterisk (*) telmond won’t pay attention
to the caller id.

An example:

TELMOND_CMD_1="'1234567 0987654321 sleep 5; imonc dial'
TELMOND_CMD_2='1234568 * switch-on-coffee-machine'
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In the first case the command sequence “sleep 5; imonc dial” is executed if caller with
id 0987654321 calls MSN 1234567. Two commands are executed. At first fli4l will wait
for 5 seconds for the ISDN channel to become available. After that the fli4l client imonc
is started with the argument “dial”. imonc passes this command to the telmond server
which will establish a network connection on the default route circuit. Which commands
the imonc client can pass to the imond server is described in chapter “Client-/Server
interface imond”. OPT_IMONC from the package “tools” has to be installed to get this
working.

The second command “switch-on-coffee-machine” will be executed if a call on MSN
1234568 comes in independent on caller id. The command “switch-on-coffee-machine”
does not exist for flidl (at the moment)!

On execution of command the following placeholders may be used:

%d  date Date

%t time Time

%p phone  Caller ID

%m  msn Own MSN

%% percent the percent sign

This data can be used by the programs called, for example for sending E-Mail.

TELMOND_CAPI_CTRL_N If using a CAPI capable ISDN adapter or a remote CAPI
(type 160 or 161) it may be necessary to configure the CAPI controller on which tel-
mond is listening for calls more explicitly. For example the Fritz!Box offers access to
up to five different controllers which may not even differ (see informations at http:
//www .wehavemorefun.de/fritzbox/CAPI-over-TCP#Virtuelle_Controller). To limit the
number of controllers to be used you may set the quantity. In the following array-variables
TELMOND_CAPI_CTRL_% it may be set which controllers are to be used.

If you don’t use this variable telmond will listen on all available CAPI controllers.

TELMOND_CAPI_CTRL_x If TELMOND_CAPI_CTRL_N is unequal to zero the indices for the
CAPI controllers have to be specified on which telmond should monitor incoming calls.

Example for the remote CAPI of a Fritz!Box with “real” ISDN connection:

TELMOND_CAPI_CTRL_N='2'
TELMOND_CAPI_CTRL_1='1' # listen to incoming ISDN calls
TELMOND_CAPI_CTRL_2='3' # listen to calls on the internal SO-Bus

Example for the remote CAPI of a Fritz!Box with analog connection and STP-Forwarding:

TELMOND_CAPI_CTRL_N='2'
TELMOND_CAPI_CTRL_1='4' # listen to incoming analog calls
TELMOND_CAPI_CTRL_2='5"' # listen to incoming SIP-calls

4.14.6. OPT_RCAPID - Remote CAPI Daemon

This OPT configures the program rcapid on the flidl router which offers access to the ISDN
CAPI interface of the routers via network. Appropritate tools can access the ISDN card of
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the routers via network as if it was installed locally. This is similar to the package “mtgcapri”.
The difference is that only Windows systems can use “mtgcapri” as a client while the network
interface of rcapid is only supporting linux systems at the time of writing. So both packages
are ideal complements in mixed Windows- and Linux environments.

Konfiguration des Routers

OPT_RCAPID This variable activates offering of the router’s ISDN-CAPI for remote clients.
Possible values are “yes” and “no”. If set to “yes” the internet daemon inetd will start
the rcapid daemon on incoming queries on rcapid port 6000 (port my be changed using
variable RCAPID_PORT).

Example: OPT_RCAPID='yes'

RCAPID_PORT This variable holds the TCP port to be used by the rcapid daemon.
Default setting: RCAPID_PORT='6000"

Configuration Of Linux Clients

To use the remote CAPI interface on a Linux PC the modular libcapi20 library must be
used. Actual Linux distributions install such a CAPI library (i.e. Debian Wheezy). If not the
sources may be downloaded from http://ftp.de.debian.org/debian/pool/main/i/isdnutils/
isdnutils_3.25+dfsgl.orig.tar.bz2. After unpacking and changing to the directory “capi20”
the CAPI library may be compiled and installed with /configure”, “make” and “sudo make
install” as usual. If the library is installed the configuration file /etc/capi20.conf has to be
adapted to specifiy the client on which rcapid is running. If the router for example is reached

by the name of “fli4l” the conf file will looks as follows:

REMOTE £f1i41 6000

That’s alll If the program “capiinfo” is installed on the linux client (part of capidk-utils-
package of many distributions) you can test the remote CAPI interface:

kristov@peacock ~ $ capiinfo

Number of Controllers : 1

Controller 1:

Manufacturer: AVM Berlin

CAPI Version: 1073741824.1229996355

Manufacturer Version: 2.2-00 (808333856.1377840928)
Serial Number: 0004711

BChannels: 2

[...]

Under “Number of Controllers” the quantity of ISDN cards is displayed which are usable on
the client. If this reads “0” the connection to the rcapid program is working but the ISDN card
is not recognized on the router. If the connection to the rcapid program is not working at all
(maybe OPT_RCAPID is set to “no”) an error message “capi not installed - Connection refused
(111)” will be displayed. In this case check your configuration once more.
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4.15. OpenVPN - VPN Support

As of version 2.1.5 package OpenVPN is part of fli4l.

Important: For using Open VPN over the Internet a flatrate or billing based on data volume
18 a must have! If the flijl router is powered on the connection will never be hung up because a
small amount of data is permanently transferred by OpenVPN. Using a VPN Tunnel over the
Internet thus can cause high online costs. The same is applying for an ISDN connection being

used for OpenVPN.

Besides OpenVPN another VPN package exists: OPT_PoPToP (see opt-database http:
//www.£1i41.de/download/zusatzpakete/).

Deciding which VPN solution to use is driven by security and function concerns. No advices
on security of the different packages are given by the team. In unsure, see

Linux-Magazine January 2004

http://diswww.mit.edu/bloom-picayune/crypto/14238

http://sites.inka.de/bigred/archive/cipe-1/2003-09/msg00263.html

Concerning functionality a clear advice can be given to use OpenVPN which outperforms
both CIPE and poptop here. OpenVPN supports tunnel mode, bridge mode, data compression
and is more solid than CIPE on a flidl router. OpenVPN has a Windows version to be used
as of Windows 2000. Only disadvantages against CIPE are the sheer size in opt archive and
missing OpenVPN support for flidl version 2.0.x.

4.15.1. OpenVPN - Introductive Example

To introduce you to OpenVPN’s configuration at first a small example. Two networks that
both use a fli4l router shall be connected over the Internet. OpenVPN establishes an encrypted
tunnel on both flidl routers to let computers from both nets communicate with each other. The
configuration variables shown in picture 4.1 are used for this purpose.

local net transport net remote net
remote_hostremote port

{local hest:}local _por\

[— ] [——

= =

loeal wvpn ip

input_list/forward list :
- - remote vpn 1p

Figure 4.1.: VPN configuration example — tunnel between two routers

local net, remote net represent the two nets to be connected by the tunnel. They have to
be in different TCP/IP ranges and should have different non interfering net masks. The
settings from IP_NET_x (Page 40) in both routers base.txt configuration files hence have
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to be different. Thus it is not possible to connect two nets over a tunnel that both use
IP range 192.168.6.0/24.

transport net The transport network consists of two elements:

e the connection between two OpenVPN daemons, described by re-
mote__host:remote_port and (local _host:)local_port. This is an equivalent
to the OpenVPN settings in OPENVPN_x_REMOTE_HOST, OPENVPN_x_REMOTE_PORT,
OPENVPN_x_LOCAL_HOST and OPENVPN_x_ LOCAL_PORT.

e and a tunnel over which the connection between the two OpenVPN-Daemons is
established, described by local _vpn__ip/remote__vpn__ip. This again is an equivalent
to the OpenVPN settings in OPENVPN_x_LOCAL_VPN_IP and OPENVPN_x_REMOTE_VPN_IP.
Both VPN IP addresses have be set to values of non existent nets on both routers.

input__list, forward_list Packets that should be sent over this tunnel have to pass the packet
filter at first. It will only allow ICMP messages (i.e. ping) as the default which can be
used to test the tunnel. Everythihng else has to be allowed explicitly. In the simplest
case this is done by

OPENVPN_x_PF_INPUT POLICY='ACCEPT'
OPENVPN_x_PF_FORWARD_POLICY='ACCEPT'

Plese note that ,,accepting® a complete VPN connection is very critical in
terms of security. Better use the tmpl: syntax of the packet filter to only
allow those services needed.

No more settings are required for a simple VPN tunnel. All other configuration handles
extended functions or special use cases. You should use those after establishing a working
tunnel with this minimal configuration.

4.15.2. OpenVPN - Configuration

Because of the complexity of OpenVPN we start by explaining settings required for any VPN
connection. Don’t try extended configurations for OpenVPN before establishing a connection
with minimal settings.

OPT_OPENVPN Default: 0PT_0OPENVPN=’no’
’yes’ activates package OpenVPN. ’no’ deactivates package OpenVPN completely.

OPENVPN_N Default: OPENVPN_N="0’

How many OpenVPN configurations are active in the configuration file?

OPENVPN_x_REMOTE_HOST Default: OPENVPN_x_REMOTE_HQST="

IP address or DNS address of the remote OpenVPN. For a Roadwarrior (Page 190) this
line has to be completely omitted. If omitted OpenVPN waits for connection establish-
ment and doesn’t try to connect by itself.
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OPENVPN_x_REMOTE_HOST_N Default: OPENVPN_x_REMOTE_HOST_N=’0’

Using dynamic DNS services is not alsways 100% reliable. You may simply use two ore
more of those DynDNS services to register your current IP address with all of them at
the same time. To enable OpenVPN to go through the whole DynDNS names a list of
additional DNS names has to be set. By the help of OPENVPN_x_REMOTE_HOST OpenVPN
will try to contact these addresses in random order. Hence OPENVPN_x_REMOTE_HOST has
to exist and be configured correctly!

OPENVPN_x_REMOTE_HOST_x Default: OPENVPN_x_REMOTE_HOST_x="
Same description as above applies here OPENVPN_x_REMOTE_HOST (Page 169).

OPENVPN_x_REMOTE_PORT Default: OPENVPN_x_REMOTE_PORT="

Each OpenVPN connection does need an unused port address on the fli4l router. It
is adviced to use ports above 10000 for those are not commonly used. If configuring
a connection for a remote station with dynamically changing IP address that has no
DynDNS address omit this entry as well as OPENVPN_x_REMOTE_HOST.

OPENVPN_x_LOCAL_HOST Default: OPENVPN_x_LOCAL_HOST="

Specifies to what IP address OpenVPN will bind. For connections over the Internet this
entry should be completely omitted. If an address is set here OpenVPN will only listen
for incoming traffic on this IP. If you want to secure a WLAN connection you should set
the IP address of fli4l’s WLAN interface card here.

OPENVPN_x_LOCAL_PORT Default: OPENVPN_x_LOCAL_PORT="

Specifies the port number the local OpenVPN daemon will listen to. For each Open-
VPN connection you need a reserved port that only can be used by this connection.
Other software on the router is not allowed to use this port. OPENVPN_x_REMOTE_PORT
and OPENVPN_x_LOCAL_PORT of each OpenVPN connection have to match! If setting
OPENVPN_x_REMOTE_PORT=’10111’ on one side of the tunnel OPENVPN_x_LOCAL_PORT=’10111"
has to be set on the other side as well.

Again: It is very important to match these settings to the according remote OpenVPN
station otherwise a connection is not possible between OpenVPN partners.

To enable OpenVPN to listen to incoming connections OpenVPN itself opens the ports
in the packet filter set in OPENVPN_x_LOCAL_PORT. If this is not your wish then you may
change this behavior in OPENVPN_DEFAULT_OPEN_OVPNPORT (Page 178). It is not necessary
to set OPENVPN_DEFAULT_OPEN_QVPNPORT=’yes’ because this is the default behavior!

OpenVPN does not work with ports lower than 1025. If i.e. OpenVPN should work as
a tcpd- or tepb-server on port 443 (https port) you have to forward this port via the
packet filter to a port above 1024. If i.e. OpenVPN is listening on port 5555 and port
443 should be forwarded there PF_PREROUTING has to be set like this:

PF_PREROUTING_5='tmpl:https dynamic REDIRECT:5555'

OPENVPN_x_SECRET Default: OPENVPN_x_SECRET="
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OpenVPN needs a keyfile for encrypting an OpenVPN connection. This keyfile can be
generated unter Windows or Linux by OpenVPN itself. Beginners may install Open-
VPN’s Windows software or use OpenVPN’s WebGUI. If you do not want to use
OpenVPN under Windows but only generate the needed keyfiles it is enough to in-
stall Open VPN User-Space Components, OpenSSL DDLs, OpenSSL Utilities, Add Open-
VPN to PATH and Add Shortcuts to OpenVPN. With choosing Generate a static
OpenVPN key from the OpenVPN start menu the keyfiles needed can be generated.
At the end the message ,Randomly generated 2048 bit key written to C:/Program
files/OpenVPN/config/key.txt“ will appear. The file key.txt is the one we need. Copy
this file into the directory <config>/etc/openvpn and change its name key.txt to some-
thing more meaningful. Keyfiles can also be generated automatically by the fli4l router if
you set OPENVPN_CREATE_SECRET to ’yes’ and reboot fli4l. If configuring OpenVPN for the
first time enter all data in the config file and either set OPENVPN_DEFAULT_CREATE_SECRET
(Page 177) to ’yes’ if one keyfile should be used for all connections or if a keyfile for
only one connection should be generated set OPENVPN_x_CREATE_SECRET to ’yes’. After
boot of the flidl router one or more key